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Abstract - IoT devices with limited resources, in which area, power, and throughput must be meticulously balanced, are crucially 

protected by lightweight cryptography. In this study, a high-throughput FPGA implementation of the lightweight SPECK block 

cipher that is tailored for Internet of Things applications is presented. On an Artix-7 FPGA platform, the architecture is 

synthesized using Xilinx ISE Design Suite 14.7 and specified in Verilog-HDL. The SPECK-32/64, SPECK-64/128, SPECK-

128/128, and SPECK-128/256 configurations are used to test scalability at different security levels. The suggested design makes 

use of an ARX-based datapath that has been optimized and employs effective round-key scheduling to get a high operating 

frequency with minimal hardware overhead. Results from experiments show that throughput can reach 1.064 Gbps and an 

ultimate frequency of 404.269 MHz, all while using little power (<110 mW). With a hardware efficiency of up to 3.563 

Mbps/Slice, the architecture greatly outperforms current SPECK and other lightweight encryption implementations. The 

findings verify that the suggested architecture offers an efficient trade-off between performance, area usage, and security 

strength, making it ideal for FPGA cryptographic accelerators with an IoT focus. 
 

Keywords - SPECK Block cipher, Lightweight, FPGA, IoT, Throughput. 
 

1. Introduction  
A dispersed network of embedded sensors that work 

together to collect, process, and send data for various real-time 

applications is known as the Internet of Things (IoT). Climate 

inspection, smart automation, healthcare oversight, security 

facilities, and smart service delivery are a few examples of 

representative uses. IoT platforms are more vulnerable to 

security threats such as denial-of-service-induced impairment, 

compromised authentication, unauthorized usage, and 

confidentiality leaks as connectivity rises [1]. Therefore, it is 

essential to guarantee reliable data security in low-power 

embedded technology. Direct adoption of traditional 

cryptographic algorithms is, however, hampered by stringent 

limitations on processing power, on-chip memory, hardware 

difficulty, and battery life. As a result, efficient protection 

techniques need to provide dependable operational efficiency, 

low overhead, and low energy consumption [2].  Block cipher 

primitives are frequently used for security provision in 

restricted contexts, including RFID tags, BAN devices, WSN 

nodes, and IoT endpoints. These primitives are separated into 

conventional and lightweight versions based on key 

configuration, block size, and structural difficulty. The 

incompatibility of traditional approaches with devices with 

low resources is the main factor driving the development of 

lightweight cryptography. Approaches for optimization and 

embedded realization may concurrently increase development 

overhead and architectural resource use, even though they 

decrease execution time, switching process, and 

computational demands [3, 4]. 
 

Customized hardware acceleration or software execution 

can be used to implement cryptographic primitives for limited 

platforms. Energy efficiency, power consumption, latency, 

throughput efficiency, area usage, and composite performance 

measures like FOM are commonly used to evaluate hardware-

oriented realizations that use ASICs, FPGAs, or bespoke 

VLSI architectures [5, 6]. In terms of structure, block cipher 

techniques use paradigms such as Lai–Massey schemes, 

Feistel alterations, substitution–permutation mapping, and 

nonlinear shift-register procedures [7, 8]. Particularly, FPGA 

technology offers parallel datapath execution and 

configurability, which speeds up cryptographic processing 

[9]. Notwithstanding these benefits, encryption focused on the 

IoTs needs to maintain its lightweight nature. For reliable and 

efficient IoT applications, this study emphasizes the FPGA 

implementation of the SPECK encryption family and 

examines its performance metrics. 

http://creativecommons.org/licenses/by-nc-nd/4.0/
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1.1. Problem Statement 

Secure communication methods that function under 

stringent area, power, and compute capacity limitations are 

required by IoT devices. Utilizing FPGA-based embedded 

platforms, traditional cryptography methods frequently result 

in inadequate throughput or significant hardware overhead. 

Existing FPGA implementations of SPECK, despite its 

lightweight ARX cipher design, sometimes suffer from 

inadequate throughput–area trade-offs, inefficient usage of 

resources, or limited scalability across configurations. In order 

to facilitate scalable and secure Internet of Things 

deployments, an optimized SPECK FPGA architecture is 

required, especially on contemporary low-cost FPGA 

platforms like Artix-7, which provides high throughput while 

optimizing slice usage and power usage. 

1.2. Contributions 

A high-throughput and resource-efficient FPGA 

architecture for the SPECK lightweight block cipher, aimed at 

Internet of Things applications, is proposed in this paper. To 

lower combinational latency and enhance timing performance, 

an improved round-based datapath incorporating effective 

ARX operations is first created. Second, with just minimal 

architectural changes, a scalable key extension method is 

created to accommodate various SPECK configurations 

(32/64, 64/128, 128/128, and 128/256). Third, the 

implementation is verified on an Artix-7 FPGA, showing 

notable gains in hardware efficiency and slice usage over 

previous SPECK implementations.  Lastly, superior area–

throughput trade-offs are established through thorough 

comparison with other lightweight block ciphers like LED, 

PRESENT, and XTEA. The suggested architecture is 

appropriate for secure IoT accelerators since it maintains low 

power usage while achieving gigabit-class speed. The 

organization of the paper is as follows: Section 2 explains the 

review of literature concerning the existing ciphers' works. 

Section 3 provides a detailed description of the hardware 

architecture for the proposed SPECK Block cipher with 

pipelining features. Section 4 provides the analysis and 

performance comparison to make the suggested work results 

feasible. Finally, Section 5 provides the improvement that 

brings the overall work to a conclusion. 

2. Literature Review  
Lightweight cryptographic methods designed for limited 

platforms have been the subject of extensive research, with a 

focus on operational scalability, statistical security, and 

architectural simplicity. Employing AES-derived MCM 

optimization, Naik et al. [10] introduced a hybrid multi-round 

LED cipher that supports variable key lengths and allows 

single-cycle execution to increase throughput while lowering 

circuit overhead. Mutual-coupled and counter-assisted chaotic 

maps, which attained strong statistical unpredictability under 

NIST SP800-22 validation, were used by Lee and Wu [11] to 

improve chaotic cryptography modeling. Prathap and 

Sathiyanarayanan [12] looked into FPGA-assisted 

recognizing attacks in Blowfish, where a bespoke decision-

tree equality checker allowed for quick fault discovery with 

low latency. Serial pipelining and threshold construction were 

used by Liu and Tang [13] to optimize the uBlock encryption, 

greatly reducing the amount of hardware resources used in 

protected designs. Future developments in device innovations, 

application security, and comparative evaluation are covered 

in more detail. A lightweight hash structure that is compatible 

with parallel processing was proposed by Sevin et al. [14], 

resulting in efficient calculation with the necessary security 

considerations. 

 Al-Nofaie et al. [15] reviewed new lightweight block 

cipher advancements for Internet of Things security, 

providing a thorough analysis of design vulnerabilities, 

resilience, and efficiency. While HC-256 is not appropriate for 

processing huge amounts of data, performance evaluation by 

Sorescu et al. [16] showed that XChaCha20, Salsa20, and 

ASCON32 provide superior throughput in limited IoT 

applications. By introducing a two-stage medical picture 

encryption and authentication technique, Alsaraireh et al. [17] 

showed enhanced resilience to attacks in the field of medical 

facilities security.  Penumalli et al. [18] investigated Feistel-

structured SLIM ciphers using low-voltage NCFET-based S-

box realization, demonstrating benefits over CMOS and SPN-

based PRESENT versions. Through algorithmic 

hybridization, Anton et al. [19] achieved effective ARX-based 

lightweight encryption by combining SIMECK and TEA with 

dynamic substitution. Furthermore, a modified SPECK key-

schedule with verified statistical randomness was suggested 

by Mohanapriya and Kumar [20], enhancing protection for 

lightweight data encryption. 

A consistent optimization of throughput, area, and 

adaptability for FPGA-based IoT systems is not achieved by 

current lightweight cryptographic designs, which mainly 

concentrate on either resource reduction or security 

improvement. While chaotic and hybrid approaches add extra 

complexity that is inappropriate for effective FPGA 

realization, approaches like LED optimization and uBlock 

lower hardware costs but are unable to achieve high 

throughput. Although stream ciphers have high throughput, 

their hardware architectures are not scalable or structured. 

Moreover, previous SPECK-related research mostly focuses 

on key-schedule enhancements without offering a 

comprehensive high-performance FPGA design or multi-

configuration analysis. Additionally, real implementation 

insights on contemporary FPGA platforms are lacking in 

comparative studies. Therefore, a scalable and high-

throughput SPECK FPGA design that guarantees effective 

area usage while satisfying IoT performance requirements is 

required. 

 
2.1. Research Gaps 

A consistent optimization of throughput, area, and 

adaptability for FPGA-based IoT systems is not achieved by 
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current lightweight cryptographic designs, which mainly 

concentrate on either resource reduction or security 

improvement. While chaotic and hybrid approaches add extra 

complexity that is inappropriate for effective FPGA 

realization, approaches like LED optimization and uBlock 

lower hardware costs but are unable to achieve high 

throughput. Although stream ciphers have high throughput, 

their hardware architectures are not scalable or structured.  

Moreover, previous SPECK-related research mostly 

focuses on key-schedule enhancements without offering a 

comprehensive high-performance FPGA design or multi-

configuration analysis. Additionally, real implementation 

insights on contemporary FPGA platforms are lacking in 

comparative studies. Therefore, a scalable and high-

throughput SPECK FPGA design that guarantees effective 

area usage while satisfying IoT performance requirements is 

required. 

3. Method 
The lightweight ARX (Addition–Rotation–XOR) block 

ciphers in the SPECK [21] family are made to be highly 

effective in contexts with limited resources, like embedded 

CPUs, FPGA platforms, and Internet of Things nodes. 

Because SPECK only uses modular addition, circular 

rotations, and bitwise XOR operations—as opposed to 

substitution–permutation-based ciphers—it is very well suited 

for hardware implementation because of its low combinational 

depth and simplified logic. The cipher balances security, area, 

and throughput by operating on two 𝑛-bit words that constitute 

a 2𝑛-bit block. It supports various block/key size 

combinations. Scalable FPGA implementations, from 

extensively pipelined high-throughput designs to area-

optimized iterative cores, are made possible by its structural 

simplicity. 

The ten standardized SPECK versions are listed in Table 

1 together with their block size (2𝑛), key size (𝑚𝑛), word size 

(𝑛), number of key words (𝑚), rotation constants (𝛼 and 𝛽), 

and total rounds (𝑇). Block sizes between 32 and 128 bits are 

supported by the cipher, and matching key sizes between 64 

and 256 bits are also supported. Rotation constants for 𝑛 =
16 (SPECK-32/64) are 𝛼 = 7 and 𝛽 = 2, while they are 𝛼 =
8 and 𝛽 = 3 for all other configurations. The number of 

rounds ranges from 22 to 34, increasing with block/key size. 

This directly affects pipeline depth in fully unrolled 

implementations and Latency in iterative systems from the 

standpoint of FPGA design.  

Since only ARX primitives are employed, larger word 

sizes increase datapath width, although they fail to appreciably 

increase logic complexity. The SPECK cipher used in this 

work features a 64-bit key and a 32-bit block size, with 

possible block and key size combinations of 64/128, 128/128, 

and 128/256.  

Table 1. SPECK cipher configurations 

Block 

Size 

(2n) 

Key 

Size 

(mn) 

Word 

Size 

(n) 

Key 

Words 

(m) 

Rot 

α 

Rot 

β 

Rounds 

(T) 

32 64 16 4 7 2 22 

48 72 24 3 8 3 22 

48 96 24 4 8 3 23 

64 96 32 3 8 3 26 

64 128 32 4 8 3 27 

96 96 48 2 8 3 28 

96 144 48 3 8 3 29 

128 128 64 2 8 3 32 

128 192 64 3 8 3 33 

128 256 64 4 8 3 34 

 

The SPECK block cipher's top-level hardware 

architecture is shown in Figure 1. The Key Generation Block, 

the Round Block, and the Control Block are the three main 

modules that make up the architecture. The key expansion 

mechanism is used by the Key Generation Block to 

successively calculate round subkeys. After receiving the 

master key, it uses the round counter to create a subkey every 

clock cycle. The Round Block receives the created subkey. 

The Round Block uses the current subkey to carry out the 

encryption round transformation. Up until the final ciphertext 

is generated, it iteratively modifies the internal state for each 

round after accepting plaintext input via a data register.  

The entire operation is coordinated by the Control Block. 

It has control registers, a round counter, and a Finite State 

Machine (FSM). The FSM controls round advancement, 

permits register loading, controls mode selection 

(encryption/decryption), and indicates completion. This 

modular partitioning facilitates scalable FPGA generation and 

enhances timing closure. Because of its predictable datapath 

layout and low control overhead, the architecture is especially 

well-suited for IoT applications. 

The pipelined SPECK-32/64 implementation is shown in 

Figure 2. Multiple plaintext blocks can be processed 

concurrently in this design since each round stage is divided 

by registers. To ensure synchronization, subkey formation and 

round operation are synchronized step-by-step. While the 

right pipeline completes encryption rounds, the left pipeline 

handles subkey generation. Subkey 𝑘𝑖  is created at clock cycle 

𝑖 and is used right away by Round 𝑅𝑖. The architecture 

produces one ciphertext output per clock cycle following 

pipeline filling. Throughput is greatly increased by this 

approach in contrast to the iterative architecture. Logic 

duplication proportionate to the number of rounds 𝑇 and an 

increased register count are the trade-offs. Because of the 

ARX-based lightweight construction, this pipeline solution 

maximizes data rate while keeping modest space for FPGA 

platforms aimed at high-speed IoT gateways. 
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Fig. 1 Hardware architecture of the SPECK block cipher 
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Fig. 2 Pipeline Architecture of SPECK-32/64 Cipher 

 

3.1. Round Function 

The SPECK submodules are shown in Figure 3. The 

internal round function design is shown in Figure 3(a), and its 

breakdown into Feistel-like operations is shown in Figure 

3(b). The two n-bit words 𝑋 and 𝑌 are used by the SPECK 2𝑛 

encryption map. Equation (1) defines the key-dependent 

round function for 𝑘 ∈ 𝐺𝐹(2)𝑛.  

The round function uses the following operations: 

Bitwise XOR (⊕), Addition modulo 2𝑛, Circular right 

rotation 𝑆−𝛼, and Circular left rotation 𝑆𝛽. 𝑋 is first rotated to 

the right by 𝛼, then modularly added with 𝑌, and finally 

XORed with the round key 𝑘. The second output XORs the 

revised first word with 𝑌 after rotating it to the left by 𝛽.  
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Fig. 3 SPECK Sub modules: (a) Round Function, (b) Feistel Steps 

Decomposition in Round Function, (c) Key Expansions 

 

Strong diffusion and confusion are guaranteed within a 

small hardware depth thanks to this dual ARX mixing. The 

inverse round function required for decryption is given in 

Equation (2). In this case, modular subtraction takes the place 

of modular addition, and inverse rotations bring the alignment 

back. Shared rotation and XOR blocks with little extra 

subtraction logic make hardware reuse possible. Equation (3) 

illustrates that the round can be broken down into two Feistel-

like mappings, as seen in Figure 3(b). A representation of this 

breakdown can be found in Figure 3(b). Architectural 

improvements like resource sharing and balanced pipeline 

insertion are made possible by this decomposition, which also 

makes the structural symmetry more understandable. 

𝐹(𝑋, 𝑌, 𝑘) = (( 𝑆−𝛼𝑋 + 𝑌) ⊕ k, 𝑆𝛽𝑌 ⊕ ( 𝑆−𝛼𝑋 + 𝑌) ⊕ k) 

          (1) 

𝐹−1(𝑋, 𝑌, 𝑘) = ( 𝑆𝛼((𝑋 ⊕ 𝑘) − 𝑆−𝛽(X
⊕ Y)), 𝑆−𝛽( 𝑋 ⊕ 𝑌)) 

          (2) 

(𝑥, 𝑦) ↦ (𝑦, (𝑆−𝛼𝑥 + 𝑦) ⊕ 𝑘) and (𝑥, 𝑦) ↦ (𝑦, 𝑆𝛽𝑥 ⊕ 𝑦) 

    (3)  

 

3.2. Key Expansion 

The SPECK key schedule generates T  round keys 

𝑘0, 𝑘1, … , 𝑘𝑇−1. The master key is represented as 𝐾 =
(𝑙𝑚−2, … , 𝑙0, 𝑘0). where 𝑙𝑖 , 𝑘0 ∈ 𝐺𝐹(2)𝑛 and 𝑚 ∈ {2,3,4}. 

The recursive key generation is defined in Equation (4). Key 

schedule nonlinearity and round individuality are guaranteed 

by injecting the round index via XOR. This growth process is 

depicted in Figure 3(c). As the round function logic creates 

new keywords, the 𝑙𝑖  registers move progressively. The key 

schedule for FPGA implementation can be either precomputed 

and stored (pipeline design) or on-the-fly (iterative 

architecture). Hardware reuse is extremely effective since the 

key schedule makes use of the same ARX primitives as the 

encryption round, which lowers additional area overhead. 

 ℓ𝑖+𝑚−1 = (𝑘𝑖 + 𝑆−𝛼ℓ𝑖) ⊕ 𝑖 and  

  𝑘𝑖+1 = 𝑆𝛽𝑘𝑖 ⊕ ℓ𝑖+𝑚−1       (4) 
 

4. Results and Discussion 
Xilinx ISE Design Suite 14.7 was used to synthesize the 

suggested high-throughput SPECK lightweight block cipher 

architecture, which was designed in Verilog-HDL. In order to 

assess realistic hardware performance under IoT usage 

constraints, implementation was done on an Xilinx Artix-7 

FPGA. To explore scalability over different block and key 

sizes, many configurations were put into practice: SPECK-

32/64, SPECK-64/128, SPECK-128/128, and SPECK-

128/256. Hardware resource usage (slices, LUTs, flip-flops), 

maximum operating frequency (Fmax), power usage, latency 

(clock cycles), throughput (Mbps), and hardware efficiency 

(Mbps/Slice) are among the evaluation criteria. This analysis's 

goal is to measure the trade-off between hardware overhead, 

operational throughput, and security strength in FPGA-based 

IoT cryptographic accelerators. 

 

4.1. Synthesis and Performance Results 

The suggested SPECK designs' hardware resource 

consumption on the Artix-7 FPGA is shown in Table 2. 

Resource usage increases proportionately with block size and 

number of rounds, as anticipated. With 165 slices, 241 LUTs, 

and 123 flip-flops, the SPECK-32/64 configuration shows a 

very compact implementation appropriate for IoT nodes with 

limited resources. Because of the ARX-based architecture, the 

maximum operational frequency can reach 404.269 MHz, 

showing a short combinational critical path.  

 

For SPECK-64/128, the higher round count (27 rounds) 

and datapath width (32-bit words) result in a slight increase in 

resource utilization to 276 slices and 383 LUTs. Despite 

decreasing to 245.966 MHz, Fmax is still high enough for 

high-speed embedded communication applications.  The 

representation of the Resource Usage of the Proposed SPECK 

cipher on the Artix-7 FPGA is illustrated in Figure 4. 

 

The hardware cost of the SPECK-128 variations 

continues to scale. 535 slices and 792 LUTs are consumed by 

SPECK-128/256 compared to 405 slices and 660 LUTs by 

SPECK-128/128. The increase is mostly ascribed to longer 

round counts (up to 34 rounds) and larger word sizes (64-bit 

datapath). Effective timing closure is confirmed even for large 

data paths, as the operational frequency stays constant at 

282.686 MHz despite the additional complexity.
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Table 2. Resource Usage of Proposed SPECK cipher on Artix-7 FPGA 

Parameters SPECK- 32/64 SPECK-64/128 SPECK-128/128 SPECK-128/256 

Block size 32 64 128 128 

Key size 64 128 128 256 

Rounds 22 27 32 34 

Slices 165 276 405 535 

LUTs 241 383 660 792 

FFs 123 211 277 407 

Fmax (MHz) 404.269 245.966 282.686 282.686 

Dynamic Power (mW) 9 15 22 25 

Total Power (mW) 91 97 104 107 

 

 
Fig. 4 Representation of Resource Usage of Proposed SPECK cipher on Artix-7 FPGA 

 

Table 3. Performance analysis of the Proposed SPECK cipher on Artix-7 FPGA 

Parameters SPECK-32/64 SPECK-64/128 SPECK-128/128 SPECK-128/256 

Latency (CC) 22 27 32 34 

Throughput (Mbps) 588.027 583.03 1,130.75 1,064.23 

Efficiency (Mbps/Slice) 3.563 2.112 2.791 1.989 

 

The progressive increase in dynamic power usage from 9 

mW (32/64) to 25 mW (128/256) is anticipated as a result of 

increased logic utilization and switching activity. All 

configurations maintain a total power below 110 mW, 

confirming their appropriateness for low-power IoT 

applications. Overall, Table 2 shows that the suggested 

architecture maintains high clock frequencies because of its 

ARX-centric layout while exhibiting linear scalability with 

anticipated hardware increase. 

The hardware efficiency, throughput, and latency for the 

realized configurations are summarized in Table 3. Because 

the architecture has a round-based pipelined structure, latency 

is directly correlated with the number of rounds. SPECK-

128/256 requires 34 clock cycles, but SPECK-32/64 needs 22. 

Throughput is still high even when larger variations have 

higher Latency. SPECK-32/64's extremely high operating 

frequency allows it to reach 588.027 Mbps. By delivering 

583.03 Mbps, SPECK-64/128 shows that a wider datapath 

makes up for a lower frequency. Most notably, SPECK-

128/128 surpasses 1 Gbps speed with 1,130.75 Mbps and 

SPECK-128/256 with 1,064.23 Mbps. Processing 128-bit 

blocks in each encryption cycle results in this notable gain.  

Area-throughput optimization is highlighted by hardware 

efficiency, which is expressed in Mbps/Slice. With the 

greatest efficiency of 3.563 Mbps/Slice, SPECK-32/64 

demonstrates exceptional compactness. With a balanced 

trade-off between throughput and resource usage, SPECK-

128/128 achieves 2.791 Mbps/Slice. SPECK-128/256 has 
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somewhat worse efficiency (1.989 Mbps/Slice) as a result of 

higher round count and key schedule difficulty. These findings 

validate that while bigger block sizes enhance absolute 

throughput, smaller combinations maximize area efficiency, 

making them appropriate for gateway-level IoT applications. 

The performance metrics representation of the SPECK Cipher 

is illustrated in Figure 5. The Latency (CCs) and Throughput 

(Mbps) analysis over various SPECK configurations are 

shown in Figures 5(a) and (b), respectively.  

 

4.2. Performance Comparison 

The suggested design is compared with previous SPECK 

implementations described in [20-22] in Table 4. The 

suggested design shows notable gains in throughput and area 

efficiency across all configurations. The suggested work 

produces 548.08 Mbps using just 277 slices, increasing 

efficiency to 1.978 Mbps/Slice, while [21] needs 2014 slices 

with 266.66 Mbps throughput (0.132 Mbps/Slice) for the 

64/128 setup. Similarly, for 128/128, throughput rises from 

444.33 Mbps to 810.88 Mbps while slice utilization decreases 

from 3290 in [21] to 405 in the suggested design. Efficiency 

increases dramatically from 0.135 to 2.002 Mbps/Slice. The 

suggested version utilizes only 535 slices and achieves 763.19 

Mbps, while [21] uses 5159 slices with 401.777 Mbps 

throughput in the 128/256 instance. The suggested Artix-7 

design outperforms [20, 22] in terms of frequency and 

efficiency, reaching 588.027 Mbps with 165 slices for 32/64. 

Overall, the suggested architecture confirms better FPGA 

mapping and architectural optimization by achieving faster 

throughput with significantly lower slice use.  

 

The suggested SPECK implementation is compared with 

LED [23, 25], PRESENT [24, 28], and XTEA [26] in Table 5. 

The suggested SPECK-64/128 outperforms PRESENT [24] 

(99.13 Mbps, 0.493 Mbps/Slice) and LED [23] (83.76 Mbps, 

0.54 Mbps/Slice) with an efficiency of 2.112 Mbps/Slice and 

583.03 Mbps.  

 

  
(a) (b) 

Fig. 5 Performance metrics representation of SPECK Cipher, including (a) Latency (CCs) and (b) Throughput (Mbps)

  
Table 4. Performance comparison of the Proposed SPECK cipher with existing SPECK ciphers 

Block Ciphers 
Data 

size 
Slices LUTs 

Frequency 

(MHz) 

Power 

(mW) 

Latency 

(CC) 

Throughput 

(Mbps) 

Efficiency 

(Mbps/ 

Slice) 

FPGAs 

SPECK [21] 64/128 2014 NA 125 142 30 266.66 0.132 Spartan-6 

This work 64/128 277 383 231.224 60 27 548.08 1.978 Spartan-6 

SPECK [21] 128/128 3290 NA 118 162 34 444.23 0.135 Spartan-6 

This work 128/128 405 608 202.72 72 32 810.88 2.002 Spartan-6 

SPECK [21] 128/256 5159 NA 113 171 36 401.777 0.077 Spartan-6 

This work 128/256 535 740 202.724 80 34 763.19 1.426 Spartan-6 

SPECK [22] 32/64 427 476 142 121 24 189.33 0.443 Spartan-3 

This work 32/64 236 445 143 100 22 208 0.881 Spartan-3 

M-SPECK 

[20] 
32/64 NA 240 154 175 32 154 0.64 Artix-7 

This work 32/64 165 241 404.269 91 22 588.027 3.563 Artix-7 
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The suggested architecture maintains improved hardware 

efficiency when compared to LED [25] and PRESENT [28], 

which offer higher raw throughput but at much higher slice 

cost. For instance, the suggested design produces 583.03 

Mbps with just 276 slices (2.112 Mbps/Slice), whereas 

PRESENT [28] obtains 822 Mbps with 711 slices (1.15 

Mbps/Slice). The suggested SPECK exhibits significantly 

higher efficiency when compared to XTEA [26], which 

reaches 0.34 Mbps/Slice. The suggested design maintains 

balanced area utilization while surpassing 1 Gbps throughput 

for the 128/256 configuration. In summary, the suggested 

SPECK architecture is well-suited for high-performance IoT 

FPGA scenarios because it provides a better area–throughput 

trade-off when compared to other lightweight block ciphers 

and current SPECK implementations. 

 

Table 5. Performance comparison of the Proposed SPECK cipher with existing block ciphers 

Block size 
Data/key 

size 
Slices 

Frequency 

(MHz) 

Latency 

(CC) 

Throughput 

(Mbps) 

Efficiency 

(Mbps/Slice) 
FPGA s 

LED [23] 64/128 154 251.28 192 83.76 0.54 Spartan-6 

This work  64/128 277 231.224 27 548.08 1.978 Spartan-6 

PRESENT [24] 64/128 201 211 136 99.13 0.493 Virtex-6 

This work  64/128 535 275.284 27 652.52 1.219 Virtex-6 

LED [25] 64/128 404 357.974 27 848.53 2.11 Artix-7 

XTEA [26] 64/128 316 264 128 80.43 0.34 Artix-7 

LED [27] 64/128 168 333.73 48 444.97 2.65 Artix-7 

PRESENT [28] 64/128 455 410 32 822 1.8 Artix-7 

This work  64/128 276 245.966 27 583.03 2.112 Artix-7 

PRESENT [28] 64/256 711 410 32 822 1.15 Artix-7 

This work 128/256 535 282.686 34 1,064.23 1.989 Artix-7 

 

5. Conclusion 
A lightweight and high-performance FPGA design of the 

SPECK block cipher for IoT security applications is featured 

in the present paper. The suggested architecture provides high 

operating frequency and effective resource usage on an Artix-

7 FPGA by making use of the ARX structure of SPECK and 

optimizing both the round function and key expansion 

modules. For 128-bit setups, experimental results show 

throughput surpassing 1 Gbps while preserving low slice 

utilization and power usage. Significant gains in hardware 

efficiency and area–throughput balance are confirmed by 

comparison with other lightweight block ciphers like LED and 

PRESENT, as well as with current SPECK implementations. 

Flexible deployment according to security and performance 

needs is made possible by the scalability across various block 

and key sizes. Overall, the suggested design effectively 

balances hardware overhead, operational performance, and 

security strength, making it a solid contender for secure 

FPGA-based edge gateways and IoT nodes. 
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