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Abstract - Phishing websites remain a significant threat to online users by exploiting deceptive visual layouts, manipulated
HTML content, and misleading structural designs to obtain sensitive information. Existing detection approaches mainly rely
on single-modal features and often function as black-box systems, which limits their effectiveness against advanced phishing
strategies and reduces user trust. This paper proposes an optimized and explainable multimodal deep learning framework for
accurate phishing website detection. The proposed model integrates Bidirectional Long Short-Term Memory (BiLSTM)
networks for sequential HTML analysis, Graph Convolutional Networks (GCN) for capturing DOM structural dependencies,
and Convolutional Neural Networks (CNN) for extracting visual features from webpage screenshots. To enhance training
stability and overall performance, Ant Colony Optimization (ACO) is employed to automatically tune critical hyperparameters.
In addition, Shapley Additive exPlanations (SHAP) are incorporated to interpret model decisions by quantifying the
contribution of each feature modality. Extensive experiments conducted on a large-scale phishing dataset demonstrate that
the proposed framework outperforms conventional single-modal and hybrid models, achieving improved accuracy and F1-
score. The results confirm that the integration of multimodal learning, metaheuristic optimization, and explainable Al provides
a reliable and transparent solution for phishing website detection.

Keywords - Explainable Artificial Intelligence, Multimodal Learning, Phishing Detection, Deep Learning, Hyperparameter
Optimization.

to capture the complexity of modern phishing websites that
intentionally evade lexical and syntactic detection patterns

1. Introduction
Phishing websites have become one of the most severe

and persistent cyber threats, exploiting visual imitation,
deceptive content, and social engineering techniques to
mislead users into disclosing sensitive information such as
login credentials and financial details [1-3]. The continuous
advancement of phishing techniques, including web page
cloning, dynamic HTML generation, and complex user
interface manipulation, has significantly degraded the
performance of traditional blacklist-based and rule-based
detection approaches [4]. Recent cybersecurity reports
indicate that phishing attacks remain among the most
prevalent entry points for cybercriminals, causing substantial
financial losses and undermining user trust in online services
[5, 6].

To address these threats, a wide range of Machine
Learning (ML) and Deep Learning (DL) approaches have
been proposed for phishing detection by analyzing URLS,
HTML content, and webpage structures [7, 8]. Although
these methods demonstrate promising detection capabilities,
most existing approaches rely on single-modal features (e.g.,
URL-based or content-based features), which are insufficient

OSOE)

[9]. In addition, many DL-based frameworks operate as
black-box systems, providing only binary outputs without
explaining the reasoning behind their predictions. This lack
of transparency limits their adoption in real-world security
environments, where interpretable and trustworthy decisions
are essential for analysts [10, 11]. Another important
limitation of current phishing detection systems is the
absence of effective hyperparameter optimization strategies.
Model performance is highly influenced by parameters such
as learning rate, network depth, and regularization factors,
which are often selected manually or empirically. This may
result in unstable training, non-convergence, or poor
generalization across diverse and evolving datasets.
Furthermore, existing approaches provide limited
explainability, making it difficult to identify which webpage
attributes contribute most to phishing detection, thereby
reducing user trust and situational awareness.

Nonetheless, there is still a strong research gap when it
comes to a holistic design that combines multimodal feature
learning, automated optimization, and interpretable decision
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making all under the same roof. Many aspects of the problem
(for example, feature extraction vs classification) are
addressed separately without providing a unified and
interpretable solution. Heterogeneity is a significant concern,
which exposes the limitation of phishing detection in this
way, as future work needs to further develop a more robust
detection framework with emphasis on how transparency can
play an important role.

To fill the gaps of these works, this research proposes a
new optimized multimodal phishing detection framework for
phishing detection with explainability. We propose a new
model consisting of three components: Bidirectional Long
Short Term Memory (BIiLSTM) networks to sequentially
represent HTML contents, Graph Convolutional Networks
(GCN) to show structural dependencies of DOM graphs, and
Convolutional Neural Network (CNN) for visual feature
extraction from web page screenshots. To achieve that, Ant
Colony Optimization (ACO) is employed to perform an
automatic search for hyperparameters, which are important
aspects for stable training and improved detection
performance. SHapley Additive exPlanations (SHAP), which
provides visibility into how much each feature modality
contributes to the decisions of a model, is yet another layer to
enhance interpretability/trust for users.

Figure 1 illustrates the complete research processes of
the proposed framework with various stages, including
multimodal data acquisition, feature extraction modules,
ACO-based optimization mechanism, feature fusion
mechanism, as well as classification and explainable
components.
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Fig. 1 Overall research workflow

The main contributions of this study could be
summarized by the following points:

e The first multimodal phishing detection framework,
which jointly considered textual, structural, and visual
webpage features using BiLSTM, GCN, and CNN
architectures to create a more holistic representation
compared to existing single-modal solutions.

e ACO-based hyper-parameter optimization for detection

98

that automates the tuning process, while ensuring
resilience and generalization of the proposed solution.

e SHAP-based explainable decision module to get
interpretability from the phishing detection process and
extra transparency at an add-on system level.

The rest of the paper is organized as follows. Section 2
reviews related work on phishing detection. In Section 3, we
present the proposed methodology and methodological
background. In Section 4, we present the experimental setup,
datasets used, as well as evaluation metrics and comparative
results. Lastly, Section 5 concludes the paper and proposes
paths for future work.

2. Related Work
2.1. Traditional Phishing Detection

The earliest phishing detection mechanisms had
extensively depended on handcrafted rules and traditional
classifiers based on lexical and syntactic features from URLSs
and HTML source code. Malicious webpages were detected
using techniques such as blacklist matching, pattern-based
heuristics, and domain reputation scoring [12, 13]. While
these approaches were reported to work well in detecting
known phishing templates, they remain intolerably
vulnerable to zero-day attacks and adaptive polymorphic
phishing techniques that intentionally alter the lexical tokens
of a message to evade detection [14]. Additionally, outlined
methods are not scalable and cannot adapt to changing
environments since they rely on using handcrafted features.

2.2. Deep Learning—Based Detection

Deep learning techniques have gained considerable
attention in recent studies because they learn the
representative features from raw data automatically, which
avoids the drawbacks of traditional methods. As an example,
CNNs have been used to extract the visual similarity between
legitimate and phishing pages using screenshots of web pages
[15], while RNN-based models (including LSTM networks)
have shown good performance in modeling sequential
dependencies in URLs and HTML content [16, 17].

Phishing detection has been further enhanced using
transformer-based architectures and attention mechanisms
that capture contextual semantics in textual data and long-
range dependencies [18]. Although these advancements are
crucial, most deep learning approaches still focus on a single
modality, which is not robust to more sophisticated phishing
attacks that can simultaneously exploit textual, structural, and
visual features.

2.3. Hybrid DL-Graph Models

We propose a new hybrid framework that makes use of
structurally complicated interdependencies between elements
on web pages, inspired by recent breakthroughs in deep
learning and graph-based learning. Graph Convolutional
Networks (GCN) have been adopted to represent both the
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DOM trees and hyperlink topologies [13, 19] as a novel
approach to detect phishing behaviors that are missed by
isolated text features. These hybrid methods achieved better
mining of the phishing features by combining CNN-based
visual feature extraction and GCN-based structural learning
[20, 21]. However, most DL-Graph models are
computationally  expensive  without any systematic
optimization methods, which restricts their applications to
real-time conditions. More importantly, those models are
often not interpretable, making them unsuitable for
production cybersecurity environments.

2.4. Metaheuristic Optimization in Security

Various metaheuristic optimization methods, such as
Genetic Algorithm (GA), Particle Swarm Optimization
(PSO), Grey Wolf Optimizer (GWO), and Ant Colony
Optimization (ACO), have gained significant interest in the
systematization of cyber defense frameworks via
hyperparameter autotuning/feature selection [22-24]. Results
in [25] show that these techniques can, to a large extent,
improve the identification accuracy and convergence stability
of phishing attacks compared with traditional hand-crafted
deep neural networks. However, the current studies use only
uni-modal architectures with metaheuristic optimization and
do not investigate their potential for optimizing multimodal

models in phishing detection. This implies that optimization
methods rarely apply to complex, multi-source data
representations.

2.5. Explainable Al in Phishing Detection

This, combined with the black-box nature of deep
learning models, has spurred a vast amount of research into
Explainable Artificial Intelligence (XAIl). Domain of
malware detection and classification tasks, intrusion
detection, etc. For such reasons, the approaches enable
explanations by quantifying the contribution of individual
components to model decisions, and enhance transparency
and user trust while providing for decision support across a
variety of Cyber Security use cases. Nonetheless, the
explainability in phishing detection is still limited, especially
for multimodal settings. This demonstrates a clear gap in the
research, as most current works focus solely on single-modal
explanations and do not provide for unified interpretability
across textual, structural, and visual features.

Table 1 provides a summary of the main characteristics,
datasets, and methodological limitations of evaluated
phishing detection studies, while identifying the research
gaps that are filled by this work.

Table 1. Summary of reviewed phishing detection studies

Approach Data . Optimizatio | Explainabilit Main
Ref. Year Type Modalities Core Technique n y Limitation
[12] 2024 DL (URL- URL CNN-b_a_sed _URL None No L_|m|ted to
based) classification lexical features
No
Multimodal URL + GNN + Transformer explainability,
[18] | 2025 DL HTML (D-PhishNet) None No limited
optimization
No
[14] | 2021 | DL (visual) | SCreenshot | CNN-based logo None No structural/textu
images matching X
al modeling
. Screenshot Visual phishing Weak feature
[15] 2022 | DL (Visual) + behavior detection None No fusion
DOM .
[16] 2022 | DL-Graph graph, GCN-based None No No visual
. detection modality
hyperlinks
Tabular I': grgﬁ?p
[17] | 2025 | ML+XAIl | phishing | XGBoost+SHAP None Yes il
features o
modalities
DL . .
[18] 2023 | (Transforme Textual Attention/Transform None No Slr)gl_e—modal
" content er models limitation
[19] 2025 XAl-based Tabular SHAP—base_d feature None Yes No multlmodal
ML features selection integration
. Not specific to
[20] 2025 XAl Model XAl evaluation None Yes phishing DL
Framework outputs framework models

99




Alaa Kamel Ali & Mohsen Rezvani / 1JECE, 13(5), 97-108, 2026

Not applied to
DL + Network LSTM/GRU + O
[21] 2024 Optimization traffic GWO GWO No ph'S?('R?' no
. No visual
[22] 2025 HybsldLDL' I-L|JTRI\hI’_ CNN + SVM GWO No modality, no
explainability
General
L ABC + Deep
[23] 2024 MegT%u[lstl Generic Learning ABC No framﬁi\{svr%:]k,_not
optimization Phishing
specific
. Screenshot Visual similarity Single-modal
[24] 2024 Visual DL s analysis None No approach
. 0gos + -based logo imited feature
[25] | 2022 | ViswalDL | & CNN-based | None No Limited fe
images detection diversity
i . No graph
[26] 2020 DL Hybrid URL + CNN based_phlshmg None No modeling, no
Screenshot detection o
explainability
Addresses
. multimodal
Multimodal HTML + . T
gﬁ%ﬁ 2026 | DL+Graph | DOM + BILC?LII\\I/I . SG;N * ACO SHAP optimization.
+ XAl Screenshot ust . -
interpretability
gaps

3. Proposed Methodology
3.1. Framework Overview

The proposed architecture is described below in this
section. We develop three complementary deep learning
modules to extract different features of phishing websites: (i)
sequential patterns in HTML contents using a BIiLSTM
network, (ii) structural dependencies captured from the
Document Object Model (DOM) tree utilizing Graph
Convolutional Network (GCN), and (iii) discriminative
visual content features derived from website screenshots
using Convolutional Neural Network. The extracted features
from these heterogeneous modalities are then fused together
and input into a classification layer, thus enabling efficient
learning and achieving high robustness for deployment in
different environments to predict webpage legitimacy.

Figure 2 illustrates the overall architecture of the
proposed multimodal framework, including data acquisition,
feature extraction modules, ACO-based hyperparameter
optimization, multimodal features fusion, and SHAP-based
explainability. contributing to strong performance as well as
interpretability, in addition to scalability and reliability,
enabling it to be ready for real-time deployment. In this
paper, we propose an efficient framework that captures
complementary information from multiple feature spaces to
boost detection capability against both traditional and
advanced phishing attacks. Moreover, Stable convergence of
the model is achieved by ACO optimization along with
parameter tuning. It gives more transparency while
performing the predictions and helps to make decisions in
context with real-world cyber-impact.
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Fig. 2 Architecture of the proposed multimodal framework
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3.2. Data Collection and Preprocessing

The experimental dataset is developed in this study,
which combines multiple phishing as well as legitimate web
repositories. More concretely, the phishing samples are
retrieved from PhishTank and OpenPhish, whereas benign
URLs are acquired from the Tranco Top-1M list. In
particular, different types of data modalities are collected for
each webpage instance, including the URL, the raw HTML
page's text content (text within all tags), the DOM structure,
and a screenshot image from the loaded web page to better
capture accompanying characteristics about pages. In the
preprocessing step, multiple operations are conducted to
transform the data into a structure amenable to optimal model
training. Initially, it processes and tokenizes the HTML
content, taking special care to examine script-based elements
and embedded patterns before integrating them into a linear
sequential representation. This enables the BiLSTM model to
learn contextual dependencies in HTML structure. Second,
the DOM tree is converted into a graph-based representation
in which nodes represent HTML tags and edges store parent—
child relationships, so that structural learning can be
performed through the GCN model. Third, we resize and
normalize the webpage screenshots, which gives a fixed size
for matched dimensions to input for the CNN component,
ensuring stable training. This removes duplicates and
corrupted HTML files to improve the quality of data before
training. Moreover, to ensure the coherence of contributions

Input Data

HTML Code

DOM Structure

A4

A4

Webpage Screenshot

Preprocessing

Tokenization

DOM Graph Conversion

A4

Normalization

among different modalities in the fusion stage and avoid one
specific modality prevailing over others, feature
normalization is also exercised on all modalities. Lastly, the
dataset is divided into training, validation, and testing
(70:15:15) subsets, maintaining class distribution across the
data splits to improve proper evaluation. This preprocessing
strategy helps to strengthen the robustness and generalization
of the proposed multimodal framework. In Table 2, we
summarize the data sources and the distribution of phishing
samples vs. legitimate ones throughout the dataset. Figure 3
shows the multilayer data preprocessing pipeline, which
transforms raw webpage data into a structured, as well as a
graph and visual representation.

Table 2. Data sources and sample distribution

Source Tvpe Modality No. of
yp Collected Samples

PhishTank | Phishing | _S8- ML 1 g 200

OpenPhish Phishing Dgl\F;IL:S?erIs_Hot 7,500
. . URL, HTML,

PhishStats Phishing DOM, Screenshot 5,300
Tranco Top- - URL, HTML,

1M Legitimate DOM, Screenshot 22,000

Total — Multimodal 44,000

Feature Representation

BILSTM
(HTML
Feature

Extraction)

GCN
(DOM
Structure
Modeling)

CNN
(Visual
Feature

Extraction)

Input Data

Preprocessing

Feature Representation

Fig. 3 Multilayer data preprocessing pipeline

3.3. Feature Extraction Modules
3.3.1. HTML Feature Learning Using BiLSTM

The dependencies of HTML token streams are modeled
by a Bidirectional Long Short-Term Memory (BiLSTM)
network.

BiLSTM passes through the input sequence in two ways
(forward and backward); it helps models to explore the
contextual relationship of words processed before a particular
position or after. The hidden representation at each time step
is defined as:

101
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Where h_[and Edenote the forward and backward hidden
states, respectively.
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3.3.2. DOM Structural Features using GCN

A Graph Convolutional Network models the structural
relationships between HTML elements. Each web page's
DOM tree is expressed as a graph, and the GCN propagates
information between neighboring nodes through an iterative
process to identify structural anomalies that are highly
indicative of phishing behavior. The propagation rule for the
I-th layer is given as follows:

HUD) = 6 (024D 2HOW®) )

Where A is the adjacency matrix with self-loops, D is the

degree matrix, W' is the learnable weight matrix, and a(-)
denotes the activation function.

3.3.3. Visual Feature Extraction using CNN
A CNN is used to examine the visual similarity of a

given link with known phishing pages by extracting spatial
contents from webpage screenshots. This module captures
visual similarity, cues of brand imitation, and layout
inconsistencies commonly employed by phishing attackers.

3.4. Multimodal Feature Fusion

A single multimodal feature wvector encapsulating
sequential, structural, and visual properties of the webpage
under analysis is built by concatenating the feature
representations obtained by the BiLSTM, GCN, and CNN.
Finally, this fused representation is passed through a fully
connected classification layer that predicts whether the
webpage is genuine or phishing.

Figure 4 provides an overview of the fusion and
classification process. 4, meaning the heterogeneous feature
streams are merged into one decision stream.

(a) BiLSTM Architecture

}—» Embedding \’\

-

Embedding

. \

(b) GCN Architecture

(c) CNN Architecture '

Graph
Convolution
Layer

Conv = Pool —» Flatten

Forward LSTM |
\
f t f | Graph Convolution Layer ‘
Backward LSTM ‘

. v

| |
<html>, <head>, <script>, ‘ 7 M’B—E ‘

v

Output Feature Vector

, N — s

Fig. 4 Feature fusion and classification layer

3.5. Model Optimization using Ant Colony Optimization
(ACO)

Hyperparametric  optimization of the proposed
multimodal framework using Ant Colony Optimization
(ACO). In this case, we take each ant to be a hyperparameter
setting (e.g., learning rate, number of hidden units, batch size;
dropout ratio, etc.). We evaluate the performance of each
configuration based on the validation accuracy achieved by
training the BILSTM-GCN-CNN model with respective
parameters. The full optimization process is shown in
Algorithm 1, while the iterative pheromone updating and
solution construction flow is demonstrated in Figure 5,
illustrating the execution of the ACO optimization procedure.

Algorithm 1. ACO-Based Hyperparameter Optimization

Input:
- Training set Dtrain, validation set Dval
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- Search space Q for hyperparameters (e.g., learning rate,
batch size, dropout, hidden units)

- Number of ants m, maximum iterations T

- Evaporation rate p € (0,1), pheromone influence a,
heuristic influence

- Pheromone bounds [tmin, tmax]
Output:

- Best hyperparameter configuration 6*

- Best validation score Acc*
1: Initialize pheromone trails t for each hyperparameter
choice in Q (set T = 10 within [tmin, Tmax])
2: Set Acc* « 0, 0% < null
3: foriter=1to T do
4:  fork=1tomdo
5: /I Construct a candidate solution (hyperparameter
set) using probabilistic selection
6: Initialize 0k as empty
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7: for each hyperparameter hp in Q do

8: Compute selection probabilities for each option v
€ hp:

9: P(v) = (t(v)*a - n(v)"B) / Zu€hp (t(u)"a -
n(u)p)

10: Sample one option v according to P(v) and add it
to 0k

11: end for

12:

13: /[ Train and evaluate candidate configuration

14: Train the multimodal model (BiLSTM-GCN-CNN

+ fusion) on Dtrain using 6k

15: Compute validation accuracy Ack on Dval

16:

17: if Ack > Acc* then

18: Acc* «— Ack

19: 0* «— 0k

20: end if

21:  end for

22:

23: /[ Evaporate pheromone

24:  for each pheromone entry 1(v) do

25: (V) — (1 —p) (V)

26:  end for

27:

28:  // Reinforce pheromone based on the best solutions
(elitist update)

29:  Select Obest_iter with the highest validation accuracy

in the current iteration

30:  for each selected option v in Obest _iter do
31: (V) «— 1(v) + At(v)
32: where At(v) = Acc(Bbest_iter) // reward

proportional to performance

36: end for
37: Return 0*, Acc*

Initialize Pheromone Trails

|

Generate Ants (Hyperparameter Sets)

!
s

Train & Evaluate Model
(Validation Accuracy)

BILSTM GCN

o0

= s - > =
E Pl °°° Hee = q Update Pheromones
GCN =3
. Phishing / Com—
CNN Legitimate e I o
<
Check Convergence ~———» %
- - ‘k
' = Best Configuration |

Fig. 5 ACO optimization process

3.6. Explainability using SHAP

In order to explain the predictions made by the
BiLSTM-GCN-CNN model, Gradient SHAP is utilized to
interpret the proposed multimodal phishing detection
framework. This approach predicts the importance of each
feature by calculating the average gradients between baseline
samples and the input. Algorithm 2 summarizes the
explainability process. HAP values reveal which HTML
tokens, DOM structural elements, and visual cues are more
relevant to identify if a given page is legitimate or phishing.
Overall explanation process and a sample feature attribution

33: Clamp t(v) to [tmin, Tmax] heatmap are illustrated in Figure 6, showing the contribution
34:  end for of each modality to the final prediction.
35:
Input Data Trained Multimodal Gradient SHAP ) Feature Contributions ( SHAP Visualization
Model Scores
<html>...</html> | BILSTM  GCN « HTML Tokens 1 Phish Score  wetpus e som
‘i o ——— + DOM Elements T
- T _’A;‘\z) gl = == ; (T + Visual Features Tl — —
\ T LEl = \
= — Wil CNN ‘ T O — —
« HTML Code A T <a> | - i SR
+ DOM Structure Zri gg{t( = . [ = ]
« Web Screenshot - Less Important  More Important Phishing / Legitimate

Fig. 6 SHAP-Based Explainability Framework for Multimodal Phishing Detection

Algorithm 2. Gradient SHAP Explanation

Input:
- Trained multimodal model f(-) with BiLSTM-GCN-
CNN + fusion classifier
- Target sample x = {x_html, x_dom, x_img}
- Baseline set B = {b1, b2, ..., bM} (reference samples)
- Number of interpolation steps S
- Target output class ¢ (e.g., phishing)
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Output:
- SHAP attribution vector ¢ for features in {HTML,
DOM, Image}
1: Initialize attribution vector ¢ «— 0
2: for each baseline sample b in B do
fors=1to Sdo
/I Interpolate between baseline and input
a—s/S
X(8)«—b+a-(x—b)

SN hw
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7:

8: // Forward pass and compute gradient w.r.t. input
features

9: ye — f ¢(X(s)) // model score for class ¢
10: g(s) « Oyc / 0x(s) /I gradient of score w.r.t.
inputs

11:

12: /I Accumulate attributions along the interpolation
path

13: d—d+g(s) O (x—b) /I © is element-wise
multiplication

14:  end for

15: end for

16: // Average across steps and baselines (expected
gradients approximation)

17:d«— o/ (M- S)

18: // Split attributions by modality (optional reporting)

19: ¢_html « attributions corresponding to x_html features
20: ¢_dom <« attributions corresponding to x_dom (graph)
features

21: ¢ _img « attributions corresponding to x_img (visual)
features

22: Return ¢ = {¢_html, ¢ dom, ¢_img}

4. Experimental Evaluation
4.1. Experimental Setup

All experiments were conducted on a workstation with an
Intel Corei7 CPU, 32GB RAM, and an NVIDIA RTX-3080
GPU. We implemented the model in Python with
TensorFlow and PyTorch. HTML parsing and construction
of the DOM graph were performed by BeautifulSoup and
NetworkX libraries, respectively.

The visual snapshots of webpages were resized to
224%224 prior to inputting them into the CNN module. The
ACO algorithm was utilized for optimization to adjust the
learning rate, batch size, number of hidden units, and
dropout ratio, as shown in Figure 5. The dataset was split
randomly into 70% training,15% for validation, and 15% for
testing.

4.2. Baseline Models

To evaluate the effectiveness of the proposed multimodal
phishing detection framework, several baseline models were
implemented for comparative analysis, representing common
single- and bimodal strategies in phishing detection.
Specifically, URL-CNN utilizes lexical URL features,
HTML-BILSTM processes sequential HTML tokens,
Screenshot-CNN captures visual patterns from webpage
screenshots, and DOM-GCN maodels structural relationships
within DOM trees. In addition, two bimodal models,
BIiLSTM-GCN and CNN-GCN, combine sequential—
structural and visual—structural features, respectively.
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Table 3. Architecture comparison of baseline models and the proposed

framework

Model URL |HTML | DOM | IMG | Fusion
URL-CNN N X X X X
HTML-

BILSTM X v X | X X
Screenshot-

CNN X X X | v | x
DOM-GCN X X N X X
BiLSTM-
CNN-GCN X X N v X
Proposed X v v N v

The architectural differences between these baseline
models and the proposed BiLSTM-GCN-CNN framework
are summarized in Table 3.

4.3. Evaluation Metrics

The classification performance of the proposed
framework and all baseline models was evaluated using four
standard metrics, namely Accuracy, Precision, Recall, and
F1-score. These metrics are defined as follows:

c
1 TP,
Accuracy = CZC# ®)
2 e=q(TPc+FP+FNC)
.. TP,
Precision, = < (6)
TPc+FP,
TP,
Recall, = < )
TPc+FN¢
F1. = 2xPrecision;xRecall.
¢ =

Precision.+Recall,

Where TP, TN, FP, and FN denote true positives, true
negatives, false positives, and false negatives, respectively
[27].

4.4. Comparative Performance Analysis

The detection results for the proposed multimodal
framework and baseline methods are presented in Table 4.
As seen from the table, single-modal methods such as URL-
CNN, HTML-BILSTM, and Screenshot-CNN obtain less
classification accuracy because they cannot fully utilize the
complicated features in the modern phishing webpages.
Hybrid models exploiting the joint use of two modalities
achieve low, yet acceptable performance, but still miss the
presentation of phishing multi-modal anomalies.

It can be observed that compared to other approaches,
the proposed BiLSTM-GCN-CNN multimodal model has
superior classification performance in terms of accuracy and
F1-score, which verifies that integrating text information,
network structural information, and visual perception
messages into a single detection model is effective.
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Table 4. Performance comparison of baseline models and the proposed

framework
Accuracy | Precision | Recall |F1-score
Model Name (%) (%) (%) (%)
URL-CNN 93.12 92.48 92.65 | 92.56
HTML-
BILSTM 94.36 93.89 94.02 | 93.95
Screenshot-
CNN 95.02 94.61 94.88 | 94.74
DOM-GCN 94.21 93.74 93.91 | 93.82
BiLSTM-
GCN 96.14 95.87 96.03 | 95.95
CNN-GCN 96.47 96.02 96.29 | 96.15
Proposed 98.93 9871 | 98.85 | 98.78
Model

The ROC curves for all the tested models are shown in
Figure 7, on which the proposed model achieves the
maximum area under the curve value, demonstrating better
discriminative power than baseline methods. Furthermore,
the proposed method shows stable convergence trends
during training epochs, which demonstrates learning
efficiency and less overfitting.

All these performance improvements happen because
the URL patterns, dependencies in HTML structure, and
visual layout cues serve to encode phishing representation
more effectively. These results indicate how multi-modal-
based learning has proved to be beneficial in generalizing and
enhancing the correctness of detection on both web
interfaces.

ROC Curves of the Compared Models
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Fig. 7 ROC curves of the compared models

4.5. Impact of ACO Optimization
The convergence behavior of the ACO process is shown
in Figure 8, indicating stable optimization across iterations.

Table 5 compares performance before and after ACO-based
tuning. The optimized model achieves faster convergence
and improved generalization.

Convergence Behavior of ACO-Based Hyperparameter Optimization
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Fig. 8 Convergence behavior of the ACO-based hyperparameter optimization
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Table 5. Impact of ACO-based hyperparameter optimization

Model Configuration Accuracy (%)

Precision (%)

Recall (%)

F1-score (%)

Proposed Model (Before ACO) 97.21

96.84

97.03

96.93

Proposed Model (After ACO) 98.93

98.71

98.85

98.78

4.6. Explainability Evaluation

Meanwhile, the SHAP-based explanation module
interprets the contribution spirit of how much each input
feature drives the output prediction as displayed in Table 6.
As illustrated in Figure 9, suspicious HTML entities,
irregular DOM structures, and deceptive visual shapes in
phishing webpages are highly important tokens according to
SHAP visualization. This demonstrates that the model can
find and leverage discriminative features consistently over
diverse modalities. Additionally, the explanations offered are
human-interpretable: they explain how the model arrived at
its decisions. This transparency is a critical step to further
proving the trustworthiness of the system and assisting in its
deployment under real-world cybersecurity conditions.

Additionally, we see reproducibility of feature
importance on samples, which further confirms the strength
of representations learned. The multimodal interpretation
also permits security analysts to trace back the cause-and-
effect of phishing predictions confidently. SHAP offers the
interpretability and trust, especially important for security
applications, so we use it as an additional component to
improve our proposed framework.

Table 6. Contribution of each feature modality based on SHAP

0.08

0.076

0.077

0.085

0.06

0.04

0.02

Mean |SHAP| Value

HTML DOM Visual

Feature Modality

Fig. 9 SHAP-based feature importance across modalities

4.7. Comparison with State-of-the-Art Methods

Our proposed framework was compared against recent
phishing detection methods [13, 14, 16, 28], such as
Phishpedia [14], HTMLPhish [13], and PhishGNN [16]; a
multimodal method based on DOM. Although Phishpedia
captures visual similarity, HTMLPhish focuses on the actual
HTML content and user-visible features, while PhishGNN
applies a GNN structure over the DOM. While these methods
show effectiveness, they are either constrained to unimodal

lysi . . . -
e Mean or bimodal feature learning and lack interpretability or
Modality Top Contributing Features ISHAP| intelligent hyperparameter tuning. Rather than that, we
: : presented an end-to-end BiLSTM-GCN-CNN model where
form_action_mismatch, . . .
bt HTML, DOM, and visual features are combined in one
HTML | suspicious_keywords, 0.076 , N - -

- structure that's capable of optimizing detection results using
login_form_presence S .
hidden,_iframes, deep_dom_tree ACO—based o_ptlmlzatlon_. _ Furth_ermore, we expla!n

DOM = ' — = 0.077 interpretable phishing prediction using SHAP. As shown in
external_resource_ratio .
brand lodo_similarit Table 7, the proposed model outperforms all comparative

Visual is al_lago_tl s'Im'IL?/"t 0.085 state-of-the-art models overall in terms of accuracy and F1-

ISu V; duloc_k )ilcc;]n_rr:is:]sel Y, ' score, showcasing its healing power for performance
P = increase.
Table 7. Comparison with state-of-the-art phishing detection methods
Ref. Method Modalities Used Optimization | Explainability | Accuracy (%)
[14] Phishpedia Screenshot (Visual) None No 95.3
[13] D-PhishNet URL + HTML None No 97.0
[16] PhishGNN DOM Graph None No 96.2
[28] DOM-Multimodal HTML + DOM None No 97.05
Proposed BiLSTM-GCN-CNN + HTML + DOM +
Model ACO + SHAP Screenshot ACO SHAP 98.93
4.8. Discussion combination of bimodality. This performance improvement
Experimental results indicate that the proposed mostly comes from the excellent fusion of heterogeneous

BiLSTM-GCN-CNN multimodal network outperforms all
baseline models that use either single modality or a
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representation features. Specifically, using the BIiLSTM
component, we are able to preserve sequential dependencies
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present in HTML contents, which allows us to look for
potentially suspicious lexical patterns; and with the aid of the
GCN module, we construct a structural relationships DOM
(Document Object Model) tree, thus over-finding irregular
hierarchical behaviors. The CNN extracts visual layout
features from a web page screenshot that aid in identifying
misleading interface designs. These complementary
modalities allow the model to learn complex features that
single approaches may not capture.

As exhibited in Table 5 and further depicted graphically
in figure, the results in Figure 8 confirm that the ACO is able
to enhance both convergence stability and detection accuracy
compared to previous works. This is because it is indeed
exploring the hyperparameter search space effectively
without evaluating bad configurations. This allowed the final
model to reach convergence quickly and demonstrate strong
generalization  performance, suggesting that such
collaborative hyper-parameter-based tuning strengthens
high-level multimodal-learning systems.

Additionally, the explainability analysis (SHAP) was
performed in Table 6 and Figure 9, which gives us a more
interpretable decision-making process of the model.
Detection performance is largely driven by evil HTML
tokens, weird DOM structure, and visual deception. The
model will not learn noise, which fosters transparency (in
practice) and confidence regarding cybersecurity threats
received because of training on meaningful, interpretable
features in the data.

The comparison with the state-of-the-art methods (Table
7) confirms that multi-modal feature learning, optimization
strategies, and interpretable artificial intelligence are
beneficial to the framework designed. While traditional
methods either use one kind of data or restrict the feature
personnel, which makes them lack complete evidence to
detect phishing websites in different environments, this
approach uses different aspects of complementary
information to complement each other, thereby increasing
detection ability. Anyway, the suggested framework is also
very powerful against different kinds of phishing attacks,
which could mean it has good generalization ability. The
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