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Abstract - This paper analyzes the malware variant of samples.exe and its impact on a Windows 10 virtual machine. The
analysis employs Process Monitor (ProcMon) and Regshot as key tools to observe and document malware behavior. ProcMon
tracks real-time events such as registry manipulations and DNS configuration changes, while Regshot captures and compares
pre- and post-infection registry states. As sophisticated information-tracking utilities, like ProcMon and Regshot, have records
at every step of malware operation, some obvious changes to system registry and network settings have been noticed. Key
findings: This virus changes DNS settings. This would have an impact on traffic routing into malicious websites; the turning
off of the real-time protection of the Windows Defender, a normal practice seen in this kind of virus for avoiding detection and
hence assured persistence. Still, more modification in registry locations, especially related to Windows Error Reporting and
Group Policy, hints at the big malware plan to destroy system policies and hide within them. The above steps have uncovered
how strategic malware can threaten the system's stability and network integrity by severely compromising its security. In this
regard, research overemphasizes the desperate need for capable detection mechanisms and proactive security measures that

help overcome this ever-emerging threat in present and modern computer environments.
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1. Introduction

Malicious software, or malware, is designed to disturb
systems, help unauthorized access, or steal sensitive
information. In fact, during these years, the rampant presence
of malware, such as viruses, worms, Trojans, and rootKkits,
has been a big challenge for cybersecurity professionals
regarding detection and remediation [1].

According to IBM (2023), the average cost of a data
breach worldwide in 2023 was $4.45 million, demonstrating
cybercrime's deep financial and operational impact.
Therefore, global annual costs attributed to cybercrime by
2024 are projected to reach $9.5 trillion (eSentire) [2]. Given
such alarming news, it is surprising how many organizations
still do not adequately spend on security measures, so these
critical systems are increasingly exposed to more
sophisticated threats. Cybercrimes cost the globe over
US$600 billion annually, or 0.8% of the GDP (Mordor
Intelligence, 2024). Furthermore, it takes about 277 days to
handle the fallout from a cyberattack (IBM 2022); of the
companies that have had several data breaches, just 51%
have raised their security spending, while 57% have passed
on the event costs to their customers (IBM 2023) [2].

Existing malware detection methods struggle to keep up
with evolving threats [4]. Dynamic analysis offers valuable
insights into malware activity but lacks a comprehensive
view of transient (e.g., network) and persistent (e.g., registry)
changes. Additionally, signature-based methods are less
effective against polymorphic and metamorphic malware,
which adapt to evade detection. These limitations reveal a
gap in understanding and mitigating how malware
compromises system integrity.

1.1. The Evolution of Malware Throughout History

Since the advent of computers, programmers have been
developing programs that alter their behavior, with some
being malicious [17]. This overview provides a glimpse into
the history of malware, highlighting significant milestones

(3]

1.2. Understanding Malware: Analysis, Detection, and the
Role of Network Traffic

Malware refers to harmful software that purposefully
performs detrimental actions [19]. Harmful programs are
divided into various categories based on their behaviors and
how they affect processes, such as viruses, trojan horses,
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rootkits, backdoors, spyware, logic bombs, adware, and
ransomware are a few examples [19]. Computer systems are
attacked for various reasons, including destroying computer
resources, obtaining financial gain, stealing private data,
exploiting computational resources [18], and disabling
services for the system [4].

1.2.1. The General Impact of Malware

Malware has a wide-ranging impact, causing significant
financial losses, operational disruptions, and data breaches
[20]. Organizations face substantial costs from recovery
efforts, fines, and lost revenue. Malware can halt operations,
affecting everything from business functions to essential
public services [5].

Additionally, data breaches resulting from malware lead
to the theft or loss of sensitive information [21], with
consequences like identity theft and financial fraud. The
negative impacts ripple through the company's brand, often
causing long-term loss of consumer confidence [22]. This
might be very adverse and stresses the tremendous need for
and urgency of cybersecurity protection [5].

1.2.2. The Future of Malware and Emerging Threats

The future malware with Al-generated attacks is on the
rise, as will be noted in [23]. These Al attacks can adapt and
learn from defenses, making detecting and stopping these
attacks much harder [24]. Cybersecurity must also evolve to
stay capable against such smarter attacks. For more about
this, read studies carried out on Al-driven malware [6].

Fileless malware is an up-and-coming threat since it
does not leave a trace in the hard drive, making detection
very hard [25]. This malware resides in one computer's
RAM, evading many traditional security measures. As this
threat grows, research in new methodologies to detect and
protect from it is very much needed [26].

1.2.3. Problem Statement

System security is seriously in danger due to the
growing sophistication of malware assaults, significantly
when changing important system settings and turning off
protection features [8]. This study examines the effects of a
particular virus on a Windows-based machine. The malware
is known as virus samples.exe [9].

The present analysis reveals serious tampering with
registry keys, system policies, and security settings by
comparing the system states before and after the infection in
minute detail [9]. Most specifically, this malware changes
DNS settings. It turns off the real-time protection of
Windows Defender [11], thus compromising the integrity of
the system's network [12] and further exposing it to other
kinds of threats [13]. Remediation should be made to
diminish the potential for ongoing unauthorized access and
possible data breaches [14].
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In fact, the whole analysis will draw from the
observations of both registry state comparisons, and
Procmon captures [16], validating the sequence of malicious
actions with implications for system security [15].

2. Literature Review

The growing sophistication of malware has posed
significant challenges in its detection and prevention. Over
the years, researchers have explored many approaches to
understanding malware, including but not limited to its
classification, evolution, and detection methods. Despite
advancements, gaps remain in integrating good behavioral
analysis with broad system-level monitoring, particularly in
real-time environments. This review discusses landmark
studies to understand these challenges and to establish a
foundation for the present study.

In 2018, Namanya [1] provided an extended overview of
the malware landscape, underlining the dynamic nature of
the malware threats and the multiple ways cyber-criminals
try to bypass controls. The authors studied various malware
categorized into viruses, worms, Trojans, and ransomware,
examining the dissemination methods for those malicious
programs. According to the authors, Understanding how
different malware works is very important for developing
detection and further prevention methods.

Many case studies and malware incidents have been
analyzed to underline challenges while fighting malware in
an increasingly digital world. It also discusses cybersecurity
professionals’ challenges and the need for continuous
innovation within malware detection technologies.

In 2020, Alenezi [3] critically reviewed the evolution of
malware threats and techniques. More specifically, he
focused on developments concerning malware authors'
techniques and countermeasures developed by security
professionals. The paper describes how malware has evolved
from simple, non-sophisticated viruses into complex,
polymorphic, and metamorphic types of malware that can
evade traditional detection methods. It describes how the
authors discuss various state-of-the-art malware techniques,
including code obfuscation, encryption, and utilization of
anti-debugging and anti-emulation techniques.

In 2023, Maddireddy [6] reviewed the effectiveness of
Al-driven approaches in malware detection since new
malware threats have grown more complex and traditional
means of malware detection cannot match the fast
development pace. This paper proposes equipping malware
detection systems with Al and machine learning algorithms
to strengthen their capabilities to identify zero-day threats.
The study further pinpoints those challenges related to the
implementation of Al in real-world scenarios, such as the
requirement for high-quality training data and the possibility
of adversarial attacks against Al models.
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Table 1. Study comparison table

Study

Key Contributions

Gaps ldentified

Namanya et al. (2018) [1]

Highlighted the importance of
understanding malware behaviors for
detection and prevention.

Lacked focus on real-time behavior
analysis and system-level changes induced
by malware.

Alenezi et al. (2020) [3]

Explored how malware evolves to evade
traditional detection methods, emphasizing
the need for adaptive defenses.

Did not provide actionable insights or
practical tools for real-time malware
behavior monitoring.

Maddireddy et al. (2023) [6]

Proposed Al-driven algorithms for malware
detection and adaptation to new attack
vectors.

Highlighted challenges include
dependency on high-quality training data
and vulnerability to adversarial attacks.

This Study

Integrates real-time monitoring (ProcMon)
with pre- and post-infection registry
comparisons (Regshot).

Addresses prior research's lack of holistic
approaches combining registry and
network monitoring.

This paper proposes a novel approach to analyzing
malware-induced changes in registry and DNS
configurations using a controlled virtual environment.
Namanya et al. gave a good overview of types of malware
and their dissemination in 2018, but our work delves into
real-time system-level modifications.

Similarly, Alenezi et al. discussed state-of-the-art
evasion techniques in 2020, but their work failed to touch on
practical tool detection for such evasive behaviors.
Therefore, this study combines the strengths of ProcMon and
Regshot, addressing a critical gap in the literature by
providing actionable insights into malware persistence
mechanisms.

3. Materials and Methods

The proposed approach will try to find and analyze
malware with the isolated environment created using Oracle
VM VirtualBox and installing Windows 10 as a guest OS.
Process Monitor-Procmon and Regshot will use this
approach to capture and analyze malware behaviors in a
controlled and secure environment.

3.1. Isolated Environment Setup

Emulation of an isolated virtual environment is created
using Oracle VM VirtualBox, and for this example,
Windows 10 will be the guest operating system. This ensures
that the malware can be executed and analysed safely
without necessarily compromising the integrity of the host
system or other environments connected to it.

3.2. Malware Detection Using Procmon

Procmon is used in a virtual environment to capture real-
time events with the currently running processes. Observing
such events, Procmon will provide extensive information
regarding malware behavior, like multiple file manipulations
and registry or network communications changes. This will
be important in identifying what processes and activities the
malware has launched, including opening suspect files and
altering DNS settings.
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3.3. Behavior Analysis with Regshot

Regshot provides the ability to take snapshots before and
after execution so that a proper comparison can be made,
showing which registry keys and values were added, deleted,
or modified. This analysis is needed to understand how the
malware modifies system configuration settings, such as
disabling security features and Group Policy settings.
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Fig. 2 Regshot registry comparison
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3.4. Full Spectrum Analysis and Eradication

Analysis of the data obtained from Procmon and
Regshot, therefore, in the virtual environment, would provide
a detailed overview of the malware's activity. Together, the
two methodologies ensure that both instantaneous process
level and persistent registry changes are identified. Once the
analysis is complete, remediation steps in deleting the
malware and resetting the system's settings within the virtual
environment means being able to reset the guest OS to a
clean state for future analyses. This methodology couples
running an isolated environment by creating a target machine
using Oracle VM VirtualBox with detailed malicious activity
analyses by Procmon and Regshot. Such an approach ensures
safety and efficiency in understanding and mitigating
malware threats.

4. Results and Discussion
4.1. Key Observations from the ProcMon Capture

ProcMon capture reveals that the malware, Malware
samples.exe with PID 5176, has issued several registry
operations to alter the DNS policy configuration. These
include several registry queries and value sets under
HKLM\SYSTEM\ CurrentControlSet\Services\Dnscache\Par
ameters\DnsPolicyConfig, indicating network settings
changes are made, most likely intended to redirect DNS
queries to the maliciously controlled servers. Curiously
enough, some DNS setting modifications point to Google's
public DNS and may suggest efforts to cloak the malicious
activity of the malware or configure fallbacks.

Table 2. Comparison of registry changes and ProcMon verification

Category Registry Analysis

ProcMon Verification

Keys under Group
Registry Keys Added
Error Reporting.

Policy\Servicelnstances and Windows

Not directly observed in the ProcMon capture.
However, network and DNS settings were
modified, which aligns with the malware’s overall
behavior of altering configs.

Registry Keys Deleted Usage Stats.

Deletion of Microsoft Edge Update

Not directly observed in the ProcMon capture.

Security Features
Affected

Windows Defender's real-time
protection was disabled.

Not directly observed in the ProcMon capture.

Executed Files

Malware samples.exe was executed,
leading to these changes.

Verified in the ProcMon capture, where Malware
samples.exe is actively performing registry changes
related to DNS configurations.

Windows Defender .
settings.

Alteration of Windows Defender

Not directly observed in the ProcMon capture.

Network Config
Changes

DNS settings changes were not
specifically highlighted in the registry
analysis but are shown to be altered by
the malware according to the ProcMon

Verified in the ProcMon capture, where the
malware alters DNS settings under
HKLM\SY STEM\CurrentControlSet\Services\Dns

capture.

cache\Parameters\DnsPolicyConfig.

4.2. System Registry Modifications

The analysis revealed significant changes in the system
registry between the infected and normal states, suggesting
substantial tampering by the malware. Key findings are
summarized below.

4.3. Network Traffic Analysis Results

The malware, known as samples.exe, caused significant
changes to DNS settings, affecting traffic routing. Analysis
in ProcMon showed changes in
HKLM\SYSTEM\CurrentControlSet\Services\Dnscache\Par
ameters\ DnsPolicyConfig. These changes redirected DNS
queries to specific malicious servers.
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Key Findings Include

e Modified DNS Settings: The malware replaces the
default DNS settings to 8.8.8.8 and other unknown IP
addresses, probably as a fallback or to evade detection.

e Traffic Redirection: Legitimate requests were redirected
to suspicious servers, which may increase the system's
susceptibility to phishing attacks and data theft.

e Elevated Query Frequency: A 200% increase in DNS
queries; this signals active attempts at connecting with
malicious servers.
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Table 3. Comparative analysis of system modifications post-malware infection

. Normal Infected
Category Details State State
Registry Keys | - Keys related to Microsoft Edge Update Usage Stats were
Deleted removed, potentially to hide activity or disable updates. Present Deleted
Registry Keys | - Multiple keys under Group
Added Policy\ServiceInstances and Windows Error
. Not
Reporting were added. Added
Lo Lo Present
- New entries in Microsoft Defender indicating
modifications.
Registry - Values under EdgeUpdate\UsageStats were deleted.
Values Deleted | These were related tc_J updaye .c_ounts and status, possibly to Present Deleted
prevent updates or hide activities.
Registry - New values indicating the disabling of Windows Defender
Values Added (DisableRealtimeMonitoring). Not
. . Added
- New error reporting and other system settings values were Present
added.
Security - Windows Defender's real-time protection was disabled
Features (DisableRealtimeMonitoring). Enabled Disabled
Affected
Error - New TermReason entries in Windows Error Reporting.
Reporting This might indicate that the malware logged specific error Not Added
Changes reasons or caused certain system errors. Present
Executed Files | - The execution of a file named Malware samples.exe
ded, indicating a likely point of infection Not Executed
was recorded, . Executed
Group Policy - Addition of keys under Group
. . . Not
Changes Policy\ServiceInstances, possibly to control Present Added
system policies.
Windows - New entries like
Error HKLM\ SOFTWARE\Microsoft\Windows\Windows Not
Reporting Error Reporting\TermReason. These might log ° Added
. L - Present
specific crashes or termination reasons potentially caused by
the malware.
Windows - Windows Defender settings change, including blocking Modified
e L 2 . . Default
Defender specific signature updates and disabling real-time protection. . to Weaken
Settings Protection

4.4. Preventive Security Measures

Organizations should implement the following
procedures to mitigate the risks posed by malware samples
that modify registry and DNS settings:

4.4.1. Real-Time Monitoring
Use tools such as ProcMon and Regshot to monitor
anomalous system changes.

4.4.2. Endpoint Protection
Enforce strict Group Policies and deploy behavior-based
antivirus solutions.

4.4.3. DNS Security
Implement DNS filtering mechanisms and monitor
changes to DNS settings.

16

4.4.4. System Audits

Automate regular audits to ensure system security.
45. Malware Behavior Isolated
Environment

Figure 3 shows the behavioral analysis of the malware
under analysis in a controlled environment. These analytical
tools—ProcMon and Regshot—expose very critical
touchpoints of malware, including changes in the registry,
manipulation of DNS settings, and attempts to bypass
security controls.

Analysis in an

Such knowledge of the behavior will enable the
deployment of specific security countermeasures.
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Fig. 3 Malware behavior flow in an isolated environment
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5. Conclusion

The in-depth analysis conducted through ProcMon and
Regshot revealed copious evidence that the malware
samples.exe adversely manipulated the core configurations
of the system, especially DNS under
HKLM\SY STEM\CurrentControlSet\Services\Dnscache\Par
ameters\DnsPolicyConfig. These kinds of changes indicate
an attempt to redirect network traffic to probably malicious
servers, compromising the integrity and confidentiality of the
system's communication. It is another evasive act by the
malware that keeps its persistence on the system by disabling
Windows Defender's real-time protection. Additional registry

Policy\Servicelnstances and Windows Error Reporting,
showing the malware's wish to change system policies to
cloak its activities further.

Moreover, this multivariant approach seriously
jeopardizes not only the security posture of the system but
also makes the system further vulnerable to continued
exploitation and unauthorized access. Remediation should be
immediate in terms of thorough malware removal, processes
for restoration that minimize the risk, and restoring stability
and security of the system. The outcome of the work proves
there is a huge demand for continuous effective monitoring

with its corresponding advanced security controls against
these kinds of malware threats.

changes were added to the keys wunder Group
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