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Abstract - The ultimate objective of cooperative communication is to secure data transmitted from source to destination against 

eavesdropper attacks. The paper compares different power optimization algorithms for cooperative jamming schemes to improve 

the secrecy performance of a four-node Amplify and Forward (AF) relay network. The main focus of the work is on the 

investigation of Optimal Power Allocation (OPA) for maximizing the secrecy rate subject to a total power constraint using two 

cooperative jamming schemes, Source and Relay Based Jamming (SRBJ) and Source Based Jamming (SBJ). The secrecy 

performance of SBJ is evaluated for trusted and untrusted relaying scenarios. In the untrusted case, the situation in which an 

external eavesdropper and untrusted relay exist simultaneously is analyzed. The iterative algorithms such as the Nelder-Mead 

technique (N-M), the Broyden - Fletcher – Goldfarb - Shanno (BFGS) algorithm and the Conjugate-Gradient (CG) methods are 

used for power optimization and, consequently, for secrecy rate maximization. Both symmetric and asymmetric relay positions 

are subjected to the secrecy analysis. A comparison is conducted using the equal power Allocation (EPA) approach and the 

Exhaustive Search (ES) algorithm. The paper also studies the complexity of different algorithms and jamming methods based 

on the average number of iterations required for system convergence. It was found that the iterative algorithms provide better 

secrecy than the conventional methods. Experimental results reveal a trade-off between the iterative algorithms' convergence 

and complexity. The gradient-based BFGS and CG algorithms are less complex than the gradient-free N-M method. When 

assessing all jamming schemes, the N-M method is a good choice for convergence, whereas the BFGS is the best choice for 

lesser complexity.     

Keywords - Broyden – Fletcher - Goldfarb - Shanno method, Conjugate -  Gradient method, Cooperative jamming, Nelder Mead 

method, Secrecy rate. 

1. Introduction 
Security has always played a critical role in the design of 

wireless cooperative communication systems. This study aims 

to bring a unique perspective on how an apt power 

optimization algorithm for cooperative jamming is selected 

for secrecy enhancement in AF relay networks. Physical Layer 

Security (PLS) has emerged as a cutting-edge method to 

dramatically enhance and supplement wireless networks' 

security. PLS can be used in conjunction with cryptography-

based algorithms. It uses physical layer characteristics like 

fading or noise to establish secrecy for secure communication 

[1]. Two common threats to the information security of 

wireless networks are jamming and eavesdropping. However, 

a secure communication channel between the legitimate 

transmitter and the receiver can be established through 

cooperative jamming. In cooperative communication, relay 

nodes can use PLS to support secure transmission from a 

source to a destination in the presence of eavesdroppers. 

Unlike the non-cooperative scenario, many studies have 

shown that cooperation between legitimate nodes can 

significantly enhance their secrecy performance. 

PLS provides cooperative diversity solutions, including 

Cooperative Relaying (CR) and Cooperative Jamming (CJ) 

systems, to protect the confidentiality of data being 

transferred. CR is a protocol where intermediate nodes called 

relays assist in transmitting information between the source 

and destination. In CJ, the nodes send jamming signals as 

artificial noise to degrade the eavesdropper. While CR 

protocol increases the main channel capacity, CJ reduces the 

capacity of the eavesdropper channel. In both cases, the 

cooperative network's confidentiality is strengthened. In 

http://www.internationaljournalssrg.org/
http://www.internationaljournalssrg.org/
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Shemi Panayappilly Mohammed et al. / IJECE, 11(12), 56-70, 2024 

 

57 

cooperative relaying, relays need system resources and power, 

limiting the overall energy efficiency of the CR scheme. Relay 

Selection (RS) approaches can overcome this energy 

efficiency problem [2], [3]. Node selection has been used in 

multi-node wireless networks to improve transmission 

reliability and has tremendous potential for improving 

wireless security [4]. Although RS increases resource 

efficiency, imperfect channel conditions may prevent it from 

always ensuring perfect secrecy. Cooperative Jamming is an 

alternative method to enhance PLS in wireless systems and a 

solution to the RS problem [5]. Thus, relay nodes can be used 

for relaying and jamming [6], [7]. Depending on whether 

jamming signals are provided by the source, destination, relay, 

or external jammer, CJ can be either Source Based Jamming 

(SBJ), Destination Based Jamming (DBJ) or friendly jammer-

based jamming. In [8], a friendly interferer allocates jamming 

power to eavesdropping channels to increase secrecy. 

Sometimes, two nodes can transmit jamming signals, hence 

called hybrid jamming. Because the destination can cancel 

self-interference using its past knowledge of the jamming 

signal, the DBJ method, among the many CJ approaches, is 

the easiest to implement. However, the main drawback of the 

DBJ method is that the source-destination direct link cannot 

be considered in the case of half-duplex systems [9], [10]. 

Hence, the flexibility of cooperation cannot be utilised entirely 

without a direct link. 

In the CJ design, one must pay attention to secure 

performance and energy efficiency for the following three 

reasons: wireless devices are often small, wireless portable 

electronics that demand frequent battery recharges. 

Furthermore, in some deployments, batteries may present 

significant safety risks. Finally, disposing of billions of used 

batteries in landfills is not environmentally friendly [11]. The 

jamming technique and the jamming signal power 

significantly impact the success of CJ schemes. The jamming 

signal power allocated should be high enough to reduce the 

strength of the signal at the eavesdropper. However, the signal 

quality at the destination may suffer if the jamming signal is 

subjected to excessive power. Hence, to maximize the secrecy 

rate, Optimal Power Allocation (OPA) is necessary for the 

jamming signals [12]. A survey of various optimization 

techniques used in wireless PLS in terms of performance 

parameters, PLS designs, etc., is carried out in [13]. Resource 

allocation, frequently used in traditional communications 

without taking secrecy into account, is an efficient method for 

increasing PLS. The primary problem of secure resource 

allocation is to make the best use of the limited network 

resources, such as bandwidth and energy, and to meet the 

requirements of some performance parameters, such as outage 

probability, secrecy rate, power consumption and secure 

energy efficiency. A relay power allocation scheme that 

maximizes the overall secrecy rate of the single-relay system 

is studied in [14]. The paper [15] classifies the cooperative 

communication system based on the number of relay nodes, 

transmission mode, and diversity gain. It also discusses the 

technologies of cooperative systems that include relay 

selection and power allocation. The network model, 

architecture and resource allocation algorithms of the 5G 

cooperative communication system are also discussed in the 

paper.  

 Most existing studies focus on the conventional 

derivative method for power optimization. In [16], the 

gradient-free Nelder-Mead algorithm (N-M) is used for power 

optimization in a hybrid SRBJ scheme in multiple AF relay 

networks. In the three-node scenario [17], where SBJ is used, 

the derivative method is used for power optimization. SRBJ 

uses two independent jamming signals to degrade the 

eavesdropper, whereas SBJ uses a single jamming signal, 

which makes SBJ less complex than SRBJ [18]. Inspired by 

these observations, this paper performs a comparative study of 

different power optimization algorithms among different 

jamming methods. The function that maximizes the 

achievable secrecy rate subject to a total power constraint is 

examined. The OPA based on the gradient-free N-M method 

[19] is compared with gradient-based methods, namely the 

Broyden–Fletcher–Goldfarb– Shanno (BFGS) algorithm [20]  

and the Conjugate-Gradient (CG) method [21]. Their 

performance is compared with the Equal Power Allocation 

(EPA) approach and the Exhaustive Search algorithm (ES). 
The work aims to find the optimal optimization strategy for 

solving the secrecy equations in terms of convergence and the 

number of iterations required to solve them. The secrecy 

performance and complexity of the OPA-based algorithms 

and jamming techniques are investigated using MATLAB and 

R programming simulations. 

The major contributions of the work are summed up as 

follows:     

The performance comparison of three iterative power 

optimization algorithms, the Nelder-Mead method, Broyden–

Fletcher–Goldfarb–Shanno algorithm and Conjugate-

Gradient method for secrecy enhancement in a two-hop four-

node AF relay network, is formulated. The power allocation 

approach employed in the work optimally determines the 

power of the source and relay and the power of the information 

and jamming signals, considering the total power budget. Two 

cooperative jamming schemes — Source and Relay-Based 

Jamming (SRBJ) with a trusted relaying scheme and Source 

Based Jamming (SBJ) with both trusted and untrusted relaying 

schemes — are used for secrecy enhancement. The schemes 

without power allocation, the EPA approach, and a three/two-

dimensional exhaustive search algorithm are used as the 

conventional schemes for comparison. Additionally, a 

complexity analysis is carried out for all the optimization 

techniques and jamming schemes by examining the average 

number of iterations taken to produce an optimal solution. 

Thus, the selection of an algorithm is validated by its 

theoretical efficiency and fast convergence towards an optimal 

output. The paper concludes by finding the best suited 

optimization method in terms of convergence and complexity.   
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The paper is organized as follows. The proposed method 

with the theoretical background is explained in Section 2. The 

different power optimization methods are presented in 

Section 3. The performance analysis and the simulation 

results are presented in 4 and 5, respectively. Finally, the 

conclusion and future directions are given in Section 6. 

2. Proposed Method 
      The network model used, the cooperative jamming 

schemes employed and the methodology, including the flow 

diagram, are explained in this section. 

 
2.1. Network Description  

        A source (S), a destination (D), a trusted/untrusted relay 

(R) running in half-duplex mode, and a passive eavesdropper 

(E) make up the four-node AF relay network shown in Fig 1. 

The eavesdropper wiretaps the channels during both 

transmission phases. A direct link between the source and the 

destination is utilized to fully exploit the benefits of 

cooperation. Each of the four nodes is equipped with an 

omnidirectional antenna. All Channel State Information (CSI) 

is assumed to be available despite the channel experiencing 

Rayleigh flat fading. 

2.2. Transmission Schemes 

The two jamming schemes employed to degrade the 

eavesdropper are the source-and-relay-based jamming scheme 

(SRBJ) and the source-based jamming scheme (SBJ). In 

SRBJ, two independent jamming signals, one at the source and 

another at the relay, are used along with the information, 

whereas in SBJ, a single jamming signal is used at the source. 

This is done under the presumption that a legitimate receiver 

has prior knowledge of the jamming signals, which can be 

practically implemented with minimal overhead [12]. This 

assumption is made by taking advantage of the channel 

reciprocity between the source and the legitimate destination 

[17]. The jamming signals can be totally eliminated from the 

signal at the legitimate receivers since the channels are 

assumed to be quasi-static and the CSI is available.  

The two phases of transmission are the broadcast and the 

relaying phases. During the broadcast phase, the source 

broadcasts the information with a jamming signal, which 

reaches the relay, eavesdropper and destination. Depending on 

the transmission scheme, the relay amplifies and broadcasts 

the signal received, reaching the eavesdropper and destination.  

 

While in SBJ, the relay amplifies the received signal and 

transmits as such during the relaying phase, in SRBJ, the 

trusted relay eliminates the jamming signal and adds another 

jamming signal for transmission. 

During the first phase, the SNRs at the destination D and 

eavesdropper E are the same for both transmission schemes. 

                        
     

𝛾𝐷
(1) = 𝑎𝑎𝑠𝛾𝑆𝐷 

                       (1) 

 

        𝛾𝐸
(1) =

𝑎𝑎𝑠𝛾𝑆𝐸

1+𝑎(1−𝑎𝑠)𝛾𝑆𝐸
                                   (2) 

 

Where a, as such that 0 ˂ a, as ≤ 1, are the power 

allocation factors, one between S and R and the other between 

the information signal and jamming signal at the source. The 

received SNR, γij of any arbitrary i-j link is mathematically 

expressed as 

 

                              𝛾𝑖𝑗 = 𝑃
|ℎ𝑖𝑗|

2

𝜎𝑗
2                                     (3)  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1 Network model with channel coefficients 
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       The noise variance at node j is σj
2, the channel coefficient 

between the nodes i and j is hij, and P is the total transmit 

power. Rayleigh's fading channel with a path loss is 

considered. Hence, hij = CN (0, di,j
-L) where di,j  is the distance 

between the nodes and L is the path-loss coefficient. The 

power allocation used in the work ideally determines the 

power of the source and the relay, and also the power of the 

information and jamming signals, taking into account the total 

power budget. The power allocation in the SRBJ and SBJ 

schemes are illustrated in Figs. 2 and 3, respectively. 

The work thus aims at obtaining better secrecy for secure 

data transmissions by allocating maximum power to the 

information signal and minimum power to the jamming signal 

with minimal complexity possible. 

 

 

 

 

 

 

 

0 < a, as, ar ≤ 1 

Fig. 2 Power allocation in SRBJ 

 

 

 

 

 

 

 

0 < a, as ≤ 1 

 

Fig. 3 Power allocation in SBJ 

 

2.2.1. Analysis of the SRBJ Scheme    

       The SNR at the relay after jamming signal cancellation is  

                         𝛾𝑅𝑆𝑅𝐵𝐽 = 𝑎𝑎𝑠𝛾𝑆𝑅                              (4) 

 

During the relaying phase, the relay transmits the scaled 

version of the received signal with another jamming signal by 

keeping the power constraint P. As a result, the SNR at the 

destination D and eavesdropper E are,  

𝛾𝐷𝑆𝑅𝐵𝐽
(2) =

𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐷

1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝑎𝑟𝛾𝑅𝐷
                             (5) 

𝛾𝐸𝑆𝑅𝐵𝐽
(2) =

𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐸

1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐸+𝑎(1−𝑎)𝑎𝑠(1−𝑎𝑟)𝛾𝑆𝑅𝛾𝑅𝐸
 

(6)  

where ar, such that 0 ˂ ar ≤ 1; is the relay power allocation 

factor. 

Applying maximal ratio combining (MRC), the overall 

SNR at D and E is given by 

𝛾𝐷𝑆𝑅𝐵𝐽 = 𝑎𝑎𝑠𝛾𝑆𝐷
𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐷

1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝑎𝑟𝛾𝑅𝐷
        (7)  

  (8)

 

2.2.2. Analysis of the SBJ Scheme    

       The SNR at the relay R after the first transmission phase 

is 

𝛾𝑅𝑆𝐵𝐽 =
𝑎𝑎𝑠𝛾𝑆𝑅

1+𝑎(1−𝑎𝑠)𝛾𝑆𝑅
                                                (9) 

    

       Following the second transmission phase, the SNR at the 

destination D and eavesdropper E is 
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𝛾𝐷𝑆𝐵𝐽
(2)

=
𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐷

1+𝑎𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐷
   

                                   (10)

                  

 

 

 

𝛾𝐸𝑆𝐵𝐽
(2) =

𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐸

1+𝑎(1−𝑎)(1−𝑎𝑠)𝛾𝑆𝑅𝛾𝑅𝐸+𝑎𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐸
  (11) 

 

       For the trusted and untrusted SBJ schemes, the overall 

SNR at destination D is the same as given by 

 

 𝛾𝐷𝑆𝐵𝐽 = 𝑎𝑎𝑆𝛾𝑆𝐷 +
𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐷

1+𝑎𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐷
                    (12) 

The overall signal-to-interference noise ratio (SINR) at 

the eavesdropper E differs for trusted/ untrusted cases. The 

SINR at E for the trusted case applying MRC, assuming equal 

noise variances, is 

 

𝛾𝐸𝑆𝐵𝐽−𝑇 =
𝑎𝑎𝑠𝛾𝑆𝐸

1+𝑎(1−𝑎𝑠)𝛾𝑆𝐸
+ 

𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐸

1+𝑎(1−𝑎)(1−𝑎𝑠)𝛾𝑆𝑅𝛾𝑅𝐸+𝑎𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐸

     

(13) 

 

        For the untrusted case, both the untrusted relay (R) and 

the external eavesdropper (E) are malicious nodes. Here, the 

signals received during the first and second phases by the relay 

and external eavesdropper are considered separately. The 

maximum leakage to R and E is the amount of information 

leakage represented by γE  [22]. 

 

 
𝛾𝐸𝑆𝐵𝐽−𝑈𝑇 = 𝑚𝑎𝑥 {𝛾𝑅𝑆𝐵𝐽 , 𝛾𝐸

(1), 𝛾𝐸𝑆𝐵𝐽
(2) }                   (14) 

2.3. Methodology  

       The jamming schemes and the performance parameters 

for the power optimization employed in the work are 

summarized in Table 1. The symmetric and asymmetric relay 

positions for the evaluation are also indicated in the table.  

 

 

 

Table 1. Summary of the work 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4 Workflow diagram 

 

       Figure 4 illustrates the workflow diagram. Since a 

cooperating jamming scenario is used, there is a need to 

optimise source and relay powers as well as information and 

jamming signal powers. For that, it would be a great choice to 

apply optimization algorithms. Once the network model is 

defined, an optimization algorithm is applied. The secrecy 

performance of the network is evaluated using the 

performance parameter named secrecy rate. Depending upon 

the evaluation criteria and complexity, the system may or may 

not converge during optimization. The algorithms that do not 

cause system convergence are not suitable for optimization. 

The system complexity is evaluated based on the number of 

iterations needed for convergence. The algorithm that takes 

less number of iterations to converge is the best-suited one. It 

is experimentally found that a trade-off exists between the 

convergence and complexity of the algorithms. 
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Fig. 5 Power optimization algorithms 

 

3. Power Optimization Methods 
The iterative algorithms used for power optimization are 

N-M, BFGS, and CG methods. The performance of these 

methods is compared with the conventional exhaustive search 

algorithm and the algorithm without power optimization – i.e., 

the Equal Power Allocation (EPA) strategy. The different 

optimization algorithms employed in this work are given in 

Figure  5. The selection of an algorithm is validated by its 

theoretical efficiency and its fast convergence in attaining an 

ideal outcome.  

3.1. Nelder-Mead (N-M) Method  

The N-M method formulated by Nelder and Mead is a 

gradient-free optimization method widely used for 

unconstrained optimization of non-linear functions [19]. This 

approach minimizes a function with 'n' variables using the 

function values at a generic simplex's (n+1) vertices. 

Depending on the function's value, the simplex is modified by 

any of the four operations: reflection, expansion, contraction, 

and shrinking. Since the worst vertex with the highest function 

value is replaced with a new vertex, a new simplex is produced 

after each iteration, and the search is continued. Finally, the 

simplex with optimal value is found [23]. The N-M 

algorithm's iterative process is described in [16]. 

For a given x ϵ Rn, if h(n) denotes the number of 

operations required to compute the function f(x), then the 

computational complexity of the N-M method is given as [24] 

i) Max {Ο (n log n), Ο (h (n))}, if no shrinking step is used; 

ii) Ο (n h (n)), otherwise.  

3.2. Broyden – Fletcher – Goldfarb – Shanno (BFGS) 

Algorithm  

The BFGS algorithm is a second-order optimization 

algorithm intended to solve unconstrained nonlinear 

optimization problems [20]. This is referred to as the Quasi-

Newton method, an extension of Newton’s optimisation 

method. Newton’s method involves the calculation of the 

inverse of the Hessian matrix, which is computationally 

expensive. Quasi-Newton algorithms differ in how the inverse 

Hessian approximation is done. Instead of recalculating the 

inverse Hessian after each iteration, the BFGS algorithm uses 

gradient evaluations and a generalized secant approach to 

estimate it [25]. The computational complexity of BFGS is 

only Ο (n2), compared to Ο (n3) in Newton's method. 

3.3. Conjugate-Gradient (CG) Method  

       The CG method developed by Magnus Hestenes and 

Eduard Stiefel [21] is an iterative approach used for both linear 

and non-linear system optimization. Its performance is 

between the steepest descent and the Newton methods. 

Adding a positive multiple of the direction utilized in the 

previous stage distorts the direction of the steepest descent 

method. In [26], a comparison of the steepest descent and the 

CG methods for solving systems of linear equations is 

explained. Usually, this strategy is applied to solve very large 

systems that are too complex to solve directly. Restarting and 

preconditioning are crucial for CG technique improvement 

[27]. The CG approach is more fragile than the BFGS method, 

but it works better on much bigger optimization problems 

because it does not store a matrix.       

       The time complexity of the CG method is Ο (m√K) 

compared to Ο (n3) in Newton's method. The coefficient 

matrix A's dimension, condition number, and the number of 

non-zero terms are denoted by the letters m, K, and n, 

respectively. Knowing A-1 is essential to calculate the 

condition number; it is necessary to estimate through alternate 

means. Yet, it has the result of decreasing the value of K by 

preconditioning a matrix. K should ideally be as near to 1 as 

possible so that it does not affect the time complexity of the 

CG method. Most numerical analysts concur that a 

preconditioner should always be used for the CG method. 
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       N-M uses the simplex algorithm and is robust in many 

applications. As the numerical computations of derivatives 

can be trusted, other algorithms that use the first and/or second 

derivatives may be preferred for their better performance.  

N-M generally addresses parameter estimation and 

related statistical issues when the function values are subjected 

to noise. BFGS will converge in fewer steps than CG as a 

quasi-Newton approach and need minor algorithmic 

adjustments. Even with non-smooth optimizations, BFGS has 

proven to perform strongly.  

3.4 Exhaustive Search (ES) Method  

       ES is the algorithm that tries every possible solution of an 

objective function where the objective function is evaluated at 

a predetermined number of equally spaced points δ. After 

evaluation, the maximum function value is obtained. The 

power allocation factors - a, as, and ar that provide the 

maximum function value are taken as the optimal values. 

Although conceptually simple and frequently effective, ES is 

viewed as an inappropriate method of problem-solving [28]. 

 

3.4. Equal Power Allocation (EPA) Method  

The method that allocates equal power to the source and 

relay is the EPA method. Here, power at the source and at the 

relay is 0.5 times the total system power P, i.e., Ps = Pr = 0.5P.   

4. Secrecy Rate  
       The secrecy rate (RS) is the parameter used for 

performance study, and the system that gives a higher secrecy 

rate with less power allocation to jamming signals is preferred. 

  
The secrecy rate is defined as the transmission rate at 

which an untrusted intermediate node cannot extract source 

information. The instantaneous secrecy rate is given by [29]. 

 

                    (15) 

Where (x)+ = max{0, x}; RD and RE represent the 

destination and untrusted node transmission rates, 

respectively. If proper power allocation can guarantee a 

positive secrecy rate [9], then it becomes  

                (16)  

 

      Substituting the values, the secrecy rate of different 

schemes are 

 

𝑅𝑠𝑆𝑅𝐵𝐽(𝑎, 𝑎𝑠, 𝑎𝑟) = [
1

2
𝑙𝑜𝑔2 (

1+𝑎𝑎𝑠𝛾𝑆𝐷+
𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐷

1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝑎𝑟𝛾𝑅𝐷

1+
𝑎𝑎𝑠𝛾𝑆𝐸

1+𝑎(1−𝑎𝑠)𝛾𝑆𝐸
+

𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐸
1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐸+𝑎(1−𝑎)𝑎𝑠(1−𝑎𝑟)𝛾𝑆𝑅𝛾𝑅𝐸

)]

+

    (17a) 

 

Using [17], (17 a) can be written as   

 𝑅𝑠𝑆𝑅𝐵𝐽(𝑎, 𝑎𝑠, 𝑎𝑟) = 𝑚𝑎𝑥
𝑎,𝑎𝑠,𝑎𝑟∈(0,1)

𝐸 [
1

2
𝑙𝑜𝑔2 (

1+𝑎𝑎𝑠𝛾𝑆𝐷+
𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐷

1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝑎𝑟𝛾𝑅𝐷

1+
𝑎𝑎𝑠𝛾𝑆𝐸

1+𝑎(1−𝑎𝑠)𝛾𝑆𝐸
+

𝑎(1−𝑎)𝑎𝑠𝑎𝑟𝛾𝑆𝑅𝛾𝑅𝐸
1+𝑎𝑎𝑠𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐸+𝑎(1−𝑎)𝑎𝑠(1−𝑎𝑟)𝛾𝑆𝑅𝛾𝑅𝐸

)]

      

(17b) 

   𝑅𝑠𝑆𝐵𝐽−𝑇(𝑎, 𝑎𝑠) = [
1

2
𝑙𝑜𝑔2 (

1+𝑎𝑎𝑠𝛾𝑆𝐷+
𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐷
1+𝑎𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐷

1+
𝑎𝑎𝑠𝛾𝑆𝐸

1+𝑎(1−𝑎𝑠)𝛾𝑆𝐸
+

𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐸
1+𝑎(1−𝑎)(1−𝑎𝑠)𝛾𝑆𝑅𝛾𝑅𝐸+𝑎𝛾𝑆𝑅(1−𝑎)𝛾𝑅𝐸

)]

+

                   (18a) 

  

𝑅𝑠𝑆𝐵𝐽−𝑇(𝑎, 𝑎𝑠) = 𝑚𝑎𝑥
𝑎,𝑎𝑠∈(0,1)

𝐸 [
1+𝑎𝑎𝑠𝛾𝑆𝐷+

𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐷
1+𝑎𝛾𝑆𝑅+(1−𝑎)𝛾𝑅𝐷

1+
𝑎𝑎𝑠𝛾𝑆𝐸

1+𝑎(1−𝑎𝑠)𝛾𝑆𝐸
+

𝑎(1−𝑎)𝑎𝑠𝛾𝑆𝑅𝛾𝑅𝐸
1+𝑎(1−𝑎)(1−𝑎𝑠)𝛾𝑆𝑅𝛾𝑅𝐸+𝑎𝛾𝑆𝑅(1−𝑎)𝛾𝑅𝐸

]

                         

(18b) 

 

  

𝑅𝑠𝑆𝐵𝐽−𝑈𝑇(𝑎, 𝑎𝑠) = {
1

2
𝑙𝑜𝑔2 (1 + 𝑎𝑎𝑠𝛾𝑠𝐷 +

𝑎(1−𝑎)𝑎𝑠𝛾𝑠𝑅𝛾𝑅𝐷

1+𝑎𝛾𝑠𝑅+(1−𝑎)𝛾𝑅𝐷
) −

1

2
𝑙𝑜𝑔2 (1 +𝑚𝑎𝑥 {𝛾𝑅𝑆𝐵𝐽 , 𝛾𝐸

1, 𝛾𝐸𝑆𝐵𝐽
2 })}

+

 

(19)

       The different optimization methods are applied to the 

functions in (17b), (18b), and (19) to estimate the OPA factors 

a, as, and ar and secrecy rate. The function is inverted to obtain 

the maximum value since the N-M approach finds the 

minimum of a function. A positive secrecy can be ensured by 

using multiple relay scenarios. With the EPA system, secrecy 

is obtained by taking 0.5 for the power allocation factors. 

5. Simulation and Discussion  
       This section investigates the performance of three power 

optimization algorithms on different jamming schemes via 

numerical experiments and simulations. A two-dimensional 

system model is examined, and the source and destination 

locations are fixed at coordinates (0, 0) and (10, 0), 

respectively. The analysis is done for three relay positions. 
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The central relay is symmetric, whereas the other relay 

positions are asymmetric. For the analysis, the relay near the 

source and the destination are taken as asymmetric cases 1 and 

2, respectively. The worst-case scenario of an eavesdropper 

appearing near the source node is considered. The network 

topology is shown in Fig 6. The total transmit power P of 30 

dBm and SNR of 10dB are used. Monte-Carlo simulations 

with 105 independent trials are performed for secrecy rate 

maximization. The OPA that maximizes the secrecy rate is 

found analytically. Finally, the simulations were presented to 

validate the analytical results. In the study of wireless 

communications, the path-loss coefficient varies in the range 

of 2 to 4, where 2 is for free space and 4 is for relatively lossy 

environments [30]. The scenario considered in this work falls 

between these limits, so a path-loss coefficient (L) of 3 is 

selected. Power allocation factors of 0.5 are used for the EPA 

strategy. The simulation parameters used are summarised in 

Table 2. Tables 3, 4 and 5 present the results of SRBJ, SBJ-T, 

and SBJ-UT jamming schemes, respectively, in terms of 

power allocation factors. The powers allocated to information 

and jamming signals at the source and relay are tabulated 

based on the power allocation factors, as illustrated in Figures 

2 and 3. Each table compares the iterative algorithms with the 

ES method and EPA strategy for symmetric and asymmetric 

relay positions. For the analysis, more source power is 

required as the distance between the source and the relay 

increases, and more jamming power is required in cases where 

the eavesdropper appears near the source. Optimization, 

which allocates more signal and less jamming power, is 

considered the best method.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6 Network topology 

 

Table 2. Simulation parameters 

 

 

 

 

 

 

 

 

 

Parameters Specification 

Total Power (P) 30 dBm 

Path loss coefficient (L) 3 

SNR 10 dB 

Power optimization factors:  

a, aS, aR 
0.5 for EPA 

Step size for ES algorithm  

(δ) 
0.05 

E 

(0,10) 

S D 

R R R 

Asymmetric 
case 1 

Symmetric case 
Asymmetric 

case 2 

(2,1) (5,1) (8,1) 

(0,0) (10,0) 

X 

Y 
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Table 3. Comparison table of SRBJ scheme 

Relay 

Position 

Optimization 

methods 

Power allocation factors PS PR 

a as ar 
Signal 

power 

Noise 

power 

Signal 

power 

Noise 

power 

Symmetric 

case 

N-M 0.5740229 0.4792337 0.4848957 0.27509 0.29893 0.20656 0.21942 

BFGS 0.5739846 0.4792757 0.4849550 0.27510 0.29889 0.20660 0.21941 

CG 0.5739837 0.4792762 0.4849537 0.27510 0.29888 0.20660 0.21942 

ES (δ = 0.05) 0.55 0.5 0.5 0.275 0.275 0.225 0.225 

EPA 0.5 0.5 0.5 0.25 0.25 0.25 0.25 

Asymmetric 

case 1 

N-M 0.1401137 0.3882902 0.5001550 0.05440 0.08570 0.43010 0.42980 

BFGS 0.1400652 0.3883303 0.5001297 0.05439 0.08567 0.43008 0.42986 

CG 0.1400975 0.3883019 0.5001165 0.05436 0.08564 0.43010 0.42990 

ES (δ = 0.05) 0.15 0.4 0.5 0.06 0.09 0.425 0.425 

EPA 0.5 0.5 0.5 0.25 0.25 0.25 0.25 

Asymmetric 

case 2 

N-M 0.9849943 0.5184048 0.4864313 0.51063 0.47437 0.0073 0.0077 

BFGS No Convergence 

CG No Convergence 

ES (δ = 0.05) 0.95 0.5 0.55 0.475 0.475 0.0275 0.0225 

EPA 0.5 0.5 0.5 0.25 0.25 0.25 0.25 
 

Table 4. Comparison table of SBJ-T scheme 

Relay Position 
Optimization 

methods 

Power allocation factors PS   

a as 
Signal 

power  

Noise 

power 
       PR 

Symmetric case 

N-M 0.5769554 0.4770439 0.27523 0.30172 0.42304 

BFGS 0.5769180 0.4770811 0.27524 0.30168 0.42308 

CG 0.5769177 0.4770811 0.27524 0.30168 0.42308 

ES (δ=0.05) 0.6 0.5 0.3 0.3 0.4 

EPA 0.5 0.5 0.25 0.25 0.5 

Asymmetric case 1 

N-M 0.1104253 0.4858369 0.05364 0.05678 0.88958 

BFGS 0.1104270 0.4858781 0.05366 0.05677 0.88957 

CG No Convergence 

ES (δ = 0.05) 0.1 0.5 0.05 0.05 0.9 

EPA 0.5 0.5 0.25 0.25 0.5 

Asymmetric case 2 

N-M 0.928745 0.5247478 1.3295     

BFGS No Convergence 

CG No Convergence 

ES (δ = 0.05) 0.9 0.5 0.45 0.45 0.1 

EPA 0.5 0.5 0.25 0.25 0.5 
 

The best relay position is at the centre of the network 

model as it has the same source‐relay SNR (γsr) and relay‐

destination SNR (γrd) and is thus named symmetric [16]. 

Asymmetric case is the case where γsr > > γrd or γsr < < γrd. In a 

symmetric case, the system allocates more or less the same 

power to source and relay; it converges after the required 

number of iterations, as seen in Tables 3, 4 and 5.  

Since the worst case of an eavesdropper near the source is 

assumed, the source has to allocate more power to the jamming 

signal. For the SRBJ symmetric case employing the N-M 

method, the power allocation to information and jamming 

signals at the source is 0.27509W and 0.29893W, respectively. 

Similar is the case with other jamming schemes. For the 

asymmetric case, the gradient-based optimization algorithms – 

BFGS and CG methods- are complicated and may fail to 

converge. A great variation among the source and relay powers 

can be seen in asymmetric cases.  

From the tables, it is seen that all the iterative algorithms 

converge in a symmetric relay position. Even though BFGS and 

CG methods allocate less jamming power for the symmetric 

case, they may not converge in asymmetric cases.  

Hence, the N-M method is considered a good choice for 

optimization since it converges at all times, irrespective of the 

relay position.
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Table 5. Comparison table of SBJ-UT Scheme 

Relay Position 
Optimization 

methods 

Power allocation factors PS 

PR 
a as 

Signal 

power 

Noise 

power 

Symmetric case 

N-M 0.5430821 0.3372396 0.18315 0.35993 0.45692 

BFGS 0.5430125 0.3373360 0.18318 0.35984 0.45698 

CG 0.5430136 0.3373357 0.18318 0.35984 0.45698 

ES (δ = 0.05) 0.55 0.35 0.1925 0.3575 0.45 

EPA 0.5 0.5 0.25 0.25 0.5 

Asymmetric case 

1 

N-M 0.2007138 0.3088237 0.06199 0.13872 0.79929 

BFGS 0.2007821 0.3088283 0.06200 0.13878 0.79922 

CG 0.2015353 0.3088287 0.06223 0.13930 0.79847 

ES (δ = 0.05) 0.2 0.3 0.06 0.14 0.8 

EPA 0.5 0.5 0.25 0.25 0.5 

Asymmetric case 

2 

N-M 0.8941012 0.3327613 0.29752 0.59658 0.1059 

BFGS No Convergence 

CG 0.8941001 0.332768 0.29753 0.59657 0.1959 

ES (δ=0.05) 0.9 0.35 0.315 0.585 0.1 

EPA 0.5 0.5 0.25 0.25 0.5 

  

 
(a) 

 

 

(b) 

 
(c) 

Fig. 7 Surface plots of secrecy in terms of power allocation factors for 

the symmetric case (a) SRBJ Scheme (b)  SBJ - trusted case  (c) SBJ – 

untrusted case 

The ES algorithm uses a minimum step size δ of 0.05. 

Although the ES method is the most straightforward of all 

search techniques and smaller step sizes could produce better 

results, this approach is computationally inefficient when 

tackling problems with increasing levels of complexity or 

higher dimensionality. The results of the ES algorithm are 

obtained by simulation. The surface plots for the symmetric 

case of different jamming schemes are presented in Figs. 7 (a), 

(b) and (c) respectively, where the optimum values are shown 

in the plots. Similar are the plots of asymmetric cases. In OPA, 

powers allocated to information and jamming signals depend 

on the relay and eavesdropper positions, whereas in EPA, 

equal powers are allocated irrespective of the relay and 

eavesdropper positions. Hence, 0.5 is used for a, as and ar in 

EPA. 
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Table 6. Complexity analysis of different optimization algorithms in terms of the average number of iterations 

SNR 

(dB) 

The average number of iterations (Symmetric case) 

SRBJ SBJ-T SBJ-UT 

N-M BFGS CG N-M BFGS CG N-M BFGS CG 

2 162 15 233 49 11 37 55 9 36 

4 106 10 115 53 8 44 55 10 31 

6 74 12 50 43 19 34 49 19 55 

8 74 16 41 43 26 29 49 15 30 

10 60 17 41 41 19 26 45 18 40 

12 76 20 33 45 14 24 51 26 42 

14 86 22 38 43 10 21 53 26 49 

16 82 22 36 43 12 21 53 10 99 

18 82 16 40 45 18 19 51 10 87 

20 86 15 40 41 13 19 51 10 64 

 

 The complexity of the optimization algorithms can be 

studied from the average number of iterations needed for the 

function convergence. The average number of iterations at 

various SNR values for different optimization techniques in 

the symmetric case is shown in Table 6. Although the 

gradient-based approach appears to have a lower level of 

complexity, sometimes, the non-linear function may fail to 

converge or produce results. The gradient-free method is the 

alternative solution in such cases.  

 From the perspective of the number of iterations for 

system convergence, the N-M method is the most complex as 

it requires more iterations, and BFGS is the least complex. The 

complexity of the CG method falls somewhere in the middle 

of the other two algorithms. The increased number of 

iterations shows the complexity of the method. More memory 

and processing time are required for sophisticated algorithms. 

SRBJ is a more complex jamming strategy than SBJ due to the 

increased number of computations involved. Table 6 

illustrates how the average number of iterations drops with 

SNR, showing less variation across all situations over 10 dB. 

Therefore, the minimum SNR needed for acceptable 

performance is set at 10 dB. Similar is the case with 

asymmetric relay positions. Sometimes, the system will not 

converge at a very low SNR for the asymmetric cases.   

       Table 7 compares the secrecy rate of different jamming 

schemes for different relay positions. The iterative algorithms 

produce better secrecy than conventional ES and EPA 

strategies. The system that does not converge is also 

mentioned in the table. Though SRBJ gives better secrecy 

performance than SBJ, it is complex. SBJ schemes, both 

trusted and untrusted, require only one jamming signal; hence, 

they are less secure and less complex than SRBJ. The 

untrusted scheme is always less secure than the trusted 

scheme. For the ES algorithm, the maximum secrecy rate is 

obtained by simulation. The secrecy rate for the symmetric 

case is shown in the surface plots of Figure 7. EPA shows 

fairly good performance only for the symmetric case. In 

asymmetric cases, the secrecy performance of the EPA is 

poor. From the table, it is seen that the variation of EPA with 

the iterative algorithm for the SRBJ case is 0.01229 

bits/sec/Hz only for the symmetric case, 0.13963 bits/sec/Hz 

for the asymmetric case 1 and 0.37955 bits/sec/Hz for the 

asymmetric case 2. Similar is the case with other jamming 

schemes.   

       Table 8 presents the statistical explanation of the trade-off 

between the convergence and complexity of iterative 

algorithms subjected to symmetric and asymmetric relay 

positions for SNR =10dB. The table shows that all the 

algorithms converge for symmetric relay positions, and only 

the N-M method works for asymmetric relay positions. All the 

algorithms tried and tested do not promise 100% convergence, 

nor do they ensure lesser complexity. If pursued based on 

convergence, N-M is the better algorithm but is substantially 

complex. Paradoxically, if pursued for a lesser complex 

algorithm, BFGS presents a superior option but does not 

ensure 100% convergence. In principle, there is a trade-off 

between convergence and complexity when considering 

different algorithms. 

       Figures 8, 9, and 10 show the variation of power 

allocation factors regarding SNR for different jamming 

schemes. It is obvious that the power allocation factors - a, as, 

and ar depends on the relay and eavesdropper position. The 

figures show that the N-M method exhibits more a, whereas 

the CG and BFGS gradient methods exhibit more as and ar for 

all the jamming schemes. The CG and BFGS methods show 

more or less the same performance. Although the variation of 

optimization parameters is much less, they considerably 

change the secrecy performance.
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Table 7. Comparison of the secrecy rate of different jamming schemes 

Relay positions 
Optimization 

methods 

Secrecy rate (bits/s/Hz) 
Inference 

SRBJ SBJ-T SBJ-UT 

Symmetric case 

Iterative algorithms 1.22609 1.22183 1.05721 

All converge ES  1.225 1.2204 1.023 

EPA 1.2138 1.2122 0.9675 

Asymmetric case 

1 

Iterative algorithms 1.00673 0.99631 0.78319 
No convergence for CG in the 

SBJ-T scheme 
ES  1.0024 0.9933 0.7823 

EPA 0.8671 0.8612 0.6089 

Asymmetric case 

2 

Iterative algorithms 1.33795 1.3295 1.03375 No convergence for BFGS & 

CG in the SRBJ and SBJ-T 

schemes, and BFGS in the 

SBJ-UT scheme 

ES  1.3345 1.3214 1.0334 

EPA 0.9584 0.9385 0.6896 

 

Table 8. Convergence vs. Complexity 

Jamming 

Schemes 

Optimization 

methods 

Convergence  

(Yes/No) 

Complexity  

(Average number of iterations) 

Symmetric 

case 

Asymmetric 

case 1 

Asymmetric 

case 1 

Symmetric 

case 

Asymmetric 

case 1 

Asymmetric 

case 1 

SRBJ  

N-M Yes Yes Yes 60 56 68 

BFGS Yes Yes No 17 18 --- 

CG Yes Yes No 41 49 --- 

SBJ-T   

N-M Yes Yes Yes 41 51 53 

BFGS Yes Yes No 19 21 --- 

CG Yes No No 26 --- --- 

SBJ-UT  

N-M Yes Yes Yes 45 47 57 

BFGS Yes Yes No 18 10 --- 

CG Yes Yes Yes 40 59 102 

 
Fig. 8 Variation of power allocation factors in terms of SNR for the SRBJ scheme. 
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Fig. 9 Variation of power allocation factors in terms of SNR for the SBJ-T scheme 

 
Fig. 10 Variation of power allocation factors in terms of SNR for the SBJ-UT scheme

6. Conclusion and Future Directions 
       Resource allocation is one of the most important issues in 

communication networks. This paper studied a performance 

comparison of different power optimization algorithms for 

cooperative jamming schemes to improve the secrecy 

performance of an AF relaying network with an external 

eavesdropper. The results show that the iterative algorithms 

offer greater secrecy than conventional methods, and EPA 

performs well only in symmetric relay positions. The iterative 

algorithms are evaluated in terms of convergence and 
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complexity. Further, it is observed that a trade-off exists 

between the convergence and complexity of the optimization 

algorithms. It is found that the gradient-based optimization 

methods are less complex than the gradient-free optimization 

methods. The method that allocates less power to the jamming 

signal and the one that requires fewer iterations for 

convergence is considered the best choice.  

 Hence, from the experimental results, it can be concluded 

that the Nelder-Mead method is the best option for 

convergence, whereas BFGS is the better choice for lesser 

complexity. The drawback of the BFGS algorithm is that it 

converges only for the symmetric relay position and may or 

may not converge for asymmetric relay positions. The 

performance of the CG method is somewhat mid-way between 

the two methods. So, it can be concluded that if the relay 

position is known, BFGS is a good option for symmetric cases, 

and N-M can be used for asymmetric cases. The different 

optimization methods used in the network can be applied to 

any cooperative network where the power allocation problem 

is a concern. 

       The four-node system model can be extended to the 

generalized case of a network scenario with multiple relays. 

The case of various eavesdroppers that can wiretap 

communication and the scenarios of colluding and non-

colluding eavesdropper cases can also be considered. Also, the 

algorithms can be used with other transmission protocols as 

well in cooperative communication. Although passive 

eavesdropping attacks are the main focus of current PLS 

research, active attack instances may be considered for further 

study. Also, analysis and implementation in real-world 

scenarios with varying noise levels, mobility of nodes, etc., 

can be considered for future work.
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