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Abstract - Wireless Sensor Networks (WSN) with changing environments are potentially vulnerable to various forms of 

threatening cyber-attacks, and they rely heavily on encryption and authentication techniques to tackle this problem. Because of 

the present changes in routing data, most prevalent routing algorithms face failure in characterizing harmful network nodes. 

Regarding the cybersecurity challenges of Internet of Things (IoT) devices, it’s a critical desire to identify novel approaches 

that improve the overall safety of WSNs. A problem that requires consideration is IoT device data storage and secure 

management. More existing determinations rely on a centralized framework, ecosystems are easy to interfere with, and data 

obtained from sensors are not authentic. Thus, this work presents a trustworthy and secure inter-correlated routing strategy that 

depends on the IoT-based blockchain, optimization algorithm, and deep learning techniques. The distributed routing data in the 

WSN is managed by the blockchain method, which achieves the best possible routing with the assistance of the Bald Eagle 

Search Optimization (BES) algorithm. The Deep Convolutional Neural Network (DCNN) algorithm makes effective routing 

decisions based on routing information variations among the nodes. The suggested routing strategy is carried out, and its 

efficacy is measured using latency, energy usage and throughput parameters. The suggested approach’s performance is 

enhanced to high efficiency, and it is evaluated for malicious attacks and delays. 

Keywords - WSN, IoT, BES algorithm, DCNN, Blockchain.

1. Introduction 
WSNs are wireless networks comprising multiple sensor 

nodes indicated for determining physical conditions in the 

surroundings [1-3]. WSNs are employed in various 

applications, including home automation, industrial, military, 

wellness, environmental protection, commerce and mobility 

[4, 5]. Each region can accommodate hundreds of 

applications. Communications among nodes are considered 

unreliable due to the reason of a secure wireless channel. To 

avoid such security breaches, authentication is essential. In 

WSN, data authentication enables the system to validate 

whether data has been delivered from an approved origin. It 

protects the authentic data from variations. Authentication is 

critical for WSN connection security [6]. While 

communication among the sensor nodes, authentication 

ensures that the origin node recognizes the node to which it 

delivered the data as an original node. Individual sensor nodes 

that have been authorized are permitted to link the network, 

and other nodes do not have the ability to do that. 

Unauthorized users are thereby prohibited from accessing the 

network in this manner [7-9]. 

IoT-based blockchain is an emerging technology that 

provides excellent secure outcomes in WSN. Solutions 

depending on blockchain and smart contracts are capable of 

performing network authentication and access control [10, 

11]. Although the WSN sensor nodes are considered to have a 

restricted amount of space, it is necessary to link the 

blockchain and WSN organized without raising energy 

consumption and surplus transactions for the purpose of 

exploiting the significant characteristics of blockchain to suit 

the WSN’s security needs [12, 13]. Threats in WSNs are 

typically recognized in two distinct manners: one through 

routing and the other through data. Routing attacks are carried 

out by selecting an improper path to the required protocol. The 
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malicious node will pick the most energetic route, for instance, 

if the routing protocol is selecting an energy-effective route 

[14-16]. This, in turn, shortens the lifecycle of the network, 

damages the energy of the majority of sensors, and raises the 

transmission frequency. Data threats occur when a malicious 

node plays with the encoded data in the package to make 

changes or to discover transmission data. The two factors that 

are having the biggest impact on WSN communication 

efficiency are data security and route security. 

There are several established methods for enforcing 

reliable routing. Some methods take into consideration the 

sensor’s power when determining which nodes throughout the 

path are reliable [17, 18]. The quantity of energy used for each 

transmission determines the potential remaining energy in the 

sensors. That allows for the measurement of node 

trustworthiness. Similar to this, some systems gather feedback 

from several intermediate nodes in order to determine the 

nodes’ level of dependability [19, 20]. Nevertheless, this 

extends the network maintenance costs and impacts 

transmission performance. Similarly, numerous algorithms 

are accessible, but their efficacy is not sufficient. Henceforth, 

this paper proposes an optimal routing method named BES-

optimized Deep CNN, which is used for the efficient 

transmission of data. Moreover, it offers high accuracy with 

minimized data losses for secured data transmission. The 

major contribution of this research is are the following: 

 This paper uses blockchain technology to put forward a 

determination for secured data transmission obtained 

from IoT devices. 

 A BES-optimized deep CNN routing system is presented, 

which assures energy-effective data transfer from one 

node to another. 

 This BES-optimized deep CNN ensures secure and 

dependable data transmission. 

 

2. Proposed System 
This work implements an IoT-based blockchain 

technology to ensure the stability and dependability of WSN 

path information. As illustrated in Figure 1, the 

data traceability and tamper-proof into the WSN is able to 

store additional data related to each node utilizing blockchain 

token transactions. 

 
The blockchain-based routing system is divided into two 

sections: a blockchain and a real routing network, which 

includes three types of organizations: server nodes, terminal 

devices and routing nodes. Each node links the terminals via 

its specific LAN and transfers packet data received from other 

routing nodes to particular destinations (targets). In the 

beginning, the information gathered from the IoT sensor is 

transmitted to the source terminal. 𝑅1. This 𝑅1 delivers a 

packet of data to the initial routing node 𝑅2, and the network 

routing 𝑅3 transmits these data to the next stage node 𝑅𝐷 using 

a deep learning-based routing rule. This deep learning model 

requests and accumulates state data essential to the routing 

network in continuous time. Each blockchain has an accurate 

consensus method to ensure the equity of transactions. PoA 

consensus technique is preferred here to boost transaction 

efficiency. The server and routing nodes are represented by 

the PoA-based blockchain network, which is classified into 

two categories: validator and minion. At this point in the work 

of the blockchain network, each server node is referred to as a 

validator, which also holds one blockchain address. It entails 

some specialized activities, such as verifyingemitting blocks, 

transaction block chains and implementing smart contracts. 

The minion differs from the validator, which performs 

responsibilities such as token contract, information transfer 

validation, and contract function activation. Lastly, the 

decision of the shortest path selection is verified using BES-

optimized DCNN, which is explained in depth in the following 

section. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1 IoT-based blockchain technology using optimized DCNN 
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2.1. Block Chain Network Procedure 

The blockchain network design is applicable to efficiently 

operate by modifying and sending information about network 

routing stored in smart contracts. Following that, the data 

contained in the smart contracts, including token, blockchain, 

and registration, is checked utilizing an approved server node 

and upgraded in the blockchain network. 

𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 1. 𝑅𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛 𝑐𝑜𝑛𝑡𝑟𝑎𝑐𝑡 

𝐼𝑛𝑝𝑢𝑡: 𝐵𝐶𝑎𝑑𝑑𝑎𝑛𝑑 𝑃𝐻𝑌𝑎𝑑𝑑  

𝑂𝑢𝑡𝑝𝑢𝑡: 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑒𝑑 𝑛𝑜𝑑𝑒 𝑅𝑛 

1 𝑀𝑎𝑝: 𝐵𝐶𝑎𝑑𝑑 = 𝑃𝐻𝑌𝑎𝑑𝑑  

2 𝑆𝑡𝑎𝑡𝑒: 𝐵𝐶𝑎𝑑𝑑 = 𝑍𝑒𝑟𝑜/𝑜𝑛𝑒 

3 𝑊ℎ𝑖𝑙𝑒 𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐 𝑚𝑒𝑎𝑛𝑠 𝑑𝑜
/𝑡𝑟𝑖𝑔𝑔𝑒𝑟 𝑡ℎ𝑒 𝑐𝑜𝑛𝑡𝑟𝑎𝑐𝑡 𝑐𝑎𝑙𝑙 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑠/ 

4 𝑅𝑛 = 𝑍𝑒𝑟𝑜 

5 𝐼𝑓 𝑠𝑡𝑎𝑡𝑒 (𝐵𝐶)  =  𝑂𝑛𝑒: 𝑡ℎ𝑒𝑛 

6 𝑆𝑡𝑜𝑝/𝑅𝑛 𝑖𝑠 𝑠𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑒𝑑  

7 𝐸𝑙𝑠𝑒 

8 𝑚𝑎𝑝 (𝐵𝐶𝑎𝑑𝑑) = 𝑃𝐻𝑌𝑎𝑑𝑑  

9 𝑆𝑡𝑎𝑡𝑒 (𝐵𝐶𝑎𝑑𝑑) = 𝑜𝑛𝑒 

10 𝑇ℎ𝑒 𝑅𝑛 𝑖𝑠 𝑠𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦 𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟𝑒𝑑 

11 𝑒𝑛𝑑 𝑖𝑓 

12 𝐸𝑛𝑑 𝑤ℎ𝑖𝑙𝑒 

By connecting the whole server nodes in the system, the 

physical address (𝑃𝐻𝑌𝑎𝑑𝑑) of all routing nodes has been 

entered in the registration contract. Algorithm 1 explains the 

process to set up the contract’s server nodes. The registration 

contract’s localization phase gives knowledge about the 

nodes, including the probability that the nodes are currently 

registered. Whenever an additional network node must be 

registered, the structure is active, and the registration contract 

is transmitted. The registration contract first verifies to 

determine whether the blockchain location already exists in 

the statemap. If the state mapping is “one”, then the 

blockchain address (𝐵𝐶𝑎𝑑𝑑) have been existing, indicating that 

the required node has been assigned. If the state mapping is 

“zero,” registration of the node (𝑅𝑛); 𝑛 =  1,2, . .. is capable 

of being completed satisfactorily. 

2.1.1. Block Chain Transaction Steps 

In the routing node 𝑅𝑛, initially fix the no.of packets as ℎ. 

Likewise, in the routing node𝑅1, the no.of packets is 𝑠, 
therefore 𝑇𝐵𝑅𝑖 =  ℎ 𝑎𝑛𝑑 𝑇𝐵𝑅𝑗  =  𝑠. In the beginning, the m 

packets data to the next stage routing ( 𝑅2). While transferring 

the packets, the routing node  𝑅𝑛 delivers the transfer data to 

the contract of the token. The transfer function provides data 

related to state changes, such as the amount of packets 

transported, the next node, etc. Following the arrival of'𝑚′ unit 

packets, the token amount of discharge′𝑛′ and the  𝑅2 to the 

blockchain network via the message on the token 

contract.′𝑚′ is the no. of packets obtained by the routing 

node 𝑅2. The token contract checks whether′𝑚 =  𝑚′ after 

getting the confirm message. By authenticating the approved 

server for transferring the node conversion to the block chain 

network, the PoA consensus process successfully finishes 

these token transactional procedures. Unauthorized activities 

are disregarded and not published in the blockchain network, 

which results in no data loss. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Fig. 2 Transaction of token 
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Each transaction recorder in Figure 2 is equipped with the 

timestamp, route address at each hop, token name, and number 

of tokens communicated. Furthermore, the backup for token 

transaction data for obtainable accountability is contained 

throughout the complete server node and routing node. Thus, 

in this network,  𝑅𝑛 has a chance to acquire and compose a 

claim of routing data periodically based on the routing 

planning model. This network routing algorithm provides the 

current routing algorithm with a reliable basis for routing. 

Additionally, an improvement to the suggested model is 

required for the routing information to be used effectively. 

Therefore, the DCNN is used for monitoring any 

modifications in the routing data and for choosing the best 

routing options to enhance the implementation and flexible 

functioning of the block chain routing planning model. 

2.1.2. Deep Convolutional Neural Network 

This section describes the route-organizing procedure 

carried out by the suggested DCNN using the routing data 

collected from the aforementioned blockchain structure. The 

quantity of tokens moved, the time stamp, the number of 

tokens still present, and the location of the arrays through 

which the information passed constitute the total data the 

machine learning algorithm receives from the blockchain 

network. Here, a DCNN has been implemented to accurately 

choose the best route paths. ‘Deep’ refers to the convolution 

network layer. By performing the filter over the raw data and 

training the CNN to recognize harmful nodes, the feature map 

is produced. Conventional techniques, such as residual 

networks, neural networks and others, are used to identify 

routing paths that are congested, far away, or delayed. 

However, by taking into consideration the constantly 

changing, worldwide, and reliable routing information 

collected from the blockchain surroundings, the suggested 

DCNN is used to determine the routing connection in the 

correct way. This method comprises four steps for selecting 

the best routing links, including initialization, update, and 

selection and training stages (Figure 3). 

 
 

 

 

 

 

 

 

 

 

 

 

Fig. 3 Training process of DCNN 
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2nd Stage: Updating 

At this stage, the routing choices have been corrected 

depending on the information gathered, the shortest hop path 

is chosen, and finally, the decision between all the routers is 

made. In this router, the CNN is trained using the least hop 

routing data, and an appropriate route is selected faster than 

traditional routing systems. To choose the best path for data 

transmission, the DCNN-based blockchain model appears to 

track network activity constantly and upgrade the routing path 

parameter values. Within a given time 𝑇, both the network 

traffic and the route information are modified. Every router 
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value increases the likelihood that the router intends to send 

the data packet effectively. Similarly, a shorter queue length 

raises the probability of efficient data transfer with no packet 

loss. Finally, a collection of updated training sets is optimum. 
 

3rd Stage: Routing Decision and Path Selection 

The basic goal of DCNN is to maintain track of any 

network traffic on the paths and to modify them when an 

invalid path to transport a data packet has been identified. The 

next neighbour path is going to be selected by the NN to 

confirm the existence of congestion, queue length, etc. Lastly, 

a viable route that won’t cause congestion or take extra time 

to get there while avoiding packet loss is picked. 
 

4th Stage: Training 

The system is trained during the training stage, which also 

improves the updating phase routing choice and determines 

the congestion mode for every possible combination of 𝑐. 
Deep CNN develops after gathering the data during the 

upgrading stage, per the path’s combination 𝑐. Learned 

DCNNs are utilized to make the routing decision during the 

update phase.DCNN provides more accurate and efficient 

routing decisions with less packet loss. In order to tune the 

parameter of DCNN optimization is required, this paper uses 

the BES algorithm for tuning the DCNN parameter. The 

following section gives a brief summary about the BES 

optimization algorithm. 
 

2.2. BESO Algorithm 

BES is a brand-new meta-heuristic optimization method 

that gets inspiration from nature and mimics bald eagle prey 

hunting behaviour. There are 3 stages to this technique. The 

bald eagle selects the optimal location, which is the quantity 

of food during the initial stage (selecting space). The eagle 

looks for prey within the defined region during the 2nd stage 

of its search (hunting in space). The eagle swings from the 

optimal location acquired in the 2ndstage to the ideal hunting 

location in the 3rd stage (swooping). 
 

2.2.1. Space Selection 

At this point, new positions are going to be established 

via the equation below. 

 𝑃𝑛𝑒𝑤(𝑖) = 𝑃𝑏𝑒𝑠𝑡 + 𝑎. 𝑟(𝑃𝑚𝑒𝑎𝑛 − 𝑃(𝑖))        (1) 
 

Where 𝑃𝑏𝑒𝑠𝑡  the optimal location is achieved, 𝑃𝑚𝑒𝑎𝑛 is the 

average location, and 𝑟 is a random number, 𝑃𝑛𝑒𝑤(𝑖) is the 𝑖 −
𝑡ℎ entirely produced location, and 𝑃𝑏𝑒𝑠𝑡 , is the finest position 

achieved. Every new position’s fitness will be assessed, and if 

a new position (𝑃𝑛𝑒𝑤) offers a superior fitness than that offered 

by the 𝑃𝑏𝑒𝑠𝑡 , that new location is chosen as the 𝑃𝑏𝑒𝑠𝑡 , 
 

2.2.2. Searching in Space 

This method adjusts the location of eagles within this 

search space while assuming the suitable search space ( 𝑃𝑏𝑒𝑠𝑡). 
The formulation of the upgrading model is as described below: 

𝑃𝑛𝑒𝑤(𝑖) = 𝑃(𝑖) + 𝑦(𝑖). 𝑃(𝑖) − 𝑃(𝑖 + 1)) + 𝑥(𝑖). (𝑃(𝑖) −
𝑃𝑚𝑒𝑎𝑛)       (2) 

Where 𝑃𝑛𝑒𝑤(𝑖) denotes the 𝑖 − 𝑡ℎ currently produced 

location, 𝑃𝑚𝑒𝑎𝑛 is the mean location, and 𝑥 𝑎𝑛𝑑 𝑦 denotes the 

direction of the 𝑖 − 𝑡ℎ position correspondingly. 

{
 
 

 
 𝑥(𝑖) =

𝑥𝑟(𝑖)

max(|𝑥𝑟|)
: 𝑥𝑟(𝑖) = 𝑟(𝑖). sin (𝜃(𝑖))

𝑦(𝑖) =
𝑦𝑟(𝑖)

max(|𝑦𝑟|)
: 𝑦𝑟(𝑖) = 𝑟(𝑖). cos(𝜃(𝑖))

𝜃(𝑖) = 𝑎, 𝜋, 𝑟𝑎𝑛𝑑; 𝑟(𝑖) = 𝜃(𝑖). 𝑅. 𝑟𝑎𝑛𝑑

   (3) 

Where 𝑅a parameter in the range is used to define the 

number of search cycles, and 𝑎 is a control variable that 

determines the angle among point searches in the centre of the 

field, taking value in the range [5, 10]. The new location’s 

fitness value is evaluated, and the  𝑃𝑏𝑒𝑠𝑡  value adjusted in 

accordance with the outcomes. 

2.2.3. Swooping 

Using the best possible location, eagles move towards 

their intended prey during this phase. The following is how the 

hunting model is provided: 

𝑃𝑛𝑒𝑤(𝑖) = 𝑟𝑎𝑛𝑑.  𝑃𝑏𝑒𝑠𝑡 + 𝑥1(𝑖). (𝑃(𝑖) − 𝐶1. 𝑃𝑚𝑒𝑎𝑛) +

𝑦1(𝑖). (𝑃(𝑖) − 𝐶2.  𝑃𝑏𝑒𝑠𝑡)     (4) 

Where 𝑥1 𝑎𝑛𝑑 𝑦1 are directional dimensions and 

𝐶1 𝑎𝑛𝑑 𝐶2are random values [1, 2] it can be described as, 

𝑥1(𝑖) =
𝑥𝑟(𝑖)

max(|𝑥𝑟|)
: 𝑥𝑟(𝑖) = 𝑟(𝑖). sin (𝜃(𝑖))

𝑦1(𝑖) =
𝑦𝑟(𝑖)

max(|𝑦𝑟|)
: 𝑦𝑟(𝑖) = 𝑟(𝑖). cos(𝜃(𝑖))

𝜃(𝑖) = 𝑎, 𝜋, 𝑟𝑎𝑛𝑑; 𝑟(𝑖) = 𝜃(𝑖)

   (5) 

This technique is shown in Figure 4 to make it easier to 

see and understand. 𝑁𝑝𝑜𝑝Represents the population size, and 

𝑀𝑎𝑥𝐼𝑡𝑒𝑟 represents the maximum number of iterations. The 

shortest routing path was successfully determined using 

DCNN optimized BES algorithm. 

3. Results and Discussion 
The recommended BES-optimized DCNN routing 

scheme’s effectiveness assessment and evaluation are 

examined here.  

By contrasting it to traditional routing and meta-heuristic 

techniques like PSO and SSO-DCNN, as well as metrics 

like drop, delay, energy consumption, latency and throughput 

overhead, the effectiveness of the IoT-

based Blockchain routing approach is verified by the presence 

of threatening nodes.  

The obtained outcomes show that the proposed method is 

highly effective than conventional approaches such as PSO 

[21] and SSO-DCNN [21]. Table 1 describes the parameters 

for the suggested IoT-based blockchain technology system. 
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Fig. 4 Flowchart of proposed BESO algorithm 

Table 1. Parameter description 

Parameter Size 

RAM 16 GB 

Simulator NS2 

CPU 2.6 GHz 

Storage 16GB 

Blockchain 5s 

 

3.1. Packet Delay 

Figure 5 compares the overall duration of the proposed 

BESO-DCNN method to those of PSO and SSO-DCNN. The 

graph demonstrates that other optimization methods lag 

behind the BESO-DCNN approach significantly. The BESO-

DCNN technique is superior to the other protocols because it 

delivers packets to their destinations faster. 
 

 
Fig. 5 Packet delay 

3.2. Average Delivery Ratio 

Figure 6 compares the proposed BESO-DCNN with PSO 

and SSO-DCNN-based blockchain routing techniques in the 

presence of harmful nodes regarding average packet delivery 

ratio. As a result, the average delivery ratio for the suggested 

BESO-DCNN-based PoA BC routing method is strengthened, 

and likewise, for different numbers of nodes, the BESO-

DCNN technique performs much better than the PSO and 

SSO-DCNN. 

 
Fig. 6 Average delivery ratio 

3.3. Packet Drop Ratio 

In the appearance of unauthorized nodes, Figure 7 

analyses the packet drop of the recommended BESO-DCNN 

with PSO and SSO-DCNN-based BC routing techniques. 
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Therefore, compared to the PSO and SSO-DCNN-based 

blockchain routing method, the suggested BESO-DCNN 

exhibits a lower packet drop with a notable improvement. 

 
Fig. 7 Packet drop ratio 

3.4. Energy Consumption 

The total amount of energy a network uses to transfer 

packets among nodes is referred to as energy consumption. 

Figure 8 compares the PSO and SSO-DCNN algorithms with 

a proposed BESO-DCNN method. The line graph 

demonstrates that the SSO-DCNN algorithm consumes 

maximum energy than the other methods. However, the 

BESO-DCNN algorithm reduces the routing protocol and 

energy usage to a certain extent. When compared to all the 

other protocols, the BESO-DCNN algorithm uses the least 

amount of energy. In comparison to previous protocols, the 

suggested algorithm is more effective. 

 
Fig. 8 Energy consumption 

3.5. Average Latency 

The latency of a network using blockchain technology is 

the interval among the submission of a transaction and the 

network’s verification of that, while the latency of a swap is 

the interval during which the network processes the 

transaction.  

Figure 9 illustrates the comparison of average latency 

analysis. From the graph representation, it is clear that the 

proposed algorithm achieves lesser latency compared to the 

other two approaches, i.e. PSO and SSO-DCNN. Thus, the 

suggested BESO-DCNN is more effective than other 

protocols.   

 
Fig. 9 Average latency 

3.6. Throughput 

The throughput evaluation of the proposed BESO-DCNN 

algorithm is shown in Figure 10, along with conventional 

approaches such as PSO and SSO-DCNN. The graph clearly 

shows that the proposed approach significantly increases 

throughput compared to the protocol. 

 
Fig. 10 Throughput 

3.7. Overhead 

The overhead evaluation of the suggested BESO-DCNN 

with PSO and SSO-DCNN-based BC routing scheme is shown 

in Figure 11. The suggested technique’s average overhead is 

1000 p/s, compared to the other two techniques, with an 

average overhead of 1200 p/s and 1400 p/s. 

The BESO-DCNN-based PoA blockchain routing system 

is significantly better in moving packets, and it replicates with 

network circumstances in the routing surroundings, according 

to the aforementioned evaluation of performance. 

 
Fig. 11 Overhead 
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4. Conclusion 
This research proposes an efficient routing technique 

based on BESO-DCNN and an IoT-based Blockchain 

distributed system framework. Each route is planned 

following the verification from the validator nodes, according 

to the PoA consensus Blockchain approach. The routing path 

and node information are collected by upgrading all of the 

information in the blockchain network’s contracts without 

producing path traffic or harmful nodes. The DCNN technique 

makes routing decisions with the help of the BESO algorithm, 

selecting the best path from the DCNN findings. In addition, 

the suggested structure concentrates on the shortest and most 

energy-efficient routing chains with optimal decisions. At 

large network sizes, the suggested technique reduces routing 

overheads and communication expenses. Moreover, 

employing blockchain technology enables safe and 

dependable data routing. The attained outcomes clearly show 

that the proposed framework is more efficient than other 

conventional techniques. 
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