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Abstract - The relevance of the study is determined by the need to ensure stable Quality of Service (QoS) and efficient resource
use in multi-domain telecommunication systems. Current approaches do not take into account traffic dynamics, load
fluctuations, and inter-domain interaction in 5/6G architecture. The aim of the study is to develop a model for dynamic resource
allocation in the Satellite Quantum Channels (SQC) — Fiber Optic Cores (FOC) — 5/6G hybrid architecture based on end-to-
end cognitive orchestration, taking into account inter-segment dependencies, channel parameters, and QoS requirements. The
study employed the following methods: model conceptualization, model detailing, evaluation of known methods, comparative
analysis, advancing hypothesis, hypothesis justification, calculation for hybrid methods, and ranking of solutions. The results of
the study demonstrated the appropriateness of implementing Al-Driven End-to-End Resource Orchestration in the SOQC — FOC
— 5/6G multi-segment architecture. The method demonstrated the best values: E2E latency — 0.890; throughput — 0.902; packet
loss rate — 0.972; channel utilization — 0.976; blocking probability — 0.893; policy robustness — 0.813. The academic novelty is
the first-proposed Al-Driven End-to-End Resource Orchestration model for cognitive resource allocation in the SQC — FOC
— 5/6G hybrid network, which consistently optimizes channel parameters taking into account inter-segment dependencies,
Quantum Bit Error Rate (QBER), Quantum Key Distribution (QKD) throughput, Open Broadcaster Software (OBS)/ Wavelength
Division Multiplexing (WDM), beamforming, and network slicing. Further research may focus on the development of cognitive
cross-domain-oriented dynamic resource orchestration systems capable of providing adaptive management of spectrum, power,
and time slots in hybrid communication architectures with end-to-end integration of SQC, FOC, and 5/6G domains.

Keywords - Hybrid Network, Cognitive Orchestration, Quantum Communication, Resource Efficiency, End-To-End
Optimization, Qos Guarantees, Dynamic Management.

orchestration systems that take into account the full SQC —
FOC — 5/6G stack and optimize network performance under
high variability and multi-domain interaction.

1. Introduction
Current exponential growth in traffic volumes, latency,
and security requirements, especially in the context of critical

applications (eHealth, automated management, quantum-
secure transactions), necessitates the transformation of
traditional telecommunication architectures. Hybrid optical
satellite networks combining SQC, FOC, and next-generation
mobile segments (5/6G) are considered a promising
infrastructure to ensure end-to-end QoS and a high level of
data protection through the use of QKD mechanisms,
beamforming, and network slicing. The complexity of
coordination  between heterogeneous segments, the
heterogeneity of channel parameters, and the variability of the
load, however, require the creation of cognitive mechanisms
for resource management. Therefore, the academic interest is
focused on the study of hybrid approaches to dynamic
resource allocation, which are able to provide adaptive inter-
segment synchronization of bandwidth, power, and
transmission time using Artificial Intelligence (Al). In this
context, it is appropriate to develop and analyze end-to-end

OSOE)

1.1. Research Gap

This research on next-generation communication systems
predominantly focuses on domain-specific optimization (e.g.,
optical transport, radio access, or SDN-based control) or
limited cross-domain integration, without addressing full end-
to-end coordination. Existing approaches fail to incorporate
the interdependencies between heterogeneous segments,
particularly  in hybrid environments ~ combining
Quantum (SQC), Optical (FOC), and 5/6G networks.
Moreover, critical parameters such as QBER, QKD
throughput, cross-segment latency, and dynamic traffic
variability remain insufficiently integrated into unified
resource management models. As a result, there is a lack of
comprehensive frameworks capable of ensuring coherent,
adaptive, and globally optimized resource orchestration across
all network layers.

AT This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)


http://creativecommons.org/licenses/by-nc-nd/4.0/

Vasyl Voloshyn et al. / IJECE, 13(5), 206-223, 2026

1.2. Problem Statement

The core problem addressed in this study is the absence
of an effective end-to-end cognitive resource orchestration
mechanism for hybrid multi-segment communication
architectures. Existing solutions do not provide synchronized
control over bandwidth, latency, energy consumption, and
security parameters across SQC, FOC, and 5/6G domains
under dynamic network conditions.

This limitation leads to inefficiencies in resource
utilization, degradation of QoS/QoE, and the inability to meet
the stringent performance requirements of next-generation
networks. Therefore, there is a need to develop an integrated
orchestration model capable of adaptive, real-time
optimization of network resources across heterogeneous
communication segments.

The aim of the research is to develop and substantiate an
effective model for dynamic network resource allocation in a
hybrid optical satellite telecommunications architecture SQC
— FOC — 5/6G based on end-to-end cognitive orchestration,
which provides adaptive optimization of bandwidth, time
slots, and transmission power taking into account inter-
segment dependencies, quantum channel parameters (QBER,
QKD throughput), transport delay, queue loading, and QoS
requirements of the mobile domain.

The aim was achieved through the fulfillment of the
following research objectives:
Create a conceptual  model
telecommunications  architecture
integration of SQC, FOC, and 5/6G.
Detail the functional-structural model of end-to-end data
transmission through the SQC — FOC — 5/6G segments.
Calculate technical and operational metrics of known
segment-specific resource allocation methods.
Conduct a comparative analysis of the effectiveness of
segment-oriented methods based on multi-criteria
QoS/QoE metrics.
Advance a hypothesis about the need for end-to-end
cognitive management in multi-segment networks.
Justify the appropriateness of using hybrid methods of
orchestrating SQC — FOC — 5/6G network resources.
Calculate technical and operational metrics for five
hybrid strategies of dynamic resource allocation.
Perform a comparative ranking of hybrid methods to
determine the most effective approach to resource
management.

of
with

a hybrid

sequential

The conceptual framework was formed by reviewing
current relevant publications. Ntontin et al. [1] justify the
integration of SQC, FOC, and 5/6G as a basis for global secure
communication, emphasizing the synergy of Low Earth Orbit
(LEO) satellites, quantum networks, and Al-optimized
channels in the post-2030 environment. Aldrin Joan Pandian,
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Mangal, Lakshmi, and Jasmine Selvakumari Jeya [2] focused
on the management of such systems, who identified Al as a
key component of managing Terahertz (THz) connections in
6G networks. In interaction with SQC and FOC, 6G is seen as
an adaptive environment for scalable and secure data
transmission.

Aldrin Joan Pandian et al. [2] identify Al as the key to
managing THz connections in 6G, where the network, in
combination with SQC and FOC, acts as an adaptive platform
for secure data distribution.

In turn, Siddiky, Rahman, Uzzal, and Kabir [3] consider
6G as an environment for superconvergence of SQC, FOC,
and THz networks with the transition to information-centric
architectures with built-in security.

At the same time, Nande et al. [4] proposed Quantum
Nonlinear Synchronization (QNS) for subnanosecond time
coordination between SQC, FOC, and 5/6G, which is critical
for the speed and reliability of next-generation networks.

Yang et al. [5] studied the environment for integrating
SQC, FOC, and 5/6G, who considered the Space-Air-Ground
Integrated Network (SAGIN) architecture as a dynamic access
platform with secure and efficient resource allocation.

Suriya et al. [6] held the same position, who proved that
achieving Ultra Reliable Low Latency Communications
(URLLC) in 6G is possible only provided the integration of
SQC, FOC, and 5/6G into a multi-layer architecture with
heterogeneous node interaction.

Minoli & Occhiogrosso [7] further revealed advances in
quantum technologies, who emphasized the role of “cat
qubits” and quantum error correction in the creation of
scalable networks capable of combining SQC, FOC, and 5/6G
through a secure quantum internet infrastructure.

Narnavaram & Lo [8] explored other aspects of the
development of quantum technologies, which justify the
appropriateness of using Quantum Approximate Optimization
Algorithm (QAOA), quantum sensors, and QKD to optimize
efficiency, energy conservation, and security in 6G satellite
networks with the integration of SQC, FOC, and 5/6G.

Urgelles et al. [9] explored the problems of assessing the
quality of future quantum networks, emphasizing the need to
review efficiency metrics and optimization approaches in 6G
systems with the integration of quantum technologies.

Alshaer & Ismail [10] demonstrated optimism regarding
the development of quantum technologies, who analyzed the
potential of their integration into 6G to enhance security and
throughput, focusing on the challenges of coordination with
SQC, FOC, and 5/6G.
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A comprehensive synthesis of recent academic sources
reveals the progressive development of both conceptual and
technological foundations for integrating SQC, FOC, and
5/6G  into unified multi-segment  communication
architectures. The reviewed studies collectively emphasize
heterogeneous orchestration mechanisms, Al-driven routing
and control, high-precision synchronization (including
quantum timing), fault-tolerant quantum processing, and the
transition toward Information-centric and THz-enabled
communication paradigms.

Furthermore, the literature highlights critical enablers
such as QKD-based security, dynamic spectrum management,
and cross-layer optimization techniques across physical,
transport, and access domains. However, despite these
advances, existing research remains fragmented, primarily
addressing isolated components or partial integrations without
achieving full end-to-end coordination.

Given the inherent complexity of multi-segment
environments, dynamic topology variability, and stringent
QOS/URLLC requirements, there is a clear need for next-
generation adaptive and intelligent resource management
frameworks capable of ensuring coherent, scalable, and
resilient network operation.

2. Research Method
2.1. Research Design
The research design is presented below (Figure 1).

Conceptualization of a
model for hybrid ;
satellite-optical
networks

Detailing the model of
hybrid optical satellite
networks

Comparative analysis of
technical and
S operational metrics of
segment-specific
dynamic resource
allocation methods

\4

Calculation of technical
and operational metrics
of known methods of
dynamic network
resource allocation

\4

Hypothesising the need
for end-to-end cognitive >
resource orchestration in

hybrid networks

Substantiation of the
hypothesis

\4

Calculation of technical

and operational metrics Comparative ranking of

for hybrid methods of |—> | hybrid dynamic resource
dynamic network allocation methods
resource allocation

Fig. 1 Multi-iteration research design
Source: created by the authors

2.2. Methods
The study employed the following methods:
1. Conceptualization of the model of hybrid optical satellite

networks. The method involves formalization of the
architecture with integration of SQC, FOC, and 5/6G
segments for end-to-end data transmission.

2. Detailing of the model of hybrid satellite-optical
networks. The detailing of the model specifies the
architecture of the multi-segment data transmission
system SQC — FOC — 5/6G.

3. Calculation of technical and operational metrics of known
methods of dynamic allocation of network resources. The
method involves calculation of normalized technical and
operational metrics of segment-specific approaches in
SQC — FOC — 5/6G based on QoS, resource efficiency,
scalability, and cryptographic stability, taking into
account the load parameters and channel quality.

4. Comparative analysis of technical and operational metrics
of segment-specific methods of dynamic resource
allocation. The method involves a multi-criteria
comparison of normalized performance metrics of
segment approaches to resource allocation in the SQC —
FOC — 5/6G system in terms of QoS, scalability, energy
efficiency, and resilience.

5. Advancing a hypothesis regarding the need for end-to-
end cognitive resource orchestration in hybrid networks.
The method is based on a critical analysis of the
limitations of isolated segment approaches to resource
allocation in the SQC, FOC, and 5/6G domains.

6. Substantiation of the hypothesis. The method involves
formalizing the requirements for end-to-end resource
management and substantiating hybrid methods for
bandwidth, time, and power orchestration, taking into
account topology, QKD parameters, and intersegment
dependencies.

7. Calculation of technical and operational metrics for
hybrid methods for dynamic network resource allocation.
The method involves quantitative evaluation of five
hybrid traffic management strategies in SQC — FOC —
5/6G by normalized calculation of 21 technical and
operational metrics according to a multi-criteria system.

8. Comparative ranking of hybrid methods of dynamic
resource allocation. The method is based on a multi-
criteria analysis of normalized metrics in SQC — FOC —
5/6G, which identifies the most effective approach to
dynamic resource allocation.

2.3. Sample

The sample consists of dynamic resource allocation
methods relevant to the SQC — FOC — 5/6G data
transmission chain in hybrid optical satellite networks for
5/6G, which were considered in the context of this study and
are described below — Table 1.

2.4. Instruments

Technical and operational metrics for assessing resource
allocation were used as tools in this research, reflecting the
performance, adaptability, stability, and efficiency of the
studied hybrid optical satellite networks for 5/6G — Table 2.
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Table 1. Dynamic resource allocation methods relevant to the SQC — FOC — 5/6G data transmission chain in hybrid optical satellite networks for

5/6G
Hybrid optical Dynamic resource The essence of the Relevant research and detailed
satellite network allocation methods method analysis
segment for 5/6G
QKD-aware Bandwidth E’;SZ%WIdth on aIIocStE)S Alia et al. [11]; Nejabati, Wang,
Allocation performance Kanellos & Simeonidou [12]
. Adaptive route selection | Nguyen, Hunt, Horton, Nguyen &
(E)ntt?Pn%lzZrtri]gzt Routing for entangled states | Liu [13]; Abane, Cubeddu, Mai &
P between nodes Battou [14]
SQC Transmission scheduling Kim, Kwak, Jung & Kim [15]
Quantum Channel Quality- | based on QBER, Williams I5ani rgh McGre or'
based Scheduling attenuation, and photon ' grany, 9
loss & Towsley [16]
. . Channel allocation based | Chang, Wan, Lin, Xue & Sen [17];
'IZES nmel?]}(/namlc Link on satellite movement | Meng, Hu, Chen & Kang [18];
g and coverage changes Turovsky et al. [19]
. . Dynamic allocation of | Vasundhara & Mandloi, [20];
Elastic Optlct_al Network spectral slots and | Hamidja, Koffi, Tiekoura, Adama
(EON) Allocation
wavelengths & Babri [21]
Traffic-aware Optical Burst ﬁ:?f?glve ?r?t%re%téo?ic?; Al Musalhi & Zebari [22]; Zhao et
Switching (OBS) packets to reduce Iafency al. [23], Kremenetska et al. [24]
FOC Optical route selection . .
Latency-Constrained with  consideration of Wang et aI._ [25]; qufaeIh:
. - Amato, Monti & Tonini [26];
Lightpath Selection end-to-end latency for K |
critical data Kremenetska et al. [27]
Bonding
i . quantum/satellite QoS | Mohammadani et al. [28]; Patil,
Cross-layer QoS Mapping classes to optical | Satre, Chavan & Kharade [29]
channels
QoS-Aware Dynamic | Adaptive frequency .
Spectrum Allocation | allocation in THz/mm Ifsootiyﬁz,r]l?r\a;\s;lgﬁva&% Chrysikos
(DSA) bands for URLLC/eMBB ’ g
Resource allocation . . )
Al-based Slice Resource | between 5G/6G network Bgﬁf&;l Slngthla(a:\i/llshra A[zsri:!
Management Eggeez sorﬁ:%/ilonr?s on Al Jorswieck & Erol-Kantarci [33]
5/6G -
End-device-level
UE-Centric Beamforming | scheduling taking into .
Scheduling account  traffic  and Park etal. [34]; Zhang et al. [37]
channel conditions
Change of MAC .
Hybrid MAC Layer | priorities depending on Ezrama:/la?]:jeflilli. g 6\]/’isv\\iz:1(ﬁ[:;en,
Prioritization data  received from [37]’
SQC/FOC

Source: created by the authors
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Table 2. Technical and operational metrics for assessing resource allocation in hybrid optical satellite networks for 5/6G

Metrics

Brief description

Mathematical formula

Quality of service metrics (QoS / QOE)

Lotar = Z, [ %J

where 6{1’ 2’3} — corresponds to segments: 1 =
End-to-End Total delay between sender and L
Latency receiver across all segments (ms/s) | SQC, 2 = FOC, 3 = 5/6G; ™ — average queue length
in the '™ segment (e.g., in packets); Pi _load factor
(incoming traffic to bandwidth ratio) in the | segment;
Ri i segment bandwidth (in packets/s or bits/s)
1 —\2
‘Jtotal = WXZ(Iﬂ _L) 7
Jitter Inter-packet delay variation is L ) —
critical for real-time applications. | where 7 —delay of the | ™ packet; L —average delay
value for all packets; N _ total number of measured
packets
D
Ttmal — success
Sy
The amount of data successfully =,
Throughput transmitted over a channel per unit where Dy ccess _ total volume of successfully

of time (bit/s, Gb/s)

transmitted data (in bits or packets); t — time of data
passing through the I'th segment (SQC, FOC, 5/6G), s

Packet Loss Rate

Fraction of lost or dropped packets
(%) because of buffering or
channel errors

PLR,. =1—1:[1— PLRi)

where PLR; — the fraction of lost packets in the I'th

segment (SQC, FOC, 5/6G) determined by using the
formula:
(Nlost)|

PLR, =
1 (N

sent Jj
1

N
lost _ pnumber of lost packets; et — total number
of sent packets

Bit Error Rate /
OQBER

For SQC - probability of errors in
the quantum channel

BER(QBERxMI=1—Ij(1—BER(QBER%)

BER(QBER)

where i — probability of bit error

(quantum bit error) in the I'th segment (SQC, FOC,
5/6G), which is determined by using the formula:

( N detected )
error A
BER(QBER)i = W
total i
detected
where ~ error — number of bits (quantum bits)

transmitted with errors (detected during parity
detected

checking); — total number of detected
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(measured) bits (quantum bits).

Service Availability

Probability of service availability
at the selected time (% of time)

Aus =] TA

where A' — availability of a separate segment i
(SQC, FOC, 5/6G), i.e., the probability that the
segment is operating correctly at any given time:

A= MTBF,
~ MTBF, + MTTR
where MTBF, — mean time between failures, s;
MTTR,

— mean recovery time after failure, s

Resource efficiency metrics

Channel Utilization

Available bandwidth utilization
(%)

2>

(Ci ><T)

1=1

total —

where ~1 —the volume of data actually transmitted in

the ! segment (SQC, FOC, 5/6G) (for example, in

packets) C — the maximum channel capacity of the
I'th segment (SQC, FOC, 5/6G) (for example, in

packets); T _ the duration of observation (data
transmission time), s

Spectral Efficiency

Number of bits transmitted per 1
Hz (bits/Hz)

5o

i
1=1

B xT

l

77total =

1=1

where 1 — the volume of successfully transmitted

data in the i segment (SQC, FOC, 5/6G) (e.g., in

packets); B _ the bandwidth of the 1 segment

(SQC, FOC, 5/6G) (e.g., in packets); T _ the duration
of the observation (data transmission time), s
2

Resource
Allocation Fairness

How  fairly are  resources
distributed between
threads/segments?

3x ixiz

1=1
)

where X _ the amount of resource allocated to the i
th segment (SQC, FOC, 5/6G).

Blocking
Probability

Probability of resource allocation
failure (under overload)

Pbtlztg(l =1— If:[(l— ( Pblock )i )
I:)block )i

where (

in the i segment (SQC, FOC, 5/6G, determined by
using the formula:

— probability of blocking a resource
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(Pblock)i :Cik
(A
S

G _ number of available serving channels

where

(resources) in the P segment (SQC, FOC, 5/6G); A
— load in Erlangs (demand intensity x average service
time), which is determined by using the formula:

A=4xh
where ﬂ" — intensity of requests in the I'th segment

(SQC, FOC, 5/6G); hi — average request service time,
S

Adaptability and scalability metrics

Adaptation Time

Algorithm  response time to
changing conditions (ms/s)

T

adapt

(1)

detect

= max (Td(e,:t)ec’[ + Td(eizide + Ta(ri)r))ly )

l

where — time to detect changes in requests in

. (i)

the ! segment (SQC, FOC, 5/6G); Teecize time
required to calculate a new resource allocation in the
. T

I'th segment (SQC, FOC, 5/6G); 2P —time to apply
decisions in the " segment (SQC, FOC, 5/6G); the
MaxX  gperator considers the slowest segment as the
limiting one for end-to-end adaptation

Policy Robustness

Stability of decisions made to
changes in traffic or channel
quality

r

1 ‘ﬂi _ﬂ-i‘

=l-=x>y—
1=1 7Z'i

R

policy
1
'

where 71— optimal policy for the 1™ segment

(SQC, FOC, 5/6G) before changes;

after changes in the conditions for the '™ segment
(SQC, FOC, 5/6G).

T _ new policy

Scalability

Ability to work effectively with an
increasing number of nodes/traffic

P( N ) .
where — system performance with the number
N, C(N)

number of nodes N

of nodes — system outlay with the same

Cross-Segment
Coordination
Efficiency

How effectively are dependencies
between segments taken into
account when making decisions?

1 |Ari _Ari—ll
Epog =1-=x)———
coord 3 X 2 Arl

1=1
Ar, . . i
where ~ ! — changing the allocated resource in the
th segment (SQC, FOC, 5/6G) in response to a change

. . . I .
in traffic or conditions; — -1 — changing the resource

in the previous segment
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Energy efficiency and reliability metrics

Energy
Consumption per
Bit

Energy consumption per 1 bit
(J/bit or mI/MB)

1Ei
=,
where Ei — total power consumption in the i
Dtotal

segment (SQC, FOC, 5/6G); — total number of
successfully transmitted bits in the chain SQC — FOC

Idle Resource Ratio

Share of unused resources with
available traffic (% idle)

— 5/6G
1 Riused
Rige = 3 x Z [1_RitomlJ
used

where 7 —actually used resource volume in the I

total
F\)i

t segment (SQC, FOC, 5/6G); _ — generally

available resource volume in the ! segment (SQC,
FOC, 5/6G)

Fault Tolerance

Resilience to segment/channel loss
(ability to redirect traffic)

F= ﬁ|: 1- Pf(all)l X (1_ Pr(eir)oute ):|
i=1

l

p() .
where ~ @ _ probability of failure of the ! ™" segment
(i)
(SQC, FOC, 5/6G); Freroue probability of

successful traffic redirection in case of failure of the |
" segment (SQC, FOC, 5/6G)

P n(t)-n(t-1)
IxT &F& ri(t—l)
Stability No ﬂuctuatlons In  resource | \nere T number of observation time intervals;
allocation under stable conditions (t)
r. -
! — the amount of resource allocated to the !
segment (SQC, FOC, 5/6G) at the moment of time t
Security metrics (for SQC / QKD integrations)
- KSeQnC K Foc Ksslnsce
TQKD =min 9 , trans , Yl J
t t t
sQc
where ~ ®"  — key generation speed in the SQC
Number of keys generated by the FoC
QKD Throughput system per unit of time (bit/s) segment; @ _ key transport/retransmission speed
5/6G

via FOC; %" _ synchronization capability of the
5/6G mobile interface for delivering keys to end

devices; t_ selected time interval, s

Key Utilization
Efficiency

Share of keys used for encryption
(vs. generated)

K

used

K

gen

nkey =

where ~ "used _ the number of quantum keys actually
used to encrypt traffic (in FOC or 5/6G segments);

9" _ the total number of keys generated in the SQC
segment for the same time
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Eavesdropping
Detection Rate

Probability of detecting an attack
in the SQC segment

Py =1

)

etect — err

(1_ pi 5(‘)
=1

1 -
where R*" — probability of detected error in the I'th

s €{0,1)
segment (SQC, FOC, 5/6G);
monitoring sensitivity to interception in the It
segment (SQC, FOC, 5/6G): 1 — active detection, 0 —
passive or absent

Normalization of calc

ulation parameters

Minimax
normalization

A method of linear scaling of
parameter values to the range
[0;1]. Minimax normalization
enables unifying the dimensions
and scales of different technical
and operational metrics (for
example, latency in milliseconds
and throughput in Gbps) for their
comparison and multi-criteria
analysis of the effectiveness of
dynamic  resource  allocation
methods in a hybrid network.

_ X — Xinin
X - Xmin

'max ,

o _ normalized value of the calculated
X

max

where

X’ Xmin, _

parameter in the range [0;1],
corresponding calculated values of the parameter:
current value, minimum value, and maximum value in
the range

Source: created by the authors

3. Results and Discuss

ion

The model of hybrid optical satellite networks for 5/6G

will be conceptualized in accordance with the chosen research
methodology, which involves the use of telecommunication
systems in a sequential data transmission chain SQC — FOC
— 5/6G — Figure 2.

This concept (Figure 2) illustrates end-to-end data
transmission over a hybrid network: quantum signals are
transmitted from a satellite to a ground station, where the data
is routed over a fiber-optic network, and then delivered to end
users via a high-speed mobile interface.

The created concept (Figure 2) is detailed below, taking
into account the integration of the minimum necessary number
of elements for implementing hybrid data transmission -
Figure 3.

The chart (Figure 3) demonstrates the architecture of a
multi-segment telecommunication system combining SQC,
FOC, and 5/6G networks. In the SQC segment, a quantum
channel based on the BB84 protocol is implemented, where
the satellite QKD module generates single-photon states that
are received by the ground station via a quantum optical link.

:' quantum e
v oosignals qaen g data
: —s =
N )
NS —
Fiber-Optic 5/6G
SQC Communication

Fig. 2 Conceptualization of the SQC — FOC — 5/6G data transmission chain model

Source: created by the authors
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Xy

Satellite

()

Quantum S
channel | Q“J\o.‘id]anne] W
High-
QKD R(c):gi[zer 4@ frequency Optical
module wireless Network Base
T Optical link Station
QKD | Light source Ginnd
Encoder Station
QKD | QKD
module | Transmitter Q
; -~
FoC | QKD module Optical o
m Ground-Station
ssia o User User
Equipment Equipment
A U\ I
Y b & Y
SQC FOC N v J
5G/6G

Fig. 3 Detailed concept of the data transmission chain model SQC — FOC — 5/6G

Source: created by the authors

Table 3. Calculation of technical and operational metrics of known methods of dynamic network resource allocation

0 c = x
3 S o > <
> o E > E = 8 x
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Dynamic | § 2| S| 3|2 | 2| || 8| |8|2&2|83 2|g|c|=|2|0]| 8
resource o & = g = k] = &= = e S 2 = o§l g £ 2 = o c la}
R c =1 S | o = 2 w 2 o = (] [} €5 S 3 © Q = £ =]
allocation | o 5 S pt r < e = S = IS X = 5| 3 2 = [ = = g
methods | & El 2| el &< | S| 8|29 |58g|e|5|°|cll]|t
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After decoding the keys, the QKD receiver transmits the
session keys to the optical node, where a classical QKD
transceiver is activated to encapsulate the key information as
part of the Optical Burst Switching (OBS) or Wavelength-
Division Multiplexing (WDM). At the last stage, traffic
distribution is carried out over a heterogeneous access
environment (NR/THz), with data reaching the end user via a
mobile node with support for network segmentation (network
slicing), beamforming, and end-to-end encryption using
dynamically updated quantum keys.

According to the initially defined resource allocation
methods in the studied segments of the hybrid
telecommunication network (Table 1), their technical and
operational metrics (Table 2) will be calculated, and the
possibility of applying the considered methods for the entire
created concept will be established — Table 3.

A comparative analysis of the set of calculated indicators
of QoS, resource efficiency, scalability, adaptability,
reliability, and cryptographic stability, among segment-

specific methods of dynamic resource allocation (Table 3),
found that the Elastic Optical Network (EON) Allocation
method demonstrated the highest results. This approach, with
its flexible management of spectral slots and dynamic
allocation of wavelengths in the fiber-optic environment,
provides increased throughput, high spectral efficiency, and
low blocking probability, which makes it effective in the FOC
segment.

All considered methods have a narrow domain focus and
do not take into account inter-segment dependencies, which
makes end-to-end traffic optimization impossible. Their
fragmentation causes asynchronous control, loss of QoS
guarantees, and limited adaptation to load changes in the SQC
— FOC — 5/6G architecture. According to the advanced
hypothesis, the analysis indicates the necessity of developing
and applying adaptive methods for dynamic network resource
allocation. It is currently appropriate to apply hybrid methods
for end-to-end resource orchestration focused on the full stack
of segments — Table 4.

Table 4. Hybrid methods for dynamic allocation of network resources in the SQC — FOC — 5/6G chain

Hybrid methods for dynamic
network resource allocation

Brief description of the method

Al-Driven
Orchestration

End-to-End  Resource

Implements a centralized approach to managing bandwidth, time slots, and
transmission power at the level of the entire transmission, taking into account
the specifications of quantum channels (QBER, QKD rate), optical dispersion,
and radio interfaces of THz/mm wave bands

Cross-Domain Reinforcement
Learning Agents

QoS/QoE

Provides an adaptive resource allocation policy based on deep reinforcement
learning (DRL), which formalizes the state space of all segments (delays,
queues, loading, noise level) and makes real-time decisions for balancing
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SDN-Orchestrated
Allocation

Multi-Segment

Based on a software-defined (SDN) network architecture, where the SDN
controller coordinates the logic of resource allocation between all segments
through policy abstraction (Policy Abstraction Layer) and routing tables
management for SQC/FOC/5G

Latency-Aware Joint Scheduling

Enables simultaneous traffic planning based on end-to-end delay estimation in
all segments (e.g., using heuristics or ILP models), ensuring compliance with
the URLLC criteria

Queue-Aware Flow Control Protocols

Implements predictive queue management using traffic predictors and
dynamic window control, which prevents packet accumulation at transmission
bottlenecks, particularly in multi-hop routing involving inter-satellite links

Source: created by the authors

Accordingly, hybrid approaches (Table 4) provide
interdependent, end-to-end, QoS-oriented dynamic resource
allocation taking into account all the properties of SQC, FOC,
and 5/6G, which is critically important for scalable and secure
next-generation communication platforms.

According to the developed methodology, the identified
hybrid methods of dynamic network resource allocation in the
SQC — FOC — 5/6G chain were calculated — Table 5
(Appendix 1).

EON Allocation 1

Al-Driven E2E ‘
Orchestration ‘

Cross-Domain
RL Agents

SDN-Orchestrated
Allocation

Resource allocation methods

Latency-Aware
Scheduling

Queue-Aware
Flow Control

Channel
Utilization

E2E Latency ~ Throughput

Blocking
Probability

To enhance the interpretability of the multi-criteria
results, a comparative visualization of normalized metrics
(range [0;1]) for segment-specific and hybrid methods was
performed.

Figure 4 aggregates 9 key indicators (latency, throughput,
utilization, blocking probability, robustness, adaptation,

energy, QKD throughput, detection rate) across 6 methods,
enabling direct identification of performance differentials and
cross-domain efficiency patterns.

0.509 0.524

Policy Adaptation
Robustness Time

Energy per Bit QKD
Throughput

Eavesdropping
Detection

Normalized performance metrics

Fig. 4 Comparative performance of segment-specific and hybrid resource allocation methods across key normalized metrics

Source: created by the authors
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The Al-driven orchestration method demonstrated
dominant performance across most metrics: throughput =
0.902, channel utilization = 0.976, blocking probability =
0.893, robustness = 0.813, with competitive latency = 0.890
(Figure 4). Compared to EON (throughput = 0.877; utilization
= 0.640), the gain reached +2.9% and +52.5%, respectively,
confirming cross-segment optimization efficiency. Hybrid
methods showed balanced profiles, but only the Al-driven
approach ensured simultaneous maximization of >5 metrics
(>0.80), indicating superior global coordination.

The results of multi-criteria comparative analysis of the
calculated data (Table 5) show that Al-Driven End-to-End
Resource Orchestration is the most effective method of
dynamic resource allocation in the hybrid optical satellite
network SQC — FOC — 5/6G.

This approach minimizes end-to-end latency (E2E
latency), reduces interpacket delay variations (jitter),
increases channel utilization, and also provides stable support
for target QoS parameters under high network dynamics —

Figure 5.
Satellite
. Al-Driven End-to-End <( ))
L | Resource Orchestration
channel |
v QKD |
Receiver :
KD i ]
ondule — b fI'fI:—I lt%ehnc Optical Base
QKD . JHeney Network Station
QKD QKD module Optical wqeless
module Ground- link
Encoder | Station
T =
QKD Encoder N =
module Optical /’S =
FOC L Ground-Station = o
- User User
Equipment Equipment
I\ IR Y J
' 2 L'
SQC FOC 5G/6G

Fig. 5 Optimized concept of SQC — FOC — 5/6G data chain model with integrated Al-Driven End-to-End Resource Orchestration

Source: created by the authors

The high efficiency of this method (Figure 5) is
determined by the use of a centralized cognitive orchestration
system that performs global optimization of the transmission
resource graph, synchronizing the distribution of frequency
spectrum, time slots, and transmission power between all
segments. Furthermore, the integrated Al core takes into
account buffer states, topological variability, and channel
capacity in each domain, which ensures an effective response
to short-term traffic fluctuations, reduces the blocking
probability, improves the level of policy adaptation to external
conditions (policy robustness), and guarantees stable
performance (stability) with variable request intensity.
Therefore, Al-Driven End-to-End Resource Orchestration is
the most appropriate mechanism for end-to-end management
of heterogeneous next-generation quantum optical mobile
networks.

The relevance of the obtained results is verified by
discussing the publications in the defined research vector.
Moazzen et al. [39] propose Al orchestration in optical and
inter-domain segments of 6G to support QoS/KVI. Instead,
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the proposed model covers the full path SQC — FOC — 5/6G,
taking into account quantum channels and inter-segment
coherence. Li, Fan, and Wu [40] consider the B5G/6G
architecture with an emphasis on spectral and antenna
technologies. Instead, this study focuses on cognitive resource
orchestration in a hybrid SQC — FOC — 5/6G environment,
taking into account inter-segment and quantum parameters.
Hassan & Keti [41] explore the potential of SDN and AI/ML
for 5G/6G networks at a conceptual level. In contrast, this
study implements a cognitive model of end-to-end resource
orchestration in SQC — FOC — 5/6G, taking into account
cross-domain parameters and QoS/QKD requirements. Sun et
al. [42] emphasize the importance of Explainable Al for
transparent resource management in 6G. In turn, this study
focuses on the cognitive efficiency of Al orchestration in SQC
— FOC — 5/6G without relying on XAl interpretations.
Othman et al. [43] focus on the potential of UAV, THz, and
IRS as drivers of 6G architecture. At the same time, this study
emphasizes cognitive resource orchestration in SQC — FOC
— 5/6G to provide end-to-end QoS in a heterogeneous
environment.
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Tyagi, Tiwari, Gupta, and Mishra [44] summarize the
technical and security aspects of 6G in the context of smart
infrastructure. In contrast, this study proposes end-to-end Al
orchestration in SQC — FOC — 5/6G for dynamic QoS
control in multi-segment variability. Liu et al. [45] consider
ISEA as the integration of sensor and computing in 6G. In
turn, this study focuses on end-to-end SQC — FOC — 5/6G
resource orchestration to stabilize QoS in multi-segment high-
load environments.

Kulkarni, Goudar, Vinayak B., & HT [46] summarize the
challenges of 6G communications, including ultra-massive
MIMO and THz communications. In contrast, this study
demonstrates the effectiveness of a practical implementation
of Al orchestration in a hybrid SQC — FOC — 5/6G
architecture. Gote et al. [47] emphasize the potential of
ML/DL in 6G for spectrum management and security. In turn,
this study demonstrates an applied implementation of end-to-
end Al resource management in SQC — FOC — 5/6G with
proven technical and operational benefits. Syed, Hussain, and
Bashir [48] analyze the strategic impact of Al/ML on 5G/6G
architecture. In contrast, this study demonstrates a practical
implementation of Al orchestration in SQC — FOC — 5/6G
with proven achievement of QoS metrics.

The improved performance compared to state-of-the-art
approaches is attributed to the integrated consideration of
three factors that are typically addressed in isolation. First,
joint optimization of frequency, time, and power is performed
at a global level, eliminating conflicts between local allocation
policies and reducing cumulative inter-segment delays.
Second, Quantum-Specific Parameters (QBER, QKD
throughput) are incorporated into the classical QoS control
loop, enabling adaptation not only to traffic dynamics but also
to channel conditions, thereby improving transmission
stability.

Third, the Al-driven cognitive orchestration enables real-
time reconfiguration of resource allocation policies based on
queue states, topology variations, and load fluctuations, which
reduces blocking probability and increases resource
utilization. Collectively, these mechanisms produce cross-
segment synergy that is not achievable in segment-specific or
partially integrated approaches, thereby explaining the
observed improvements in latency, throughput, and energy
efficiency.

Most existing studies concentrate on isolated architectural
components (e.g., SDN control planes, XAl frameworks,
ISEA paradigms) or partial integration strategies, thereby
neglecting inter-segment dependencies and the need for
coordinated multi-domain optimization. In contrast, the
proposed approach introduces a unified Al-driven end-to-end
resource orchestration model that simultaneously manages
frequency allocation, temporal scheduling, and transmission
power across SQC, FOC, and 5/6G domains.
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Unlike earlier studies, the model explicitly integrates
Quantum-Specific Parameters (QBER, QKD throughput) with
classical QoS metrics, enabling synchronized decision-
making under dynamic traffic conditions. This holistic
orchestration ensures improved system-level performance, as
evidenced by higher normalized throughput (0.902), reduced
latency (0.890), and enhanced channel utilization (0.976),
while maintaining robustness (0.813) and cross-segment
coordination efficiency (0.697). Consequently, the novelty is
the formalization and empirical validation of a cognitively
adaptive, multi-segment orchestration framework that
outperforms segment-specific and partially integrated
solutions in terms of stability, energy -efficiency, and
scalability.

3.1. Limitation

The model does not take into account atmospheric
attenuation in SQC/FOC and does not integrate edge/fog
infrastructure to minimize latency in a multi-segment
environment.

3.2. Recommendations

The results can be used to build cognitive resource
management systems in multi-segment networks with
integration of SQC, FOC, and 5/6G. The proposed approach
is effective for dynamic inter-domain orchestration of
spectrum, power, and time with support for QoS and secure
channelization.

4. Conclusion

The summarized research findings confirm the
appropriateness of implementing end-to-end cognitive
resource orchestration in the hybrid optical satellite
architecture SQC — FOC — 5/6G. The multi-criteria analysis
found that Al-Driven End-to-End Resource Orchestration
provides optimal performance indicators: E2E latency —
0.890, throughput — 0.902, packet loss rate — 0.972, channel
utilization — 0.976, blocking probability — 0.893, and policy
robustness — 0.813.

Compared to segment-oriented approaches, this method
achieves higher cross-domain coordination (cross-segment
coordination efficiency — 0.697), adaptability (adaptation
time — 0.813), and energy efficiency (energy consumption
per bit—0.712). It also demonstrates high security indicators:
QKD throughput — 0.777, key utilization efficiency — 0.737,
and eavesdropping detection rate — 0.967. This makes it
suitable for implementation in scalable new-generation secure
systems.

The academic novelty of the research is the first-proposed
model of end-to-end cognitive resource allocation in the
hybrid SQC — FOC — 5/6G network. The developed Al-
Driven End-to-End Orchestration system provides integrated
management of channel parameters, taking into account inter-
segment dependencies and variable network dynamics. The
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practical significance of the research is the creation of an Funding Information
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minimization, blocking reduction, and stable QoS in highly
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Appendix 1
Table 5. Calculation of technical and operational metrics of hybrid methods of dynamic network resource allocation
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Al-Driven End-to-
End Resource |0.890{0.839/|0.902|0.972|0.831{0.831{0.976|0.911|0.812|0.893/0.813|0.813|0.869|0.697|0.712|0.805|0.769|0.875(0.777{0.737|0.967
Orchestration
Cross-Domain
Reinforcement 0.832|0.855|0.736(0.806{0.859|0.758(0.880|0.802|0.827|0.802{0.998|0.849|0.765|0.916|0.752|0.867(0.693|0.744|0.866(0.909|0.864
Learning Agents
SDN-Orchestrated
Multi-Segment 0.841|0.826|0.732(0.792{0.813|0.935|0.877|0.709/0.876|0.819|0.796|0.899|0.932|0.925|0.783|0.825(0.877{0.928|0.812|0.835|0.761
Allocation
Latency-Aware
Joint Scheduling 0.754|0.915|0.958|0.844/0.930|0.879|0.798|0.879|0.973|0.847|0.975|0.640|0.916|0.857|0.826|0.857(0.691{0.832|0.879|0.968|0.809
Queue-Aware
Flow Control |0.785|0.810(0.923|0.876{0.808|0.891|0.858/|0.927|0.794|0.824|0.819|0.733|0.874|0.871|0.850(0.831|0.737|0.816|0.823|0.786|0.837
Protocols

Source: created by the authors
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