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Abstract - Even though some researchers have performed Scalable Coding on Encrypted (SCE) images using Block Truncation
Code (BTC), its base layer reconstruction quality is poor with low Peak Signal to Noise Ratio (PSNR). There is still space to
utilize residual quantization strategies to optimize the enhancement layer and achieve higher PSNR without increasing bitrate.
This paper presents SCE Images using Layered BTC (LBTC). The pseudorandom number (PRND) operation and XOR operation
are performed on the input grey image, and then the BTC technique is applied on the encrypted Image to get the base image.
Then the base image is first quantized and then subtracted from the encrypted Image to get the enhancement image. Both the
Base image and the enhancement image are dispatched. The enhancement image is added with the base image at the recipient
side and then decrypted by using the XOR operation and PRND to get the rebuilt full original Image. The base image is rebuilt
using the BTC technigue and then decrypted by using the XOR operation and PRND to get the rebuilt base original Image. The

proposed LBTC technique gives a higher PSNR of 41.73 dB than existing techniques, which reflects that the rebuilt full original

Image has superior image quality.

Keywords - Image decryption, Image encryption, Image reconstruction, Layered BTC, Secured signal processing.

1. Introduction

In the fast-paced world, there is a requirement for data
size reduction and computational complexity, protection of
data and privacy, which makes SCE necessary for the signal
and information processing society. Few researchers had
worked on SCE, but the rebuilt Image has lower PSNR, and
still, there is ample space to improve the output image and
performance metrics such as PSNR. The challenges, like data
privacy and security in the area of Secure Signal Processing
(SSP), are addressed by this method [1] and this method [2],
which use the discrete Fourier transform to address this. The
resource utilization is optimized by method [3] by use of
adaptive filtering, and a composite signal is used in method
[4] to address the challenges faced in SSP. The cloud-based
buyer-seller watermarking protocol [5] is used to protect data
in transactions. The effectiveness of hash fingerprinting
techniques is presented in [6] to improve cybersecurity
measures

In today's world, owing to the rise in the utilization of
image data, there is a demand for reduced storage space and
reduced bandwidth to lower the transmission cost. In order to
meet this, it is first tried by first encrypting and then
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compressing by method [7] without compromising security.
Similarly, in method [8], the encrypted data is compressed,
which is unaware of the encryption key. The method [9] is
proposed to reduce the size of the file by performing
compression on the encrypted signal without compromising
security. The problems faced in SSP have been tried to resolve
by using the compressive sensing method [10] on encrypted
images. The iterative reconstruction method discussed in [11]
is carried out on encrypted images and has reconstructed the
original Image at a reasonable level.

The process of applying scalability to signals will
significantly improve PSNR, rebuild image quality, and
reduce bit rate. Initially, scalability is carried on unencrypted
signals. The reversible integer wavelet transform for scalable
image coding is presented in [12], which achieved efficient
image compression without compromising image quality. The
EBCOT algorithm is discussed in [13], which achieved
superior performance and scalability.

The SCE is first performed on [14], where a PRND is
used for image encryption, the Hadamard transform is used for
compressing encrypted data, scaled by a factor of 2, and at the
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end, the primary Image is rebuilt using the Bilinear
Interpolation Technique (BIT). The BTC technique has the
advantage of lower computational complexity and lower
storage requirement, and so the BTC technique can be used as
an image compression in the process of SCE Images. The BTC
technique used in [15] employs the mean as a doorstep value
for two-level quantizers to build the binary block, and the
primary Image is rebuilt with the variance and mean value of
each non-overlapping block (NOL). The updation of BTC,
namely Absolute Moment BTC (AMBTC) [16], uses the Max-
level value and Min-level value to rebuild the primary Image.
The SCE images are presented, where the input grey image is
first encrypted using a PRND and then compressed using BTC
and dispatched. At the recipient, the dispatched Image is first
decrypted using a PRND, rebuilt using BTC Quantizers, and
then scaled by a scaling factor of 2, and finally, the primary
Image is rebuilt using the BIT.

The paper [17] presents a Reversible Data Hiding
AMBTC (RDH-AMBTC) method where the Hamming code
is used to embed secret data. A novel method, namely LBTC,
which is superior to AMBTC and BTC in terms of
Compression Ratio (CR), Weighted Peak Signal to Noise
Ratio (WPSNR), Mean Squared Error (MSE), Bit Rate (BR),
PSNR, Weighted Mean Squared Error (WMSE),
computational time, and memory size. The novelty of the
LBTC method over the existing SCE method is splitting the
base layer and enhancement layer by using the residual
quantization technique, which is optimized to rebuild the
output image equivalent to the principal content with an
improved PSNR value.

2. Related Works
2.1. Scalability using Hadamard Transform

In this approach [14], the input grey image is encrypted
first by a PRND, and then it is split into gross details and
refined details. The refined details are processed by the
Hadamard transform, and both gross details and refined details
are transmitted. The PRND acts as a private key and is
released to the receiver. At the recipient, the refined details are
decrypted by utilizing the private key, rounding and
quantization are applied, a bilinear transform is applied, and
then the refined details are processed by the Hadamard
Transform. Finally, both gross details and refined details are
merged to recreate the primary Image. However, the rebuilt
Image exhibits a lower value than BTC, RDH-AMBTC, and
the proposed LBTC in relation to CR, computing time,
memory size, PSNR, MSE, wPSNR, wMSE, and BR.

2.2. Scalability using BTC

In this method, the primary Image is dissected into NOL
of size 4x4, and then encrypted using a PRND. The PRND
acts as a private key and is released in the middle of the
dispatcher and the recipient. The encrypted Image is then
compressed using the BTC technique using the two-level
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quantizers, which act as a doorstep value to obtain the binary
pixel value, and then dispatched. The PRND operation is
performed on the recipient to get the binary pixel value. Then
the BTC technique, namely two-level quantizers, is applied to
the binary pixel value of each NOL, and then dilated by a
factor of 2, and finally the primary Image is rebuilt by utilizing
the BIT.

However, the rebuilt Image exposes a lower value than
RDH-AMBTC and the proposed LBTC but better than
Hadamard Transform in relation to CR, computing time,
memory size, PSNR, MSE, wPSNR, wMSE, and BR.

3. Proposed Method

The Schematic diagram of LBTC is displayed in Figure
1. The primary Image is encrypted by utilizing a PRND and
an XOR operation. Then the base layer is procured by
performing the BTC technique on the encrypted Image, and
the output acts as a base image. The enhancement image is
obtained by quantizing the base image, and then the encrypted
output is subtracted from the base image. Both the base image
and enhancement image are dispatched. Then the BTC
technique is performed on the received base image, and it is
decrypted by XOR and a PRND to give the reconstructed base
output. The Full original Image is reconstructed by adding the
enhancement image to the base image, and then it is decrypted
by XOR and a PRND to give the full rebuilt output.

3.1. Image Encoding
3.1.1. Image Encryption

The input grey image has a pixel value in the range of 0
to 255. It has a matrix size of L1xL2. The PRND is generated,
and its value falls between 0 and 255 of size L1xL2. Then the
XOR operation is taken with the input grey image and a
PRND. The encrypted Image Le(m,n) is given by Equation
(1) as

@

Where L(m,n) is the input grey image, rnd(m,n)rn is
the PRND generated value, m is the size of the row equal to
L1, and n is the size of the column equal to L2. The PRND-
generated value is supplied to the receiver side. Figure 2 and
Figure 3 display the primary Image and the encrypted Image.

Le(m,n) = xor(L(m,n),rnd(m,n))

3.1.2. Image Compression

The encrypted Image Le(m, n) is separated into NOL of
size 4x4. The binary block Lb,) is created by utilizing the
mean (L) as the doorstep value. The stages comprising the
BTC algorithm are: -
Step 1: - The encrypted Image Le(m, n) is parted into NOL
of size 4x4.
Step 2: - The mean (Lp) and variance (Lo) are calculated
for each NOL as displayed in Equations (2) and (3), where
x, is the L™ pixel value, and t denotes the aggregate number of
pixels in each NOL.
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Fig. 1 Schematic diagram of LBTC
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Step 3: - The Binary Allocation matrix (Lb,) is built by using
mean (L) as the doorstep value (T,). It is given by Equation
(4) as

1x, =T

Lb, = {0 x, <T, *)

Where Lb, is the L™ intensity value of the 4x4 NOL. The
binary block Lb, It is considered the base layer of LBTC.

3.1.3. Enhancement Layer

The enhancement layer is obtained by subtracting the
encrypted pixel value Le(m,n) with base layer of LBTC
Lb(m,n). Itis given by Equation (5) as

Len(m,n) = Le(m,n) — Lb(m,n) (5)

It is further quantized by dividing it by the quantization
step size, where the quantization step size is taken as 1, and
then balanced to the nearest integer value. The smaller the
quantization step size, the better the image quality. Both Base
Layer Lb(m,n) and Enhancement Layer Le(m,n)are
transmitted.

3.2. Image Decoding
3.2.1. Image Reconstruction
Base Reconstruction

The base layer content Lb(m,n) The received signal at
the receiver side is rebuilt by using the BTC technique. The
Lo is the aggregate of ‘0’s and Ly is the aggregate of ‘1’s in
the non-overlapping block of size 4x4. The equations to
calculate LHI and LLO values are displayed in Equations (6)

and (7).
LHI = Lp + Lo /f—” (6)
H

LLO = Lp— Lo\/% )

Then the base image is rebuilt by replacing ‘0’ as LLO
and ‘1’ as LHI, which is displayed in Equation (8) as:

LHI,
LLO,

Lb(m,n) =1

LBbase(m,n) = { Lb(m,n) = 0 (8)
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Full Reconstruction

The full primary Image is rebuilt by adding the base layer
Lb(m, n) with the enhancement layer content Le(m,n) and
the resultant content is clamped with (0,255) values. It is given
by Equation (9) as,

Lbfull (m,n) = Lb(m,n) + Len(m,n) 9)
3.2.2. Image Decryption
Base Decryption

The final original base image is rebuilt by taking an XOR
operation with the base content LBbase(m,n) and PRND
rnd(m, n). Itis given by Equation (10) as

LBbasefinal(m,n) = xor(LBbase(m, n), rnd(m, n)) (10)

The reconstructed base content is displayed in Figure 4.

Full Decryption

The final full original Image is rebuilt by taking the XOR
operation with the full content LBfull(m,n) and PRND
rnd(m, n). Itis given by Equation (11) as

LBfullfinal(m,n) = xor(Lbfull(m,n),rnd(m,n)) (11)

The reconstructed original is

displayed in Figure 5.

Image (full content)

Fig. 4 Reconstructed
base image

Fig. 5 Reconstructed
full image

4. Experimental Findings

4.1. Correlation between Primary and Recreated Full Image
Figure 6 displays the correlation between the primary and

the recreated full Image. Figure 7 reveals that the

reconstructed full Image by the proposed system has superior

quality, besides the functioning techniques such as BTC,

Hadamard, and RDH-AMBTC.

(b)
Fig. 6 Correlation among the primary and the recreated full Image (a).
primary image (b). recreated full image
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(©)
Fig. 7 Correlation among LBTC with other techniques (a) RDH-
AMBTC, (b) Hadamard, (c) BTC, (d) LBTC.

(d)
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Fig. 8 CR values for techniques such as Hadamard, BTC, RDH-
AMBTC, and LBTC for different Images

The CR is a parameter that represents the amount of
storage reduced in size. The CR is based on the compression
algorithm used. The CR is acquired by dividing the non-
compressed file size by the downsized file size.

The CR formula is given as:

__ filesize of the non—compressed image

CR

(12)

file size of downsized image
The CR values for techniques such as Hadamard, BTC,
RDH-AMBTC, and LBTC for diverse images are displayed in

Figure 8. Figure 8 compares the CR achieved by the proposed
LBTC method with RDH-AMBTC, Hadamard, and BTC.
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The proposed LBTC method attained the highest CR of
1.6559 compared with 1.0307 for RDH-AMBTC, 0.6569 for
Hadamard, and 1.0156 for BTC. This corresponds to
improvements of approximately 13.1%, 77.48%, and 14.77%,
respectively. The results indicate that the proposed LBTC
method provides more efficient image compression while
maintaining the desired reconstruction performance.

4.3.BR

Bit rate is used to compute the number of bits throughput
per unit time. The lower bit rate is preferred, which reflects
that the algorithm used has superior performance.
The BR formula is given as:

bit rate = - (13)

compression ratio

6 Bit Rate

5
4

=3
2
1 Il
0

Cameraman Pout

EHADAMARD ®=BTC

Rice Football

Peppers

RDH-AMBTC LBTC

Fig. 9 BR values for technigues such as Hadamard, BTC, RDH-AMBTC, and LBTC for different Images

Where m is the cumulative bits of the non-compressed
Image, the BR values for techniques such as RDH-AMBTC,
Hadamard, BTC, and LBTC for diverse images are exhibited
in Figure 9. Figure 9 compares the BR of the proposed LBTC
with RDH-AMBTC, Hadamard, and BTC. The proposed
LBTC achieved the lowest BR of 2.1488, compared with
2.4330, 4.0061 and 2.5518 for RDH-AMBTC, Hadamard, and
BTC, respectively. This represents bit rate reductions of
11.68%, 46.36%, and 15.79%, respectively, indicating
improved coding efficiency with fewer bits required for image
representation.

4.4. MSE

The MSE is a benchmark used to compute the precision
of the reconstructed full Image. The MSE is evaluated in the
middle of the primary Image and the reconstructed full Image.
The lower MSE value reflects that the reconstructed full
Image has superior image quality.
The MSE is computed as:

MSE = %},Zinﬂ Z£=1[LBfullfinal(m, n) — L(m,n)]? (14)

700 Mean Squared Error

600
500
400
300
200

100
0 [ | [ |
Cameraman Pout

= HADAMARD ®=BTC

Rice Football

Peppers

RDH-AMBTC LBTC

Fig. 10 MSE values for techniques such as Hadamard, BTC, RDH-AMBTC, and LBTC for different Images
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Where LBfullfinal(m,n) stands for downsized Image,
L(m,n) stands for the primary Image, and j and | typify the
dimensions of columns and rows in both images, respectively.

The MSE values for techniques such as BTC, Hadamard,
RDH-AMBTC, and LBTC for diverse images are presented in
Figure 10. Figure 10 compares the MSE of the proposed
LBTC with RDH-AMBTC, Hadamard, and BTC.

45, wWSE

0.2
0.15
0.1
0.05

. N _ [

Football Pout
= HADAMARD BTC

Peppers

The proposed LBTC achieved the lowest MSE of 4.2200,
compared with 18.0789, 300.9356, and 19.2481 for RDH-
AMBTC, Hadamard, and BTC, respectively. This
corresponds to MSE reductions of 76.66%, 98.60%, and
78.08%, respectively, indicating that the proposed method
reconstructs images with substantially lower error than the
existing techniques.

wMSE

Rice Cameraman

RDH-AMBTC LBTC

Fig. 11 wMSE values for techniques such as Hadamard, BTC, RDH-AMBTC, and LBTC for different images

The wMSE is also a benchmark used to compute the
precision of the reconstructed full Image. The WMSE is
measured by the sum of squared differences in the middle of
the primary Image and the reconstructed full Image. The
smaller the WMSE value, the better the reconstructed full
Image has superior image quality. The wMSE formula is given
as:

| LBfullfinal(m,n) — L(m,n) |
|LBfullfinul(m,n) + L(m,n)|

(15)

)2
Where LBfullfinal(m,n) stands for the downsized
Image, L(m,n) stands for the primary Image, and | and |

typify the dimensions of columns and rows in both images,
respectively.

1 i i
WMSE = =341 Ty (2

The wMSE values for techniques such as BTC,
Hadamard, RDH-AMBTC, and LBTC for diverse images are
exposed in Figure 11. Figure 11 compares the wWMSE of the
proposed LBTC with RDH-AMBTC, Hadamard, and BTC.
The proposed LBTC achieved the lowest MSE of 0.00078,
compared with 0.00396, 0.04748, and 0.0042 for RDH-
AMBTC, Hadamard, and BTC, respectively. This
corresponds to wMSE reductions of 80.30%, 98.36%, and
81.43%, respectively, indicating improved reconstruction
accuracy with substantially lower weighted error than the
existing methods.

4.6. PSNR
The PSNR [22, 23] measures the degradation level of the
reconstructed full Image. The greater the PSNR value, the

212

more it reflects that the reconstructed full Image has superior
image quality. The PSNR formula is given as:

2
PSNR =10 logy, =

MSE

(16)
Where MSE stands for mean squared error.

The PSNR of techniques such as Hadamard, BTC, RDH-
AMBTC, and LBTC for diverse images is exhibited in Figure
12. Figure 12 compares the PSNR of the proposed LBTC with
RDH-AMBTC, Hadamard, and BTC. The proposed LBTC
achieved the highest PSNR of 42.0910 dB, compared with
33.8484 dB, 24.5707 dB, and 24.5709 dB for RDH-AMBTC,
Hadamard, and BTC, respectively. This corresponds to PSNR
improvements of 24.35%, 71.30%, and 71.29%, respectively,
indicating that the proposed method provides the highest
reconstructed image quality with lower distortion.

4.7. wPSNR

The wPSNR is an advanced version of PSNR and gives
an accurate estimate of the degradation level of the
reconstructed full Image. The greater the wPSNR value, the
more it reflects that the reconstructed full Image has superior
image quality. The wPSNR formula is given as:

WPSNR = 10 log,, (ﬁ)

WMSE

(17)

Where wMSE stands for weighted mean squared error.
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Fig. 12 PSNR values for techniques such as Hadamard, BTC, RDH-AMBTC, and LBTC for different images
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Fig. 13 wPSNR values for techniques such as RDH-AMBTC, Hadamard, BTC, and LBTC for different images

The wPSNR is matched up among approaches, such as
Hadamard, BTC, RDH-AMBTC, and LBTC, for diverse
images as shown in Figure 13.

Figure 13 compares the wPSNR of the proposed LBTC
with RDH-AMBTC, Hadamard, and BTC. The proposed
LBTC achieved the highest wPSNR of 80.0897 dB compared
with 74.6684 dB, 63.9799 dB, and 73.1295 dB for RDH-
AMBTC, Hadamard, and BTC, respectively. This
corresponds to WPSNR improvements of 7.26 %, 25.18%, and
9.52%, respectively, indicating enhanced weighted
reconstruction quality with reduced perceptual distortion.

4.8. Computational Time

The computational time required for approaches such as
Hadamard, BTC, RDH-AMBTC, and LBTC for different
images is displayed in Figure 14.

Figure 14 compares the computational time of the
proposed LBTC with RDH-AMBTC, Hadamard, and BTC.
The proposed LBTC achieved the lowest computational time
of 2.8854 ms compared with 26.5589 ms, 22.0130 ms, and
12.0422 ms for RDH-AMBTC, Hadamard, and BTC,
respectively. This corresponds to computational time
reductions of 89.14%, 86.89%, and 76.04%, respectively,
demonstrating the computational efficiency of the proposed
method.

The System Configuration used is:

S/w:-

Matlab R2016a and Windows 10
Hiw:-

System: 64-bit o/s

RAM 4.00 GB

Processor: Intel i3 CPU 1.70 GHz
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Fig. 14 Computational time required for approaches such as Hadamard, BTC, RDH-AMBTC, and LBTC for different images.

4.9. Memory Size

The memory size required for techniques such as
Hadamard, BTC, RDH-AMBTC, and LBTC for different
images is displayed in Figure 15. Figure 15 compares the
memory usage of the proposed LBTC with RDH-AMBTC,
Hadamard, and BTC. The proposed LBTC required the lowest
memory size of 1325.4 MB compared with 1447.8 MB,
1698.2 MB, and 1732.8MB for RDH-AMBTC, Hadamard,
and BTC, respectively. This corresponds to memory usage
reductions of 8.45%, 21.95%, and 23.51%, respectively,
demonstrating the memory efficiency of the proposed method.

Figure 16 correlates the diverse State-of-the-Art (s-o-t)
techniques [19-24, 27-29] with the LBTC. The test image
employed is the pepper image, and the parameter employed is
PSNR. The plot displays that the proposed system, LBTC, is
far superior to functioning s-o-t techniques. This is made
possible due to the novelty of the proposed LBTC technique
by using a base layer and an enhancement layer to rebuild the
principal content closer to the primary Image, which leads to
a higher PSNR (41.73 dB than existing techniques. The
images used for performance analysis are shown in Figures
17(a)-(e).

Memory

1700
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1100
90
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50
30
10
-100

MB
S & & &

o

Cameraman

EHADAMARD =BTC

Rice

Peppers Pout Football

= RDH-AMBTC LBTC

Fig. 15 Memory size required for techniques such as Hadamard, BTC, RDH-AMBTC, and LBTC for different images
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Fig. 16 Correlation between various s-o-t techniques with the proposed LBTC

5. Conclusion

The novel method of SCE images using LBTC is
proposed. The input grey image is encrypted using PRND and
XOR operation, then the base image is obtained by performing
the BTC technique, and also the base image is subtracted from
the encrypted Image to get the enhancement image. Both the
Base image and the enhancement image are dispatched. At the
receiver side, the enhanced Image is added with the base
image and then decrypted by using the XOR operation and
PRND to get the rebuilt full original Image. The base image is
rebuilt using the BTC technique and then decrypted by using
the XOR operation and PRND to get the rebuilt base original
Image. The proposed LBTC technique is far superior to
functioning techniques such as RDH-AMBTC, Hadamard,
and BTC in relation to CR, computing time, memory size,
PSNR, MSE, wPSNR, wMSE, and BR. Thus, it develops the
proposed system more suitable for any image processing
applications in terms of secure transmission and reduced
storage space requirements.
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