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Abstract - The usage of web services has increased the volume of data across cloud computing systems with a larger range of 

users. Cloud networks provide convenient access to users with storage facilities for evolving circumstances. However, the 

distributed nature of cloud networks, as well as the increasing data volume, leads to various attacks that affect the integrity of 

the stored information. Several methods have been presented for the detection of attack networks; however, they are vulnerable 

to limitations, including lower accuracy, longer training time, overfitting issues, and higher complexities. Consequently, the 

research overcomes these limitations with the Proposed Apis Random movement optimized Fuzzy Min-Max Enabled Tri-

Ensemble Deep Learning (ApR-FM2TEDL) framework that exhibits accurate detection. The incorporation of the Apis Random 

Movement Optimized Synthetic Minority (ApRO-SyM) sampling method produced synthetic samples over the minority class that 

prevent the overfitting issues. Specifically, the Apis Random movement Optimization (ApRMO) Algorithm carries out 

hyperparameter tuning and improves the data generation by choosing better neighbor sets. The effectiveness of the model is 

computed using training percentage, which shows improvements in the sensitivity of 96.20%, accuracy of 97.74%, and specificity 

of 98.59% for the BOT-IoT dataset. Further, the proposed ApR-FM2TEDL framework achieves a superior accuracy of 97.13%, 

sensitivity of 98.56%, and specificity of 96.72% with 80% of training using the CIC-DDoS2019 dataset, outperforming the other 

baseline models. 
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1. Introduction 
The rapid increase of cloud computing has provided the 

greatest standard of information technology over the past few 

years, with a wide range of network users. The improvements 

in existing network interfaces include distributed and parallel 

computing, where cloud networks are proven to be efficient 

[1]. The computing network provides consumers with 

increased resources and storage facilities with a convenient 

infrastructure for dynamic environments [2]. The cloud 

computing resources enable users or organizations to reduce 

the infrastructure cost by choosing different online resources 

that are in the form of services [3]. With the convenience in 

management or the interaction between the resource 

providers, the networks provide configurable computing with 

a shared pool of connections [4]. Cloud computing and 

distributed systems are two different devices in which the 

distributed system distributes the data in several places, and it 

can be retrieved from anywhere in the world. Accordingly, in 

cloud computing, all information is stored on the Internet and 

can be accessed remotely from anywhere [5, 6]. Cloud 

systems mainly face attacks in the network layer, namely 

spoofing or scanning attacks, Denial of Service (DoS), and 

Distributed DoS attacks [7 Intrusion tools have become more 

challenging in the existing Cloud systems as they require large 

volumes of network traffic data, dynamic and complex 

behaviors, and new types of attacks [8]. Generally, the 

traditional intrusion detection systems use signature-based 

techniques as one of their defensive strategies to detect known 

attacks by comparing traffic patterns to established attack 

signatures [9, 10]. However, firewalls cannot detect intrusions 

since they are designed only for capturing network packets 

within specific boundaries of the computing network [11].  

 

Furthermore, some of the conventional traffic-based 

attacks are highly advanced for the firewalls to detect, hence 

the research has shifted towards the development of Network 

Intrusion Detection Systems (NIDS) [12]. The systems can 

safeguard the network from intrusions, serve as an alert 

mechanism, and act as the cybersecurity strength of the entire 

association [13]. The IDS is a cornerstone in the detection as 

well as mitigation of security breaches that penetrate the 

system. Artificial Intelligence-based detection systems exhibit 
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highly efficient performance by incorporating the Machine 

Learning (ML) approaches, including decision trees (DT) 

[14]. Recently, the Machine Learning (ML) approach employs 

a variety of algorithms to address the security challenge and 

better manage data. Most of the datasets are private and cannot 

be released owing to privacy concerns, or they may be missing 

important statistical properties [15]. In addition, the larger 

feature space led to overfitting issues, as well as preventing 

the models from exploiting all the feature vectors. The 

development of effective systems is challenging; however, it 

is crucial for improving the security measures in the ever-

growing era of digital attacks. In complex environments, Deep 

Learning (DL) technology is employed to promote the 

possibility of processing larger volumes of unstructured data 

with accurate recognition [16]. The methods identify the non-

linear relationships as well as the sequential patterns of the 

intrusion packets leading to potential detection [17]. The DL 

methods are highly utilized in IDS experiments due to their 

ability to validate the network traffic in real time and mitigate 

the attacks [8].  

 

Despite the fact that DL methods offer better 

performance, these methods are found with high false alarm 

rates and face difficulty in detecting evolving attack threats. 

However, the efficiency of these methods is impacted 

regularly because of the ineffective nature of utilizing a wide 

range of resources [18]. Besides, the dynamic characteristics 

of cloud systems, including the resource allocation, rapid 

scaling, and workload changes, often complicate the task of 

maintaining the resilience and adaptation over time, limiting 

their performance [8]. The real-time IDS methods necessitate 

extensive computational resources with the increase in the 

data volume, which results in a reduction in efficiency [19]. 

The outcomes of the DL models are often questioned due to 

the potential vulnerabilities in unexpected conditions [5, 20]. 

The ideal solution for improving efficiency is maintaining the 

effectiveness in analyzing the real-time data traffic, as well as 

working on limited resources [21]. Moreover, the utilization 

of such systems can increase the sustainability regarding the 

computational costs as well as the agility in rapidly evolving 

cyber environments [22]. One of the most significant issues is 

the inherent complexity and variety of cloud data, which 

includes distributed sources such as system logs, network 

traffic, and user behavior. Additionally, the dynamic nature of 

cloud systems, which includes resource allocation, rapid 

scaling, and workload changes, complicates the task of 

maintaining model resilience and adaptation over time. 

Addressing these challenges requires interdisciplinary efforts 

to develop scalable, resource-efficient, and privacy-aware 

methods. 

Therefore, this research proposes an ApR-FM2TEDL 

framework that successfully distinguishes the type of attacks 

in the cloud network data. The method subdues the limitations 

regarding overfitting, lower accuracy, complexity, and 

misdetections that affect the performance of the conventional 

approaches. The ApRMO algorithm improves the detection 

with the hyperparameter tuning as well as the minority sample 

generation. Moreover, the DL layers interpret the dynamic 

nature of attack-related features, and the identified attack 

packets are mitigated using the mitigation module. The main 

contributions of this work are discussed as follows.  

 

Apis Random Movement Optimization:  The ApRMO 

algorithm is designed for the weights tuning in the ApR-

FM2TEDL model and to enhance the selection of quality k-

neighbors for generating better synthetic data inspired by the 

random movement and foraging strategies of the bee colonies 

for finding solutions in the local optima regions and improving 

the convergence.  

 

Apis Random movement optimized Synthetic Minority 

Sampling: The development of the ApRO-SyM sampling 

method reduced the class imbalances with the generation of 

synthetic data. The ApRMO algorithm is incorporated to 

choose effective neighbors for improving the standard of 

samples, which in turn prevents the ApR-FM2TEDL system 

from exhibiting biased detections.  

 

Apis Random movement optimized fuzzy min-max 

enabled Tri-ensemble Deep Learning method: The ApR-

FM2TEDL method encompasses three layers of parallelly 

working DL networks that promote the learning of composite 

features. Furthermore, the model produces accurate detection 

results for the attacks in cloud data with hyperparameter 

tuning using the ApRMO algorithm.  

 

The manuscript is organized as follows: Section 2 

provides the background of the related approaches 

implemented for cloud attack detection, Section 3 explains the 

system model of the attack detection system, Section 4 

discusses the methodology of the ApR-FM2TEDL approach, 

the experimental outcomes of ApR-FM2TEDL are analyzed 

in Section 5, and Section 6 includes the conclusion and future 

direction of the research work.  

 

2. Literature Review 
In this section, the overview of existing methods is 

discussed with the employed methods, their benefits as well as 

their limitations. Numerous studies were conducted for 

detecting attacks in cloud networks. This research focuses on 

the DL techniques, including transformer-based and classical 

ML-based methods, which are explained in detail with their 

challenges.  

 

Mohamed Ouhssini et al [9] suggested Deep Defend, 

which was employed to identify DDoS incursions in cloud 

systems. The transformer-based method predicted potential 

attacks by analyzing the traffic in the network. The accuracy 

of the approach was higher for entropy forecasting, which was 

achieved through the training based on time-series traffic data. 

The complexities with resources, which were minimized, 
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however, exhibited lower adaptability with unpredictable 

conditions. Syed Mohamed Thameem Nizamudeen, [8] 

presented an intelligent IDS framework that identified the 

attacks from multi-cloud servers with the selection of 

significant attributes. The transformation process of the data 

was performed using grading normalization, where the 

stability was given higher priority. The method distinguished 

the abnormalities from non-malicious data as well as 

identified the occurrence of adversarial attacks in individual 

layers. Nevertheless, the heterogeneity of the cloud systems 

made it difficult to maintain stability between different traffic 

variables.  

 

Wa'ad H. Aljuaid and Sultan S. Alshamrani [2] introduced 

an advanced Convolutional Neural Network (CNN) based 

system that detects cyber-attacks from a wide range of cloud 

data. The crucial features were acquired using the feature 

selection technique and performed sampling that minimized 

the imbalances. The categorical values were simplified with 

the application of a label encoder, whereas the false positives 

were higher in dynamic computing systems. Zhenyue Long, et 

al [4] modeled a transformer-based approach that exhibited 

higher adaptability with the evolving threat vectors. The 

inclusion of an attention mechanism facilitated the 

observation of the relationships between the intrusion 

features. The encoder-decoder structure interpreted the 

varying length of sequences; however, the method faced 

difficulties in analyzing the complex sequences over 

distributed environments.  

 

Muhammad Sajid et al [19] modeled a DL detection 

technique that classified the various network threats affecting 

the cloud environments. The method involved extracting the 

spatial as well as temporal characteristics from a wider range 

of data. The detection speed of the DL model was higher with 

greater interpretability for composite attack sequences. 

However, the method faced higher challenges due to data 

imbalances in specific classes. Abdel-Rahman Al-Ghuwairi et 

al [23] suggested a selection-based approach that employed 

Analysis through time-series data with intrusion detection. 

The method performed continuous observation for tracking 

the changes in security specifications and provided a prior 

warning of the manifestation of potential threats. The 

collaborative selection of features improved the accuracy, 

whereas the lack of dissimilarity measures increased the 

complexity.  

 

Nishika Gulia et al [17] explained a Group Artificial Bee 

Colony (G-ABC) that manifested effective performance in 

observing the intrusions in cloud services. The method 

handled the non-numerical features efficiently and performed 

normalization with maximum to minimum values. The traffic 

in the network was captured using a time sequence-based 

window that delivered better results in detecting the sources 

of anomalies. However, the G-ABC approach was limited in 

detecting specific cloud attacks. Mehmood, M. et al., [15] 

introduced a machine learning approach to detect and classify 

attacks in the cloud network. The utilization of an ensemble 

learning approach improves the performance of the model. 

The model demonstrates higher accuracy with better detection 

performance. High computational cost and limited datasets 

were the major drawbacks faced by the model.  

 

2.1. Challenges 

 Some of the related research works with drawbacks are 

listed below, 

 The 2D-CNN-based model lacked training data and faced 

vulnerabilities in the composite network topology. In 

addition, the evaluation of the method was not performed 

using real-time attack data [8].  

 The adaptability of the Deepdefend approach was lower 

under unpredictable breaches and failed to capture the 

intrinsic relationships between the network packets [9]. 

 The lack of optimization methods affected the efficiency 

against the adverse network traffic. Furthermore, the 

evaluation of sequential data was not performed, leading 

to potential impacts in altering circumstances [2].  

 The DL method exhibited higher complexity with a 

longer training period and higher false alarm rates [19].  

 

2.2. Problem Statement 

Cloud computing provides defined computing with 

virtually shared resources and workstations, facilitating rapid 

services as well as larger storage. Typically, the distributed and 

heterogeneous nature of the network opens the way for 

intrusions that disrupt cloud services based on trust and 

reliability. Some of the traditional methods exploited for 

intrusion detection are subjected to profound complexities 

regarding limited generalizability, complexity [8], as well as 

overfitting issues [15, 23]. In [19], the imbalances in the data 

distribution led to a biased outcome as well as higher false 

positives. In addition, the lack of preprocessing as well as the 

inefficiency in the interpretation of complex features resulted 

in misdetections [9]. 

 

The research overcame the limitations with the 

development of the ApR-FM2TEDL framework, which 

detected the various networks from normal traffic. In addition, 

the ApRO-SyM sampling reduced the data imbalances with 

the generation of optimal samples. The IoT database 𝑊 

containing the attack and normal traffic information is 

represented as, 

 

𝑊 = (𝑊𝑖,𝑗 , 𝐿𝑏𝑖); {
1 ≤ 𝑖 ≤ 𝑌
1 ≤ 𝑗 ≤ 𝑋

   (1) 

 

Here 𝐿𝑏𝑖is the label respective to the 𝑖𝑡ℎrow; 𝑌𝑋 denotes 

the minimum and maximum number of rows in the dataset, the 

information about the packets transferred over the internet at 

a specific time is denoted by 𝑖𝑡ℎrows, and 𝑗𝑡ℎcolumn 
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represents the data attribute of the particular 𝑖𝑡ℎrow. The labels 

in the dataset𝐿𝑏 can be signified as, 

𝐿𝑏𝑖 ∈ (0,1), 1 ≤ 𝑖 ≤ 𝑌           (2) 

The ApR-FM2TEDL method effectively identifies the 

presence or absence of attacks in the data, which is denoted by 

𝐿𝑏𝑖 = {
0, 𝑁𝑜𝑟𝑚𝑎𝑙
1, 𝐴𝑡𝑡𝑎𝑐𝑘

}  (3) 

The research utilizes Binary cross-entropy loss for 

improving the accuracy of ApR-FM2TEDL in accurately 

predicting the attack and normal data, which is denoted as 

𝐿𝑜𝐵𝐶𝐸 = −
1

𝑌
∑ 𝐴𝑡𝑖 𝑙𝑜𝑔(𝑃𝑑𝑖) + (1 − 𝐴𝑡𝑖) 𝑙𝑜𝑔(1 − 𝑃𝑑𝑖)

𝑌
𝑖=1

 (4) 

Here, 𝐴𝑡𝑖indicates the actual label of the 𝑖𝑡ℎsample, and 

𝑃𝑑𝑖is the predicted label of the 𝑖𝑡ℎsample. The ApR-

FM2TEDL provides higher efficiency in identifying the 

various attacks from the cloud data. 

 
Fig. 1 System model of the attack detection and mitigation in cloud 

networks 

3. System Model for Threat Detection in Cloud 

Networks 
Across distributed cloud infrastructures, the identification 

of threats or intrusions is a significant research hotspot that 

provides the security of resources by potentially mitigating the 

attack packets. With the identification of suspicious behavior, 

the attack detection models are highly considered essential 

among suppliers of Infrastructure As A Service (IaaS) that 

allows resources, including virtual machines on demand.  

The packets are either benign or malicious and are 

collected from the network traffic in the cloud and fed into the 

method for detection. The systems interpret the authenticity of 

the data packets, and the mitigation module eliminates the 

packets identified as threats and updates the information. The 

updation of threat information to the model is essential for 

blocking the same packets in the future from exploiting the 

network resources.  

Moreover, the utilization of data balancing, as well as 

preprocessing, promotes the detection performance by 

enhancing the data standard. The development of a versatile 

and efficient detection model is essential to identify the 

potential threats accurately in changing environments. Figure 

1 represents the system model of the attack detection module 

for cloud computing environments.  

 
Fig. 2 Schematic Representation of the ApR-FM2TEDL framework for 

Attack detection  

4. Proposed Apr-Fm2tedl Framework for Attack 

Detection and Mitigation in Cloud Networks 
The main objective of this research is to mitigate and 

detect the security concerns in cloud environments using the 

proposed ApR-FM2TEDL framework. The schematic 

illustration of the proposed work is visualized in Figure 2. 

Initially, the research sources network data from Bot-IoT and 

the CIC-DDoS2019 Dataset, which undergoes preprocessing 
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where the missing values in the data are imputed using KNN 

imputation. After the imputation, the preprocessed data is fed 

into the ApRO-SyM sampling module that balances the 

imbalanced distribution of classes. The application of the 

ApRMO algorithm enhances the generation of better samples 

by assisting in the selection of quality neighbors. Followed by 

sampling, the data is given to the ApR-FM2TEDL for the 

effective detection of attacks in the data, where the 

hyperparameters are tuned using the ApRMO algorithm. If the 

model detects the presence of attacks, then the improved BAIT 

mitigation module mitigates the attacks from the network and 

updates the information to ApR-FM2TEDL for identifying 

similar attacks in the future.  

4.1. Input Data for Attack Detection 

To detect attacks, the input data in this research are 

sourced from CIC-DDoS2019 and the Bot-IoT Datasets that 

contain the system traffic acquired from various 

heterogeneous environments. The input data to be processed 

is mathematically expressed as, 

𝑊 = {𝑊1,𝑊2, . . .𝑊𝑖 . . .𝑊𝑌}            (5) 

 

Here, 𝑊 denotes the dataset, 
{𝑊1,𝑊2, . . .𝑊𝑖 . . .𝑊𝑌} represents the total data, and 𝑊𝑖is the 

input data. The input acquired from CIC-DDoS2019 is in the 

dimension(𝑛, 431371,79) , and the BoT-IoT Dataset is in the 

dimension (𝑛, 175341,44).  

4.2. Preprocessing using K-Nearest Neighbor Imputation 

The data gathered from the IoT networks are subject to 

inconsistencies, missing values, and noise artifacts, which 

need to be minimized for generating meaningful detections. 

The data is preprocessed in this research using the K-Nearest 

Neighbor Imputation (KNN) technique, which imputes the 

missing data by replacing values based on the neighborhood 

values [24].  

 

The method selects the distant vector and computes the 

KNN values closer to the estimated vectors to find the better 

values. The average nearest point between the nearest set and 

the estimated vector is evaluated to predict the missing value 

[25]. Then the missing instances are filled with the proximity 

values corresponding to the neighbors, which minimizes the 

complexities in detection. The preprocessed data is 

represented as 𝑊𝑖
∗, which is in the dimension of 

(𝑛, 431371,79).  
 

4.3. Data Balancing using APIs, Random Movement 

Optimized Synthetic Minority Sampling Technique  

The imbalances in the data affect the detection outcomes 

of the model and produce biased results due to the overfitting 

issues. The standard method, namely the Synthetic Minority 

Oversampling Technique (SMOTE), is utilized in various 

related works to deal with the imbalances. The method 

minimized the complexities to a certain extent, while the 

random selection of neighbors, interferences, and the 

overlapping issues results in samples with lower quality [26]. 

To overcome the limitations and to generate effective samples, 

the research proposed an Apis Random Movement Optimized 

Synthetic Minority (ApRO-SyM) sampling technique. The 

appropriate selection of neighbors is the major factor for 

effective generation since the selection of lower K-neighbors 

leads to underfitting and the higher values result in overfitting 

of the data [27]. The application of the developed ApRMO 

algorithm improves the synthetic sample generation by 

assisting in the selection of standard K-neighbors. The method 

adopts the search characteristics that provide equal priority 

during exploitation and exploration for selecting better 

neighborhood values.  

The ApRO-SyM assists in selecting the number of 

synthetic data points to be generated in each class based on the 

sample rate parameter that manages the oversampling to be 

performed. The sample rate parameter 𝜍controls the number 

of generated synthetic samples, which is optimized by the 

ApRMO algorithm. The generation of high-quality synthetic 

data prevents overfitting issues and boosts the performance of 

ApR-FM2TEDL in detecting attacks. The samples generated 

by the ApRO-SyM sampling method are represented as 

𝑆𝑎𝑛𝑒𝑤, which are in the dimension of (𝑛, 667080, 79) and 

are given into the proposed ApR-FM2TEDL framework for 

attack detection. 

4.4. Proposed APIs Random MOVEMENT OPTIMIZED 

FUZZY Min-Max Enabled Tri-Ensembled Deep Learning 

Framework for Attack Detection 

In the proposed approach, the Fuzzy min-max enabled 

Tri-ensembled Deep Learning framework is utilized for 

achieving efficient attack detection. Utilizing the Tri-

ensemble Deep learning method, combining Deep CNN, Bi-

LSTM, and RNN, enhances the feature representation to 

explore the hidden attack patterns, and the element-wise min-

max operation facilitates obtaining the maximum and 

minimum data features, which are acquired separately. 

Moreover, the incorporation of the advanced mechanisms 

improves the architecture to handle the uncertainty in the input 

samples, enhances the training process, and provides 

improved attack detection. 

 

The architecture of the ApR-FM2TEDL model developed 

for threat detection in cloud networks is shown in Figure 3. 

Several research works have been deployed for cloud threat 

detection; however, they are vulnerable to limitations 

including higher complexities, overfitting, and limited 

generalizability [17, 19]. The ApR-EM2TEDL framework 

overcomes the limitations of prevailing methods by exhibiting 

effective attack detection.  
 

The ApR-EM2TEDL comprises three effective deep 

learning models, namely Deep CNN, Bi-Directional Long 

Short-Term Memory (Bi-LSTM), and Recurrent Neural 
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Network (RNN), where the outputs from the three models are 

fed into the fuzzy minimum-maximum averaging technique. 

The ApR-EM2TEDL is efficient in detecting attacks from 

normal packets and works as a parallel processing unit.  

The input 𝑆𝑎𝑛𝑒𝑤is fed into the three parallel working DL 

models simultaneously to streamline the detection process. 

Initially, in the Deep CNN layer, the input 𝑆𝑎𝑛𝑒𝑤 from the 

ApRO-SyM sampling method passes through the 

convolutional layers, which contain several kernels that 

extract the essential features [28]. Some of the features from 

the generated data are captured using the filters, and an 

activation map𝜒𝑚𝑎  is acquired, which is expressed as, 

𝜒𝑚𝑎 = 𝑟𝑒𝑙𝑢(𝐶𝑜𝑛𝑣(𝑆𝑎𝑛𝑒𝑤)𝑓𝑒𝑐𝑛, 𝑓𝑎𝑐𝑛)             (6) 

Where 𝑓𝑒𝑐𝑛 , 𝑓𝑎𝑐𝑛represents bias and weights of the 

convolutional filter, 𝐶𝑜𝑛𝑣is the convolution function, and 

𝑟𝑒𝑙𝑢represents activation that introduces non-linearity 

between the layers. The𝜒𝑚𝑎  multidimensional data that is 

flattened based on a single dimension using a flattened layer 

and dense layer (𝑛, 64)is a fully connected network that 

captures the details attained from previous layers and 

generates an outcome 𝐽𝐾1in the dimension(𝑛, 64). 
Meanwhile, the input 𝑆𝑎𝑛𝑒𝑤is given into the Bi-LSTM layer 

(𝑛, 44,32) , which passes the data in forward (𝑟𝑑)and 

backward (𝑤𝑑)directions for analyzing the crucial 

relationships [29]. The memory cells store the information and 

maintain the data flow, where the input gate𝐸𝑁𝑡 obtains the 

input to update the cell state, which is denoted by 

𝐸𝑁𝑡 = 𝜎(𝑓𝑒𝑖1𝑆𝑎
𝑛𝑒𝑤 + 𝑓𝑒𝑖2𝑑𝑛𝑡−1 + 𝑓𝑎𝐼𝑡)                    (7) 

Here, 𝑓𝑒𝑖1𝑓𝑎𝐼𝑡implies weights and bias in the input gate 

layer, 𝜎which denotes the sigmoid function, and 𝑑𝑛𝑡−1is the 

hidden layer of the past iteration. The unwanted details from 

the data are removed by the forget gate output generated by 

the output gate with the updation of information.  

𝐸𝑃𝑡 = 𝜎(𝑓𝑒𝑢1𝑆𝑎
𝑛𝑒𝑤 + 𝑓𝑒𝑢2𝑑𝑛𝑡−1 + 𝑓𝑎𝑈𝑡

)                     (8) 

Where the weights and bias are represented 

by𝑓𝑒𝑢1and𝑓𝑎𝑈𝑡
. Accordingly, the result from the Bi-LSTM 

layer contains information obtained from both directions, 

denoted as 

𝐽𝐾1
𝐵𝑖 = [𝐸𝑃⃗⃗⃗⃗  ⃗𝑡 ∗ 𝐸𝑃𝑡⃖⃗ ⃗⃗⃗⃗⃗⃗ ]  (9) 

Here𝐸𝑃𝑡⃖⃗ ⃗⃗⃗⃗⃗⃗  are the outputs of the forget gate obtained from 

forward and backward directions. Moreover, the resultant 

𝐽𝐾1
𝐵𝑖 is forwarded to the Bi-LSTM-1 layer, where a similar 

process is performed, and output 𝐽𝐾2
𝐵𝑖(𝑛, 44,32)is attained. 

The dense-1 layer gathers the input and generates 

it𝐽𝐾2(𝑛, 64).  

𝐽𝐾2 = [𝐽𝐾1
𝐵𝑖 + 𝐽𝐾2

𝐵𝑖]  (10) 

In the meantime, the input 𝑆𝑎𝑛𝑒𝑤is also passed through 

the RNN layer, which analyzes the sequential components of 

the data to identify the semantic relationships. The input layer 

perceives the information where the data is transferred from 

one iteration to another and predicts the output corresponding 

to the past details. The non-linear relationships of the threat 

data are learned with the addition of weights and biases with 

the tanh activation to predict the temporal dynamics [30]. The 

hidden layers upgrade the information at each iteration in the 

output gate𝐵 , and the information from the present time step 

is declared as output 𝐽𝐾𝑟𝑛𝑛 that can be mathematically denoted 

as, 

𝐵 = 𝑡𝑎𝑛ℎ(𝑓𝑒𝑟𝑛 × ℎ𝑒𝑡 + 𝑓𝑎𝑟𝑛)   (11) 

where, 𝑓𝑒𝑟𝑛,𝑓𝑎𝑟𝑛indicates the weights and bias of the 

output layer, and the output𝐽𝐾𝑟𝑛𝑛from the simple RNN-1 layer 

passes through dense-2 and generates 𝐽𝐾3(𝑛, 64). The outputs 

𝐽𝐾1, 𝐽𝐾2, 𝐽𝐾3 pass through both maximum and minimum 

layers, (𝑛, 64)in which element-wise min-max operation is 

performed, where the maximum and minimum data features 

are acquired separately. The extracted features undergo a 

weighted average of the features that are computed and passed 

to dense-3 and dense-4 layers to mitigate the attacks in the 

data. The research included the ApRMO algorithm utilized in 

the fourth layer that tunes the weights of the model, leading to 

enhanced threat detection. The data packets identified as 

threats are sent to the mitigation module to eliminate the 

malicious contents from the network. Figure 3: Architecture 

of the ApR-FM2TEDL model.  

4.5. Apis Random Movement Optimization  
In the proposed research, the ApRMO algorithm is 

employed for optimally fine-tuning parameters of the ApR-

FM2TEDL model and to improve the generation of better 

samples in the ApRO-SyM Sampling method. The ApRMO is 

simulated based on the behavioral characteristics of coots and 

bee colonies to reach the optimal solution. The characteristics 

include random motion, position updation, and foraging, and 

the utilization of these attributes improves the global search 

capability [31]. Although the existing optimization 

techniques, including Genetic Algorithms (GA), Particle 

Swarm Optimization (PSO), and Grey Wolf Optimization 

(GWO), are widely used, their performance is inadequate 

because of multifaceted and voluminous data. Meanwhile, the 

Coot Optimization Algorithm (COA) suffers from 

shortcomings such as slow convergence and getting trapped in 

local optima. Further, the ABC algorithm exhibits better 

performance, but the inherent limitation of insufficient 

balance between exploration and exploitation restricts the 

applicability of the algorithm. In contrast, the ApRMO 

algorithm addresses the issues regarding the complexities, 
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convergence, as well as suboptimal convergence problems, 

and provides the global optimal solution. More specifically, 

the proposed ApRMO algorithm offers effective global 

searching ability and ultimately reaches the optimal solution 

depending on previous experience. In addition, the ApRMO 

algorithm achieves global convergence for hyperparameter 

tuning of the ApR-FM2TEDL model and improves the ApRO-

SyM Sampling, resulting in an increase in the attack detection 

performance. 
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Inspiration: The ApRMO algorithm draws its 

characteristics from the swarm behavior of coots and bee 

colonies, which includes the position updation, hunting, and 

chain motion. The exploration behavior seen in bees promotes 

an accurate capability for global search of solutions. The 

random motion and the tuning of parameters facilitate deep 

exploration in the search space for attaining optimal solutions 

[32]. The ApRMO provides equal priority with search space 

during exploitation and exploration, which prevents the 

acquisition of solutions from the local optima region. The 

developed ApRMO algorithm enhances the sampling 

performance with the selection of optimal neighbors.  

The bees search for food sources as colonies in a wider 

range to collect the nectar, which is adopted in ApRMO to find 

better solutions where the food represents the possible 

solutions and the amount of nectar denotes the quality of 

corresponding solutions. The exploitation continues until the 

sources are depleted, and the coots' behaviors involve the 

chain motion around the leaders. They exhibit a unique 

strategy with position updates, which assists the ApRMO in 

updating the positions during the scarcity of optimal values or 

the presence of attacking solutions.  

Solution Initialization: The solutions are initialized for the 

performing search in the search space, where the population 

represents the solutions with the associated decision variables. 

The initialized solutions can be mathematically denoted as, 

𝑅𝑢: 𝑟𝑢,𝑣 = 𝑙𝑝𝑣 + 𝑟𝑎𝑛𝑑(𝑈𝑝𝑣 − 𝑙𝑝𝑣)          (12) 

Where 𝑢 = 1,2. . . . 𝑃the total solutions are denoted by 𝑃, 
and the search space dimension is 𝑄, the initial position vector 

of 𝑢𝑡ℎthe solution is 𝑅𝑢, 𝑟𝑎𝑛𝑑denotes the random number in 

the interval of (0,1), 𝑙𝑝𝑣and 𝑈𝑝𝑣are the lower and upper 

bounds of 𝑣𝑡ℎ the search space. The population solutions can 

be mathematically signified as, 

𝑅 =

[
 
 
 
 
𝑅1

:
𝑅𝑢

:
𝑅𝑃]

 
 
 
 

𝑃×1

=

[
 
 
 
 
𝑟1,1. . . . 𝑟1,𝑣 . . . . 𝑟1,𝑄
:
𝑟𝑢,1. . . . 𝑟𝑢,𝑣 . . . . 𝑟𝑢,𝑄
:
𝑟𝑃,1. . . . 𝑟𝑃,𝑣. . . . 𝑟𝑃,𝑄]

 
 
 
 

𝑃×𝑄

        (13) 

Fitness Function: The effectiveness of the solutions is 

computed through the objective function, where the higher 

quality of solutions has a larger fitness value. The fitness 

function of the proposed ApR-FM2TEDL is computed using 

accuracy, and that can be represented as, 

𝐹𝑛(𝑅𝑢,𝑣
𝑔

) = 𝑚𝑎𝑥 (𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑅𝑢,𝑣
𝑔

))         (14) 

The fitness of the APRMO-SyM model is measured based 

on the F1 score that can be expressed as, 

𝐹𝑛(𝑅𝑢,𝑣
𝑔

) = 𝑚𝑎𝑥 (𝐹1𝑠𝑐𝑜𝑟𝑒(𝑅𝑢,𝑣
𝑔

))      (15) 

Case (i) Global search phase: if 𝑁𝑑 ≥ 0.5 

The global search process occurs when the value 𝑁𝑑is 

greater than or equal to 0.5. Here, 𝑁𝑑represents the 

probability of the random value being present in a global 

search that belongs to the range between (0,1). The updated 

position based on the chain movement of the coots that is 

represented by, 

𝑅𝑢
(𝑔+1)

= 0.5(𝑅𝑢−1
𝑔

+ 𝑅𝑢
𝑔
)  (16) 

Where represents the current position vector of the 𝑢𝑡ℎ 

solution, and 𝑅𝑢−1
𝑔

is the position of the previous solution. The 

conventional methods focus on initializing the best solution; 

however, there exists a chance that the solutions may be 

selected as best from the local optima, which will not be 

effective. Therefore, this research selects random values by 

giving equal priority between the local and global search for 

finding better values depending on the foraging behavior of 

artificial bee colonies. Here, the updated position is denoted 

as, 

𝑅𝑢
(𝑔+1)

= 𝑅𝑢
𝑔
+ 𝜑𝑢(𝑅𝑢

𝑔
+ 𝑅𝑟𝑎𝑛𝑑

𝑔
)            (17) 

Where 𝑅𝑟𝑎𝑛𝑑
𝑔

is the position of the random solution, and 

𝜑𝑢is the randomly selected number, which ranges between 

(−1,1). The position update, depending on the random 

solution, is represented as, 

𝑅𝑢
𝑔
=

1

(1+𝜑𝑢)
[𝑅𝑢

𝑔+1
+ 𝜑𝑢 × 𝑅𝑟𝑎𝑛𝑑

𝑔
]              (18) 

Further, the solution's current position is updated in the 

chain motion-based position update equation to improve the 

probability of acquiring optimal solutions. The position 

updation is dependent on the randomly selected number and 

scaling parameters, which can be mathematically signified as, 

𝑅𝑢
𝑔+1

= 𝛿[𝛾 × 𝑅𝑢−1
𝑔

+ 𝜑𝑢𝑅𝑟𝑎𝑛𝑑
𝑔

]         (19) 

Where, 𝛿and𝛾are scaling parameters which are given by 

𝛿 = [
1+𝜑𝑢

0.5+𝜑𝑢
]and𝛾 = 0.5. The utilization of tuning 

parameters in the above equation provides better exploration 

in search regions, which minimizes the time complexity and 

leads to faster convergence.  

Case (ii) Local Search: if𝑁𝑑 < 0.5 

The solution undergoes local search based on the 

probability that the random value presented in the global 

search𝑁𝑑is less than 0.5. The local search is followed based 

on the knowledge acquired by the neighbors, where the 

information from better neighbors can be effective, while the 

non-optimal neighbors reduce the probability of better 
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extraction. Therefore, optimal leaders are selected based on 

their effectiveness as well as alertness with search space 

conditions.   Depending on the movement of the selected 

leaders, the solutions follow two movements, namely guided 

and unguided motions.  

Subcase (i) Unguided Phase: if 𝐻𝐺 ≤ 0.5 

The unguided phase is employed when the guided 

parameter 𝐻𝐺is less than or equal to 0.5, and the value 

𝐻𝐺ranges between (0,1). The updated position depends on 

the best position and the constant parameter that can be 

expressed by, 

𝑅𝑢
𝑔+1

= 𝑅𝑢
𝑔
+ 𝐴𝑑 × 𝑎𝑏𝑠(𝑅𝑏𝑒𝑠𝑡

𝑔
− 𝑅𝑢

𝑔
)  

 (20) 

Where 𝐴𝑑is the control parameter that is essential for 

controlling the tradeoffs between the search space that can be 

obtained based on the iterations and current values? The 

parameter𝐴𝑑can be mathematically signified as, 

𝐴𝑑 = 𝐶𝑡 × 𝑒
−(

2×𝑔

𝑔𝑚𝑎𝑥
())

    (21) 

Where𝐶𝑡represents the constant parameter with the fixed 

value of 1.5, 𝑎𝑏𝑠denotes the absolute operation, 

𝑔and𝑔𝑚𝑎𝑥are the current and maximum iterations.  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
Fig. 4 Flowchart of the ApRMO algorithm 
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Subcase (ii) Guided Phase: if𝐻𝐺 > 0.5 

The solutions undergo searching with the guidance of the 

leader solutions when the value of the guidance parameter𝐻𝐺 

is greater than 0.5. The position of the leader is evaluated 

depending on the index of the current solution, which can be 

denoted by 

𝐼𝑋𝑙𝑑𝑟 = 1 + (𝐼𝑋𝑢 𝑚𝑜𝑑𝑁 𝑏𝑙𝑑𝑟)                      (22) 

Where 𝐼𝑋𝑙𝑑𝑟signifies the index value of the leading 

solution, 𝑁𝑏𝑙𝑑𝑟denotes the number of leading solutions, which 

is equal to 1, 𝐼𝑋𝑢describes the index of the current solution, 

and 𝑚𝑜𝑑represents the modulus operation. Typically, the 

updated position is denoted as, 

𝑅𝑢
𝑔+1

= 𝐴𝑑 × 𝑅𝑎𝑛𝑑1 × 𝑐𝑜𝑠(2𝜋𝑅𝑎𝑛𝑑2) (𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟 − 𝑅𝑢

𝑔
) +

𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟  (23) 

Here 𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟is the current best position of the leading 

solution: the random values in the ranges between (0,1)and 

(−1,1), 𝑐𝑜𝑠denotes the cosine, and the value of 𝜋is 3.14. The 

cosine function maintains the movement of the algorithm in a 

controlled environment with adjustments to the search 

positions. In addition, the estimation of a better position 

provides a precise path towards the optimal solution. The 

ApRMO algorithm finds the weakest weights and updates 

them using position updates to generate the highest fitness 

value of each solution.  

 

Termination Condition: The working of the ApRMO 

algorithm ends once the value 𝑔 > 𝑔𝑚𝑎𝑥is obtained and 

returns the global best solution. Figure 4 illustrates the flow 

diagram of the ApRMO algorithm. 

 

In order to compare the strength of the ApRMO algorithm 

with existing algorithms, the pseudocode of the COOT 

optimization, ABC algorithm, and ApRMO algorithm 

showing the implementation steps to reach the best solution 

are detailed in the Algorithms 1,2, and 3 as follows, 

 

Algorithm 1. Pseudocode of COOT Optimization 

S.NO COOT Optimization 

1 Initialize the parameters 𝑀𝐿,𝑀𝑐𝑜𝑜𝑡, 𝑎𝑛𝑑𝑀 

2 Output:  
3 Initialization:

  

𝑅𝑢,𝑣
𝑔

= 𝑟𝑎𝑛𝑑(1, ℎ) ∗ (𝑈𝑏 − 𝐿𝑏) + 𝐿𝑏  

4 Here 𝑀𝑐𝑜𝑜𝑡 = 𝑀 −𝑀𝐿 

 Select 𝑀𝐿a random number of solutions. 

5 Evaluate the fitness of each solution. 

6 Find the best solution. 𝑍𝑏𝑒𝑠𝑡 

9 If (𝑡 < 𝑡𝑚𝑎𝑥()) 
10    { 

11 
Compute the random function𝐴,𝐵, and generate the random values.𝑟1, 𝑟2, 𝑟3, 𝑟4 𝐴 = 1 − 𝑡 × (

1

𝑡𝑚𝑎𝑥
() (

1

𝑡𝑚𝑎𝑥
()))  

13             for each coot 𝑅𝑖, 𝑑𝑜, 
14                Find the index number of the elected leader 𝐾𝑖𝑛𝑑 

15 if (𝑟𝑎𝑛𝑑 > 0.5){ 
16                 Update the position using.𝑅𝑢

(𝑔+1)
= 𝑅𝐾𝑙𝑒𝑎𝑑 + 2 × 𝑟2 × 𝑐𝑜𝑠(2𝜋ℓ) × (𝑅𝐾𝑙𝑒𝑎𝑑 − 𝑅𝑖(𝑡)) 

15         if (𝑟𝑎𝑛𝑑 < 0.5){ 
17 Update the position using. 𝑅𝑖(𝑡 + 1) =

(𝑅𝑖−1(𝑡)+𝑅𝑖(𝑡))

2
 

18 else 

19 𝑅𝑖(𝑡 + 1) = 𝑅𝑖(𝑡) + 𝐴 × 𝑟1 × (𝑅𝑟𝑎𝑛𝑑(𝑡) − 𝑅𝑖(𝑡)) 

20                    end if 

21   Evaluate the fitness solution. 

22   if 𝑓𝑖𝑡(𝑅𝑖) < 𝑓𝑖𝑡(𝑅𝐾𝑙𝑒𝑎𝑑) 
23   swap(𝑅𝑖, 𝑅𝐾𝑙𝑒𝑎𝑑) 
24 end if

 
25 end for 

26 for each leader 𝑅𝑖𝑙𝑒𝑎𝑑do 

27 Update the position of the leader.  

𝑅𝑖𝑙𝑒𝑎𝑑(𝑡 + 1) = {
𝐵 × 𝑟3 × 𝑐𝑜𝑠(2𝜋ℓ) × (𝑅𝑏𝑒𝑠𝑡

𝐼𝑋𝑙𝑑𝑟 − 𝑅𝑖𝑙𝑒𝑎𝑑(𝑡)) + 𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟𝑟4 < 0.5

𝐵 × 𝑟3 × 𝑐𝑜𝑠(2𝜋ℓ) × (𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟 − 𝑅𝑖𝑙𝑒𝑎𝑑(𝑡)) − 𝑅𝑏𝑒𝑠𝑡

𝐼𝑋𝑙𝑑𝑟𝑟4 ≥ 0.5
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28 if𝑓𝑖𝑡(𝑅𝑖𝑙𝑒𝑎𝑑 < 𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟) 

29 (𝑅𝑖𝑙𝑒𝑎𝑑, 𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟) 

30 end 

31 end for 

32 𝑡 = 𝑡 + 1
 

33 
Return 

𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟

 
 

Algorithm 2. Pseudocode of ABC Optimization 

S.NO Artificial Bee Colony Optimization 

1 Initialize the parameters  

2 Initialize the random solution: 𝑅𝑖,𝑗 = 𝐿𝑖,𝑗 + 𝑟𝑎𝑛𝑑(0,1) × (𝑈𝑖,𝑗 − 𝐿𝑖,𝑗) 

  

4 Evaluate the movement of onlooker bees. 

5 𝑅𝑖,𝑗𝑟
𝑛𝑒𝑤 = 𝑅𝑖,𝑗 + 𝛿𝑖,𝑗 × (𝑅𝑖,𝑗 − 𝑅𝑘,𝑗) 

6 Where 𝑅𝑖,𝑗𝑟
𝑛𝑒𝑤is the new position 

7 Probabilistic selection of onlooker bees 

8 
𝑃𝑖 =

𝐹𝑖
∑ 𝐹𝑖

𝑁
𝑖=1

 

9 Update the best solution with the new solution: 

10    if 𝑓𝑖𝑡(𝑅𝑖,𝑗𝑟
𝑛𝑒𝑤) < 𝑓𝑖𝑡(𝑅𝑖,𝑗), then 𝑅𝑖,𝑗 = 𝑅𝑖,𝑗𝑟

𝑛𝑒𝑤  

11 Memorize the best solution. 𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟  

12 𝑡 = 𝑡 + 1
 

13 
Return 

𝑍𝑏𝑒𝑠𝑡 
 

Algorithm 3. Pseudocode of Apis Random Movement Optimization 

S.NO Apis Random Movement Optimization 

1 Input: Initialize the parameters𝑅𝑢,𝑣
𝑔

= [𝑓𝑒𝑟𝑛, 𝑓𝑎𝑟𝑛] 

2 Output: 𝑅𝑢
𝑔+1

  

3 Solution Initialization:

  

𝑅𝑢: 𝑟𝑢,𝑣 = 𝑙𝑝𝑣 + 𝑟𝑎𝑛𝑑(𝑈𝑝𝑣 − 𝑙𝑝𝑣) 

4 Fitness Evaluation:   

 

5 Fitness function of the proposed ApR-FM2TEDL 

6 𝐹𝑛(𝑅𝑢,𝑣
𝑔

) = 𝑚𝑎𝑥 (𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑅𝑢,𝑣
𝑔

)) 

7 Fitness function of the proposed APRMO-SyM model 

8 𝐹𝑛(𝑅𝑢,𝑣
𝑔

) = 𝑚𝑎𝑥 (𝐹1𝑠𝑐𝑜𝑟𝑒(𝑅𝑢,𝑣
𝑔

)) 

9 if (𝑔 < 𝑔𝑚𝑎𝑥()) 
10    { 

11 
 
Case (i) Global search phase: if 𝑁𝑑 ≥ 0.5 

13             Update the position using. 𝑅𝑢
(𝑔+1)

= 0.5(𝑅𝑢−1
𝑔

+ 𝑅𝑢
𝑔
) 

14                Else Case (ii) Local Search: if𝑁𝑑 < 0.5 

15                   { 

16         Subcase (i) Unguided Phase: if 𝐻𝐺 ≤ 0.5 

17 Update the position using. 𝑅𝑢
𝑔+1

= 𝑅𝑢
𝑔
+ 𝐴𝑑 × 𝑎𝑏𝑠(𝑅𝑏𝑒𝑠𝑡

𝑔
− 𝑅𝑢

𝑔
) 

18 Subcase (ii) Guided Phase: if𝐻𝐺 > 0.5 

19 Find the leader position using 𝐼𝑋𝑙𝑑𝑟 = 1 + (𝐼𝑋𝑢 𝑚𝑜𝑑𝑁 𝑏𝑙𝑑𝑟) 
20                    Update the position using.𝑅𝑢

𝑔+1
= 𝐴𝑑 × 𝑅𝑎𝑛𝑑1 × 𝑐𝑜𝑠(2𝜋𝑅𝑎𝑛𝑑2) (𝑅𝑏𝑒𝑠𝑡

𝐼𝑋𝑙𝑑𝑟 − 𝑅𝑢
𝑔
) + 𝑅𝑏𝑒𝑠𝑡

𝐼𝑋𝑙𝑑𝑟   

21                     } 

22                } 

23 
Return 

𝑅𝑏𝑒𝑠𝑡
𝐼𝑋𝑙𝑑𝑟

 

24 End
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4.6. Improved BAIT Mitigation Module 

The research utilizes an improved BAIT mitigation 

module that enhances the elimination of potential threats from 

affecting the network resources in real-time conditions. The 

conventional approaches mitigate the attacks depending only 

on the path length and address, whereas the improved version 

employed in this research considers the time stamp as well. 

The incorporation of the module improves the identification 

capability of ApR-FM2TEDL in large-scale network work, 

where the threat packets are eliminated by deceiving the 

intruders by focusing on the decoys. When the model 

identifies the attack data, the BAIT module performs a decoy 

plan to remove the malicious packets. The decoy plan includes 

the sending of a Route Request Packet (RREQ) with an 

address similar to the attack packet, and the malicious node 

replies with a route reply (RREP). The method verifies the 

destination address for receiving replies from the nodes that 

contain route information, and based on the information, the 

malicious packets are mitigated. The improved BAIT module 

further updates the information into ApR-FM2TEDL to 

prevent similar attacks in the future. 

5. Results and Discussion 
The section examines the simulation results obtained by 

the ApR-FM2TEDL method with the experimental setup, 

performance metrics, description of the datasets, and 

comparative evaluations.  

5.1. Experimental Setup 

The experimental validation of the ApR-FM2TEDL 

method for attack detection is carried out in the PyCharm 

software using the Python programming language. The 

research utilized a system with 16 GB of RAM that runs on 

the Windows 10 operating system. The hyperparameters of the 

proposed network involve the batch size of 128; L2 

Regularization, learning rate of 0.001, dropout rate of 0.5, 

activation function "ReLU", population size of 50, loss 

function "Binary Cross entropy", and default Optimizer 

Adam. Further, the above-mentioned experimental setup 

minimizes the implementation complexities and serves as an 

effective platform for testing the attack detection models. 

5.2. Dataset Description 

CIC-DDoS2019 dataset [33]: The database contains the 

network traffic data that is specifically utilized for the systems 

designed for attack detection. The files include the 

information associated with the internet protocols, as well as 

various attack types, including both benign and malignant 

attacks.  

 

BOT-IoT dataset [34]: The dataset comprises network 

traffic with various file extensions, with the arrangement 

based on attack and normal categories. The information about 

the data packets is obtained from the simulated environment 

and can also be harnessed for attack detection tasks.  

5.3. Experimental Outcomes 

In this research, the experimental results are shown in 

Figure 5, which includes the distribution of data over different 

classes of ApRMO-SyM sampling. The CIC-DDoS2019 

database contains attack and non-attack classes having an 

unequal distribution of 340000 Hz and 10000 Hz, as shown in 

(a). The inclusion of ApRO-SyM reduces the imbalances to 

acquire a frequency of 340000 Hz in both classes, as in image 

(c). Similarly, in the Bot-IoT Database, the data distribution is 

120000 for the attack class and 50000 in non-attack classes 

(b), balanced as 120000 in both classes after the application of 

the ApRO-SyM sampling method (d). Figure 5 (e), (f) 

demonstrates the plot of the various features with the value for 

each attribute. The application of the ApRMO algorithm in 

ApRO-SyM sampling promotes the generation of better 

samples by focusing on the effective k-neighbor sets.  
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Fig. 5 Experimental outcome of the ApR-FM2TEDL model 

 

5.4. Performance Metrics 

The research harnessed the metrics, namely accuracy, 

specificity, and sensitivity, for computing the ApR-FM2TEDL 

model's effectiveness in identifying the cloud network attacks.  

 
Generally, the accuracy metric evaluates the correctness 

of the system in identifying the attacks from the total 

detections. The original packets that are correctly identified 

are measured using attacks to sensitivity, and the proportion 

of real negatives is computed using specificity.  

 
5.5. Performance Analysis 

The efficiency of the ApR-FM2TEDL attack detection 

system is computed using various accuracy, specificity, and 

sensitivity for K-Fold and training percentage values. The 

evaluation of the model is interpreted in the CIC-DDoS2019 

and BoT-IoT databases, which are discussed in this section.  

5.5.1. Performance Analysis for TP and K-Fold using CIC-

DDoS2019 Dataset 

The efficiency of the ApR-FM2TEDL framework in CIC-

DDoS2019 is provided in Figure 6 and Table 1. In the training, 

70%, the accuracy of ApR-FM2TEDL is 96.12% in epoch 

100, and for 80% training, the accuracy is noticed as 97.13%. 

The sensitivities of ApR-FM2TEDL for varying epochs of 70 

and 80 are 97.49% and 98.56%. The ApR-FM2TEDL acquires 

96.72% in terms of specificity. Furthermore, with K-fold 

values of 7 to 10, the performance is measured to attain 

95.63% for accuracy in K-fold of 10. The specificity and 

sensitivity achieve 94.57% and 91.85% in K-fold 8, which 

improves to 96.99% and 95.20% in K-fold 9. The utilization 

of the ApRO algorithm minimizes the complexity and results 

in improvements in detection, as well as the reduction of 

overfitting issues. Using ApRO-SyM sampling boosts the 

efficiency. Through the Analysis, it is evident that the 

performance improves with the increasing number of epochs. 
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Table 1. Performance analysis using the CIC-DDoS2019 database 

Analysis 

Training percentage 80 K-fold 10 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

ApR-FM2TEDL (Epochs=20) 95.55 96.77 93.04 92.33 93.46 89.83 

ApR-FM2TEDL (Epochs=40) 95.88 97.15 93.98 93.01 94.18 91.04 

ApR-FM2TEDL (Epochs=60) 96.08 97.36 94.66 93.34 94.57 91.85 

ApR-FM2TEDL (Epochs=80) 96.24 97.66 95.35 93.69 94.97 92.76 

ApR-FM2TEDL (Epochs=100) 97.13 98.56 96.72 95.63 96.99 95.20 
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Specificity  Specificity 

Fig. 6 Performance analysis in CIC-DDoS2019 database 

5.5.2. Performance analysis for TP and K-Fold using BOT-

IoT database 

The performance of ApR-FM2TEDL using the BOT-IoT 

database is shown in Table 2 and Figure 7 with K-fold as well 

as training percentage. The accuracy and sensitivity of 97.36% 

and 96.20% are attained in epoch 100 with 80% training. The 

specificity acquires 97.83% in 60% of training and improves 

to 98.59% for 80% of training. Using K-fold 10, the 

performance is computed, which shows 93.97% accuracy with 

epoch 40, which improves to95.76% in epoch 100. The values 

of 94.95% and 96.56% are attained by the ApR-FM2TEDL 

framework in epoch 100 using sensitivity and specificity 

measures. Furthermore, the input data quality is improved 

with the KNN imputation that replaces the missing values with 

better integers, which reduces the complexities. The ApR-

FM2TEDL comprises three DL layers that work in parallel for 

understanding the complex relationships, paving the way for 

effective attack detection.  

Table 2. Performance analysis using the BOT-IoT database 

Analysis 

Training percentage 80 K-fold 10 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

ApR-FM2TEDL 

(Epochs=20) 
90.61 91.17 96.87 93.17 93.48 92.79 

ApR-FM2TEDL 

(Epochs=40) 
92.36 

93.17 

 
97.21 93.97 93.63 94.21 

ApR-FM2TEDL 

(Epochs=60) 
93.38 94.73 97.83 94.87 93.87 95.78 

ApR-FM2TEDL 

(Epochs=80) 
96.76 95.48 98.17 95.38 94.17 96.50 

ApR-FM2TEDL 

(Epochs=100) 
97.36 96.20 98.59 95.76 94.95 96.56 
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Fig. 7 Performance analysis in the BOT-IoT database 
 

5.6. Comparative Analysis 

The outcome of ApR-FM2TEDL in detecting the attacks 

are compared against the methods namely Recurrent Neural 

Network (RNN) [30], Support Vector Machine for Intrusion 

Detection System (SVM-IDS) [35], Deep Neural Network 

(DNN) [36], Bidirectional LSTM enabled explainable 

Artificial Intelligence (BiLSTM-XAI) [37], KFDCN, DCNN-

BiLSTM-RNN [38], Seagull optimization enabled KFDCN 

(SOA-KFDCN) [39], Oppositional Crow Search Algorithm 

based Recurrent Neural Network (OCSA-RNN) [40], Sparse 

autoencoder and stacked contractive autoencoder along with a 

Bi-DLDA (Bi-directional LSTM with attention mechanism) 

(S-SCAE + Bi-DLDA) [41], Golden Eagle Optimized 

KFDCN (GEO-KFDCN) [42], Artificial Bee Colony enabled 

FM2TEDL (ABC-FM2TEDL) [32], COOT-FM2TEDL [31], 

Seagull optimized SMOTE enabled DCNN (SgO-SCNN) 

[43], and GuCA-KFDCN. The experimental outcomes of 

ApR-FM2TEDL in comparison with the mentioned 

approaches are detailed in this section. 

5.6.1. Comparative Analysis for Training Percentage and K-

Fold using CIC-DDoS2019 dataset 

The effectiveness of the attack detection ApR-FM2TEDL 

model is compared against the prevailing methods, which are 

shown in Figure  8. With training 80%, the proposed method 

shows an accuracy of 97.13%, surpassing the existing 

techniques in attack detection with the significant 

improvement of 5.73% over SVM-IDS,4.67% over 

RNN,5.20% over DNN,4.15% over BiLSTM-XAI,2.98% 

over KFDCN, 2.83% over DCNN-BiLSTM-RNN, 2.67% 

over SOA-KFDCN, 2.36% over GEO-KFDCN, 2.74% over 

OCSA-RNN, 2.57% over S-SCAE+Bi-DLDA, 2.75% over 

ABC-FM2TEDL,1.74% over COOT-FM2TEDL, and 1.1% 

over SgO-SCNN The specificity of ApR-FM2TEDL shows 

greater outcomes with 96.72%, while the ABC-FM2TEDL 

shows a lower value with 90.35%. The ApR-FM2TEDL 

attains a higher sensitivity as 98.56%, which outperforms 

SVM-IDS and SgO-SCNN by 6.30% and 1.38%.  

Through the K-fold value of 10, the ApR-FM2TEDL, the 

accuracy measures 95.63%; however, the GEO-KFDCN and 

DCNN-BiLSTM-RNN reveal 4.21% and 5.19%. The 

sensitivity as well as specificity in ApR-FM2TEDL showcases 

96.99% and 95.20%, which is higher than COOT-FM2TEDL, 

which shows 93.91% and 89.60%. Specifically, the ApR-

FM2TEDL method involves three layers of parallel working 

DL models that promote the learning of complex features. 

Besides, the ApRMO algorithm offers effective 

hyperparameter tuning leading to accurate attack detection 

results. Compared to the existing techniques, the ApR-

FM2TEDL model improved the overall detection performance 

and shows great potential for the application of attack 

detection in cloud networks. 
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Fig. 8 Comparative analyses using the CIC-DDoS2019 database 
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Fig. 9 Comparative analyses using the BOT-IoT database 
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5.6.2. Comparative Analysis for TP and K-Fold using BOT-

IoT database 

The attack detection efficiency of ApR-FM2TEDL, 

represented in Figure 9, is compared with the baseline 

approaches. For a training percentage of 80, the ApR-

FM2TEDL method reveals an accuracy of 97.74%, exceeding 

the other existing models with the relative improvement of 

6.32% against SVM-IDS,5.27% against  RNN,5.80% against 

DNN,4.75% against BiLSTM-XAI,2.84% against KFDCN, 

2.56% against DCNN-BiLSTM-RNN, 2.29% against SOA-

KFDCN, 2.56% against GEO-KFDCN, 2.55% against OCSA-

RNN, 2.44% against S-SCAE+Bi-DLDA, 2.43% against 

ABC-FM2TEDL,2.15% against COOT-FM2TEDL, 1.73% 

against SgO-SCNN, and 0.92% against GuCA-KFDCN. The 

specificity of ApR-FM2TEDL shows greater outcomes with 

98.59%, while the ABC-FM2TEDL shows a lower value with 

96.38%. The ApR-FM2TEDL attains a higher sensitivity of 

96.20%, outperforming the existing SVM-IDS and SgO-

SCNN by 15.41% and 1.79%, respectively. With a K-fold 

value of 10, the ApR-FM2TEDL, the accuracy measures 

95.75%; however, the GEO-KFDCN and COOT-FM2TEDL 

reveal 91.36% and 92.72 %. The sensitivity as well as 

specificity in ApR-FM2TEDL showcases 94.95% and 

96.56%, which is higher than COOT-FM2TEDL, which 

shows 93.22% and 92.21%. The imbalanced classes in the 

datasets are balanced using the ApRO-SyM sampling 

technique during the generation of samples. Moreover, the 

ApRMO algorithm assists in choosing the better K-neighbors 

for standard synthetic data that boosts the detection efficiency. 

Further, the ApR-FM2TEDL method involves Tri-ensemble 

DL models offering the high feature representation ability to 

learn the complex malicious patterns present in the network 

traffic. Moreover, the ApRMO algorithm optimally tunes the 

hyperparameters by improving the process of training, 

resulting in improved detection performance. From this, the 

proposed technique demonstrates impressive outcomes with 

performance metrics compared to the other existing models. 

5.7. PRC Analysis  

In this section, the Precision-Recall Curve (PRC) analysis 

of the ApR-FM2TEDL framework is validated against the 

conventional approaches as represented in Figure 10. Using 

the CIC-DDoS2019 database in recall 0.8, the ApR-

FM2TEDL acquires a precision value of 0.83, which improves 

KFDCN and DNN, which acquire only 0.77 and 0.76. The 

precision at 0.1 shows 0.96, while the DCNN-BiLSTM-RNN 

exhibits only 0.94. Similarly, the Analysis in the BOT-IoT 

database shows a higher precision of 0.96, while the SVM-

IDS and ABC-FM2TEDL reveal 0.91 and 0.94, respectively. 

The deeper layers of the ApR-FM2TEDL attack detection 

framework captured the intrinsic features of the threat patterns 

in the data that pave the way for accurate detection. 

Furthermore, data undergoes missing imputation using the 

KNN model that minimizes the complexity, leading to higher 

precision.  
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Fig. 10 PRC Analysis  

 
Fig. 11 Convergence Analysis 

 

5.8. Convergence Analysis  

The convergence analysis of the proposed ApR-

FM2TEDL is carried out for validating different attack 

detection algorithms in reaching the optimal solution, and the 

results are shown in Figure 11. For iteration 100, the existing 

standard optimization GA is reported with a loss of 0.710, 

while the PSO obtains 0.0049, SA obtains 0.003, COOT 

obtains 4.04E-09, ABC obtains 2.82E-17, and GWO obtains a 

loss of 5.96E-56. Despite the fact that challenges faced by the 

conventional optimization methods like the GA, PSO, GWO, 

and COOT are described as they fail to handle complex data 

and have limited performance. Additionally, the ApRMO 

algorithm uses random search and efficiently traverses the 

large search space, as well as provides equal priority during 

exploitation and exploration, which results in high 

convergence speed for reaching the optimal solution. 

Ultimately, the ApRMO algorithm attains the optimal solution 

and reduces the loss by overcoming the other existing 

optimization algorithms.   

5.9. Ablation Study 

An ablation study is conducted to validate the 

significance of the several components involved in designing 

the proposed ApR-FM2TEDL model for attack detection. 

Specifically, the ablation study evaluates the significance of 

each component, including the ApRMO, ApRO-SyM, and the 

tri-ensemble model, by removing the component each time 

and thus evaluates the contribution of the specific components 

in improving the overall detection performance. From the 

ablation study, it is reported that the proposed ApR-FM2TEDL 

achieves an accuracy of 97.74%, surpassing the proposed 

method without ApR-SyM by 4.20%, FM2TEDL without 

ApRMO algorithm by 3.18%, and ApR-TEDL without Fuzzy 

min-max approach by 1.35%. Moreover, the proposed ApR-

FM2TEDL model, combining the strength of ApRMO, 
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ApRO-SyM, the fuzzy min-max approach, and the Tri-

ensemble model, obtained high detection accuracy. In the 

proposed framework, the ApRO-SyM sampling method 

generates the optimal synthetic samples over the minority 

class that eliminates the overfitting issues. Moreover, the 

ApRMO algorithm carries out the effective parameter tuning 

of the classifier and improves the ApRO-SyM sampling for 

data generation by selecting the better neighbor sets. Besides, 

the Tri-ensemble Deep learning method offers a high feature 

learning ability to detect the attack patterns present in network 

traffic, and the extracted features are processed with the 

element-wise min-max operation, where the maximum and 

minimum data features are acquired separately, and facilitate 

the effective detection in cloud computing. Moreover, the 

application of the specific components together facilitates 

improving the overall detection accuracy, as is evident from 

the ablation study. Figure  12 portrays the ablation study of the 

proposed method for attack detection. 

 
Fig. 12 Ablation Study 

5.10. Computation Complexity Analysis 

Computation complexity analysis is conducted to 

evaluate the computation efficiency of the different methods 

designed for attack detection in cloud networks. Figure  13 

visualizes the computational outcomes acquired for the model. 

In this Analysis, the ApR-FM2TEDL method takes a low 

computation time of 0.01 s for the attack detection. 

Contrastingly, the baseline technique SVM-IDS takes the 

computation time of 0.05s, RNN takes 0.06s, DNN takes 

0.05s, BiLSTM-XAI takes 0.08s, KFDCN takes 0.06s, 

DCNN-BiLSTM-RNN takes 0.06s, SOA-KFDCN takes 

0.05s, GEO-KFDCN takes 0.04s, OCSA-RNN takes 0.04s, S-

SCAE+Bi-DLDA takes 0.03s, ABC-FM2TEDL takes 0.02s, 

COOT-FM2TEDL takes 0.04s, SgO-SCNN takes 0.03s, and 

GuCA-KFDCN takes 0.02s Moreover, the proposed ApR-

FM2TEDL overcomes the other state-of-the-art techniques in 

terms of computation efficiency by significantly reducing the 

computational complexity. The application of the ApRMO 

algorithm provides the optimal configuration to reduce the 

training time, which in turn minimizes the computation 

complexity of the proposed model. 

 
Fig. 13 Computation complexity Analysis 

 

5.11. Comparative Evaluation of Different Optimization 

Algorithms 

The section analyzes the comparative evaluation of the 

ApRMO algorithm with different existing optimization 

algorithms, such as the PSO, GA, SA, COOT, ABC, and GWO 

algorithms. Based on the comparative evaluation, the 

proposed ApRMO algorithm achieves a high accuracy of 

97.74%, exceeding the existing algorithm GA by 0.92%, PSO 

by 3.47%, SA by 1.73%, COOT by 2.15%, ABC by 2.43%, 

and GWO by 0.91%. Compared with existing optimization 

algorithms, the proposed ApRMO algorithm demonstrates 

superior performance by reaching the global optimal solution. 

In contrast, conventional optimization algorithms, including 

the GA, PSO, SA, COOT, ABC, and GWO, are limited in 

terms of slow convergence during the local search phases, 

limiting the overall accuracy. In addition, the existing 

algorithms face difficulty while addressing the complex and 

high-dimensional environments. Subsequently, the proposed 

ApRMO eliminates the drawbacks regarding the complexities, 

convergence, and local optima trapping and reaches the global 

optimal solution, resulting in improving the overall accuracy. 

Figure 14 depicts the Comparison of different Optimization 

Algorithms. 

 
Fig. 14 Comparison of different Optimization Algorithms 
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5.12. Comparative Discussion 

The results reveal the superior performance of ApR-

FM2TEDL when compared to the conventional approaches 

that are denoted in Tables 3 and 4. The utilization of the 

developed ApRO-SyM sampling approach eliminated the 

overfitting issues where effective neighbor sets were selected 

for generating the samples. The incorporation of the technique 

enhanced the detection efficiency, while the KFDCN and 

DNN exhibited biased outcomes due to the higher imbalance 

issues. The lack of optimization in SVM-IDS and DCNN-

BiLSTM-RNN increased the complexity of detection, where 

the researchers overcame the limitations in ApR-FM2TEDL 

with the development of the ApRMO algorithm. The ApRMO 

tunes the hyperparameters as well as supports the neighbor set 

estimation during the sample generation process, leading to 

standardized production of synthetic data. The COOT-

FM2TEDL and GuCA-KFDCN show lower accuracy in 

detection than the ApR-FM2TEDL, which identifies the 

complex behavior of attack packets, and the fusion technique 

interpreted both the maximum and minimum instances. 

Moreover, the proposed ApR-FM2TEDL scheme exhibits 

superior performance and can be employed to detect attacks in 

cloud environments.  

 
Table 3. Comparative discussion of the ApR-FM2TEDL framework in CIC-DDoS2019 

CIC-DDoS2019 dataset 

Methods 

TP 80 K-Fold 10 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

SVM-IDS [35] 91.56 92.35 85.07 78.82 79.50 72.31 

RNN [30] 92.59 93.43 86.60 86.22 86.98 80.22 

DNN [36] 92.08 92.97 86.59 84.58 85.39 79.08 

BiLSTM-XAI [37] 93.10 94.04 88.11 88.09 88.96 83.09 

KFDCN 94.23 95.23 89.74 90.36 91.29 85.87 

DCNN-BiLSTM-RNN 

[38] 94.38 95.41 90.15 90.67 91.63 86.43 

SOA-KFDCN [39] 94.53 95.58 90.55 90.98 91.96 86.99 

GEO-KFDCN [42] 94.84 95.94 91.35 91.60 92.64 88.11 

OCSA-RNN [40] 94.47 95.59 90.43 90.85 92.41 87.13 

S-SCAE+ 

Bi-DLDA [41] 94.63 95.69 91.21 91.53 92.42 87.88 

ABC-FM2TEDL [32] 94.46 95.49 90.35 90.82 91.79 86.71 

COOT-FM2TEDL [31] 95.44 96.57 92.21 92.84 93.91 89.60 

SgO-SCNN [43] 96.05 97.20 93.06 94.08 95.18 91.09 

GuCA-KFDCN 96.28 97.69 95.80 94.77 96.12 94.28 

Ensemble DNN [44] 89.4 - - - - - 

GBT [45] 93.62 - - - - - 

Hybrid Deep Learning 

model [46] 80.75 - - - - - 

BI-LSTM-GMM [47] 94 - - - - - 

CNN [48] 95.4 - - - - - 

XGBoost [49] 91.26 - - - - - 

ApR-FM2TEDL 97.13 98.56 96.72 95.63 96.99 95.20 

 
Table 4. Comparative discussion of the ApR-FM2TEDL framework in the BoT-IoT Dataset 

BOT-IoT dataset 

Methods 

TP 80 K-Fold 10 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

Accuracy 

(%) 

Sensitivity 

(%) 

Specificity 

(%) 

SVM-IDS [35] 91.56 81.37 92.20 78.82 90.82 66.81 

RNN [30] 92.59 82.40 93.23 86.22 91.90 80.53 

DNN [36] 92.08 81.89 92.73 84.58 91.40 77.76 

BiLSTM-XAI [37] 93.10 82.91 93.78 88.09 92.40 83.78 

KFDCN 94.97 84.77 95.66 90.46 92.93 87.98 

DCNN-BiLSTM-RNN 

[38] 95.24 87.19 95.94 91.36 93.05 89.68 
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SOA-KFDCN [39] 95.51 89.62 96.22 92.27 93.17 91.37 

GEO-KFDCN [42] 95.24 87.19 95.96 91.36 93.05 89.68 

OCSA-RNN [40] 95.25 88.32 96.03 91.54 93.07 90.09 

S-SCAE+ 

Bi-DLDA [41] 95.36 88.40 96.05 91.54 93.09 90.37 

ABC-FM2TEDL [32] 95.37 88.41 96.08 91.82 93.11 90.53 

COOT-FM2TEDL 

[31] 95.64 90.84 96.38 92.72 93.22 92.22 

SgO-SCNN [43] 96.05 94.48 96.79 94.08 93.40 94.76 

GuCA-KFDCN 96.84 95.29 97.67 94.83 94.02 95.63 

TEHO-DBN [50] 83.0 - - - - - 

SD-LVQ [51] 90.2 - - - - - 

GHLBO-based DSA 

[3] 91.70 - - - - - 

PB-DID [52] 96.3 - - - - - 

ApR-FM2TEDL 97.74 96.20 98.59 95.76 94.95 96.56 

 

5.13. Statistical Analysis 

Statistical significance testing was obtained in terms of 

different statistical measures to evaluate the robustness of the 

model. The statistical measures, including the mean, variance, 

and Standard deviation (STD), are utilized for evaluating the 

results reported in terms of metric accuracy, sensitivity, and 

specificity. Further, the overall statistical results depicted in 

Tables 5 and 6 show that the ApR-FM2TEDL framework 

outperforms other techniques utilized for the comparison by 

achieving highly efficient results. 

Table 5. Statistical Analysis with the CIC-DDoS2019 dataset with TP Analysis 

Methods 

TP 80 

Accuracy  Sensitivity  Specificity  

Mean Variance STD Mean Variance STD Mean Variance STD 

SVM-IDS 85.22 38.66 6.22 85.88 39.84 6.31 78.32 42.22 6.50 

RNN 86.26 38.77 6.23 86.97 39.96 6.32 79.86 42.34 6.51 

DNN 85.74 38.77 6.23 86.51 39.96 6.32 79.85 42.34 6.51 

BiLSTM-XAI 86.77 38.80 6.23 87.58 39.98 6.32 81.37 42.37 6.51 

KFDCN 89.23 29.87 5.47 90.11 30.85 5.55 84.34 32.89 5.74 

DCNN-BiLSTM-RNN 89.58 27.07 5.20 90.48 27.99 5.29 84.93 29.95 5.47 

SOA-KFDCN 89.92 24.41 4.94 90.85 25.27 5.03 85.53 27.15 5.21 

GEO-KFDCN 90.61 19.51 4.42 91.59 20.27 4.50 86.72 21.98 4.69 

OCSA-RNN 90.07 22.37 4.73 91.07 23.84 4.88 86.03 21.98 4.69 

S-SCAE+ 

Bi-DLDA 90.45 19.18 4.38 91.32 21.57 4.64 86.39 23.75 4.87 

ABC-FM2TEDL 89.75 25.72 5.07 90.67 26.61 5.16 85.23 28.53 5.34 

COOT-FM2TEDL 91.99 11.43 3.38 93.00 11.98 3.46 88.35 13.34 3.65 

SgO-SCNN 93.37 5.61 2.37 94.41 5.98 2.45 89.98 6.98 2.64 

GuCA-KFDCN 93.51 5.93 2.44 94.80 6.32 2.51 92.62 7.34 2.71 

ApR-FM2TEDL 94.32 6.08 2.47 95.62 6.50 2.55 93.53 7.39 2.72 

 
Table 6. Statistical Analysis with Bot-IoT Dataset with TP Analysis 

Methods/ 

Metrics 

TP 80 

Accuracy  Sensitivity  Specificity  

Mean Variance STD Mean Variance STD Mean Variance STD 

SVM-IDS 85.22 38.66 6.22 75.41 23.68 4.87 85.82 38.82 6.23 

RNN 86.26 38.77 6.23 76.93 20.48 4.53 86.87 39.03 6.25 

DNN 85.74 38.77 6.23 76.42 20.48 4.53 86.38 38.96 6.24 

BiLSTM-XAI 86.77 38.80 6.23 77.44 20.48 4.53 87.42 39.02 6.25 

KFDCN 89.19 42.50 6.52 79.60 21.92 4.68 89.87 42.63 6.53 
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DCNN-BiLSTM-RNN 90.24 29.87 5.47 82.37 16.72 4.09 90.93 29.99 5.48 

SOA-KFDCN 91.28 19.51 4.42 85.13 12.56 3.54 91.98 19.62 4.43 

GEO-KFDCN 90.24 29.87 5.47 82.37 16.72 4.09 90.95 29.96 5.47 

OCSA-RNN 90.28 29.51 5.43 82.89 17.46 4.18 91.04 28.87 5.37 

S-SCAE+ 

Bi-DLDA 90.50 28.17 5.31 83.50 15.76 3.97 91.30 26.10 5.11 

ABC-FM2TEDL 90.76 24.41 4.94 83.75 14.51 3.81 91.45 24.52 4.95 

COOT-FM2TEDL 91.80 15.19 3.90 86.52 10.86 3.30 92.52 15.27 3.91 

SgO-SCNN 93.37 5.61 2.37 90.67 7.31 2.70 94.09 5.68 2.38 

GuCA-KFDCN 93.98 6.25 2.50 91.34 7.93 2.82 94.82 6.26 2.50 

ApR-FM2TEDL 94.81 6.57 2.56 92.19 8.24 2.87 95.57 6.85 2.62 

 

5.14. Wilcoxon Tests 

The Wilcoxon test is a paired test carried out to evaluate 

the statistical significance of ApR-FM2TEDL with other 

competing algorithms. In the Wilcoxon test, the performance 

of the outcomes attained from comparing the proposed ApR-

FM2TEDL against baseline algorithms is validated, and the 

outcomes are shown in Table 6. Accordingly, the Probability 

values (p-values) of the proposed method showing the p-value 

indicates a difference of less than 0.05 between the number is 

considered as a statistically significant difference. Further, the 

Wilcoxon test in Table 7 demonstrates the significance of the 

proposed approach over the other baseline methods utilized 

for the comparison. 

 

Table 7. Analysis based on the Wilcoxon tests 

Methods/ 

Metrics 

Accuracy  Sensitivity  Specificity  

Wilcoxon-statistic P-value Wilcoxon-statistic P-value Wilcoxon-statistic P-value 

SVM-IDS 3.063 0.0011 2.738 0.0135 3.060 0.0011 

RNN 3.061 0.0011 3.150 0.0014 3.060 0.0011 

DNN 3.061 0.0011 3.150 0.0014 3.059 0.0012 

BiLSTM-XAI 3.062 0.0011 3.150 0.0014 3.062 0.0011 

KFDCN 3.089 0.0003 3.166 0.0019 3.089 0.0003 

DCNN-BiLSTM-RNN 3.037 0.0019 3.035 0.0019 3.037 0.0019 

SOA-KFDCN 2.957 0.0046 2.822 0.0098 2.956 0.0046 

GEO-KFDCN 3.037 0.0019 3.035 0.0019 3.037 0.0019 

OCSA-RNN 3.033 0.0020 2.944 0.0051 3.010 0.0028 

S-SCAE+ 

Bi-DLDA 

3.117 0.0005 3.017 0.0025 3.049 0.0015 

ABC-FM2TEDL 3.002 0.0030 2.942 0.0051 3.001 0.0031 

COOT-FM2TEDL 2.898 0.0068 2.669 0.0168 2.898 0.0068 

SgO-SCNN 2.528 0.0246 1.914 0.0081 2.528 0.0246 

GuCA-KFDCN 2.584 0.0214 1.987 0.0071 2.584 0.0214 

ApR-FM2TEDL 2.607 0.0201 2.042 0.0065 2.589 0.0210 

 

5.15. Friedman Tests 

Statistical significance testing in terms of the Friedman 

test is conducted to check whether the difference in the 

outcomes between the proposed technique and other 

competing algorithms is significant or not. Specifically, the 

Friedman test provides the pair-wise comparison and ranking 

mechanism of the different attack detection algorithms. From 

the overall Analysis provided in Table 8, the p-values much 

lower than 0.05 are achieved by the proposed method, and 

hence the significant differences of the proposed method are 

explicated over the other competing algorithms. 

 

Table 8. Analysis based on Friedman tests 

Methods 

TP 80 

Accuracy  Sensitivity  Specificity  

Friedman-statistic P-value Friedman-statistic P-value Friedman-statistic P-value 

SVM-IDS 3.226 0.0211 2.884 0.0335 3.223 0.0211 

RNN 3.224 0.0211 3.318 0.0185 3.223 0.0211 

DNN 3.224 0.0211 3.318 0.0185 3.222 0.0212 
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BiLSTM-XAI 3.225 0.0211 3.318 0.0185 3.225 0.0211 

KFDCN 3.253 0.0203 3.335 0.0180 3.253 0.0203 

DCNN-BiLSTM-RNN 3.199 0.0219 3.197 0.0219 3.198 0.0219 

SOA-KFDCN 3.114 0.0246 2.972 0.0298 3.113 0.0246 

GEO-KFDCN 3.199 0.0219 3.197 0.0219 3.198 0.0219 

OCSA-RNN 3.194 0.0220 3.101 0.0251 3.171 0.0228 

S-SCAE+ 

Bi-DLDA 

3.283 0.0194 3.177 0.0225 3.211 0.0215 

ABC-FM2TEDL 3.162 0.0230 3.098 0.0251 3.161 0.0231 

COOT-FM2TEDL 3.052 0.0268 2.811 0.0368 3.052 0.0268 

SgO-SCNN 2.663 0.0446 2.016 0.0101 2.663 0.0446 

GuCA-KFDCN 2.721 0.0414 2.093 0.0091 2.721 0.0414 

ApR-FM2TEDL 2.746 0.0401 2.151 0.0085 2.727 0.0410 

 

5.16. Post-hoc Tests 

Post-hoc tests serve as an effective tool for analyzing the 

significant difference between the group comparisons to 

interpret the results obtained with the different methods. 

Specifically, post-hoc analysis assists in identifying the 

specific groups that significantly influence the outcomes. 

Moreover, the post-hoc tests shown in Table 9 involve 

examining the p-values for evaluating the statistical 

significance. In the post-hoc tests, a p-value indicating a 

difference of less than 0.05 is considered a statistically 

significant difference. 

 
Table 9. Analysis based on Post-hoc Tests 

Methods 

TP 80 

Accuracy  Sensitivity  Specificity  

P-value P-value P-value 

SVM-IDS 0.0311 0.0435 0.0311 

RNN 0.0311 0.0285 0.0311 

DNN 0.0311 0.0285 0.0312 

BiLSTM-XAI 0.0311 0.0285 0.0311 

KFDCN 0.0303 0.0280 0.0303 

DCNN-BiLSTM-RNN 0.0319 0.0319 0.0319 

SOA-KFDCN 0.0346 0.0398 0.0346 

GEO-KFDCN 0.0319 0.0319 0.0319 

OCSA-RNN 0.0320 0.0351 0.0328 

S-SCAE+Bi-DLDA 0.0294 0.0325 0.0315 

ABC-FM2TEDL 0.0330 0.0351 0.0331 

COOT-FM2TEDL 0.0368 0.0468 0.0368 

SgO-SCNN 0.0054 0.0111 0.0054 

GuCA-KFDCN 0.0051 0.0101 0.0051 

ApR-FM2TEDL 0.0050 0.0095 0.0051 

6. Conclusion 
The research developed the ApR-FM2TEDL framework 

for detecting attacks as well as mitigating attacks in cloud 

systems. The ApR-FM2TEDL method overcomes the hurdles 

faced by the conventional approaches regarding lower 

accuracy, lack of preprocessing, misdetections, and biased 

outcomes. The parallel processing of the ensemble methods 

with the minimum-maximum weighted strategy facilitated the 

understanding of diverse attack patterns as well as improved 

adaptability. The generation of synthetic samples prevented 

the overfitting issues by balancing the distribution of data. The 

developed ApRMO algorithm tuned the hyperparameters of 

the ApR-FM2TEDL system and, in addition, assisted in the 

production of synthetic samples. The utilization of the BAIT 

mitigation model enables the elimination of the attacks 

identified by the ApR-FM2TEDL framework and updates the 

information in the model to prevent future attacks from similar 

malicious packets. Furthermore, data undergoes missing 

imputation using the KNN technique that handles the non-

linear boundaries of data distribution as well as enhances the 

data standard. The ApR-FM2TEDL is compared against the 

prevailing methods that show accurate detection efficiency 

with accuracy measures of 97.74%, sensitivity of 96.20%, and 

specificity of 98.59% in the BOT-IoT dataset. Future research 

can be conducted on the development of advanced feature 

extraction techniques for further boosting the overall 

efficiency.  
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