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Abstract - As Information and Communication Technology (ICT) brought automation and improved the efficiency and
performance of electric power supply systems from generation to end utilization of electricity by consumers, it has also increased
the chances of cyber attacks and threats. However, automation is inevitable, and it is required to take care of the prevention,
detection and mitigation of cyber threats and make the grid resilient. Globally, work is happening in this direction, especially
in the last decade, as more and smarter grid systems are being deployed, which involves extensive use of ICT and automation
of grid operation. The national and international standards organizations are also working towards developing standards for
making the grid resilient to cyber threats. The International Electrotechnical Commission (IEC) is one of the important
standardization organizations that brought out a series of IEC 62351 standards (IEC 62351:2024 SER Power systems
management and associated information exchange - Data and communications security - ALL PARTS) for data and
communication security for power system operation. In this paper how the IEC 62351 series of standards could be applied to
the SCADA systems in making the grid resilient to cyber threats with more focus emphasized on the Remote Terminal Unit (RTU)
communication with the SCADA control centre of the Power system operation has been explained. Also, laboratory testing of
RTUs for conformance to IEC 62351 standards and its results are discussed. The laboratory testing of sample RTUs shows that
many of the manufacturer's implementations differ from the standard specifications. Deployment of RTUs not following the IEC

62351 specifications in the field may lead to security threats such as man-in-the-middle attacks.
Keywords - Critical Infrastructure Security, Cyber Security, RTUs, SCADA systems, Smart grids, Standards.

situations of cyber incidents. Due to this, power engineers also
require basic expertise in cyber security and best practices

1. Introduction
The modern power supply system is a complex network

consisting of not only electrical infrastructure but also
information technology infrastructure connected with all the
domains of the power system, namely generation,
transmission, distribution, markets, operation, service
provider and customers through the communication system.

The communication technology includes both utility-
owned and third-party communication service provider
networks and has connectivity between the Operational
Technology (OT) network like Supervisory Control and Data
Acquisition System (SCADA) / Energy Management System
(EMS) / Distribution Management System (DMS) / digital
substations and with that of utility’s enterprise's network
Information Technology (IT) for operational simplicity with a
thin air gap or almost a converged system of OT & IT. Hence,
vulnerability to cyber-attacks on the OT system increases, thus
making utility engineers address this new requirement of
preventing cyber security attacks and threats and handling the
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knowledge of associated standards and consciousness of
security threats/vulnerability [1, 2]. In the dynamic landscape
of the 21 century, the power sector stands as a foundational
pillar of modern civilization, invisibly powering houses,
industries, and critical infrastructure.

Amid the complex processes of the power supply system,
the power sector not only fuels societies but also emerges as a
prime target for malicious attacks in this digital age. The
integration of digital technologies and the expansive
interconnectivity of the power grid has created a vulnerable
attack surface, demanding a proactive approach to address
potential threats that could disrupt the flow of electricity and
the consumers, impacting the economy, public safety and the
environment. To minimize the risks due to cyber threats and
incidents, it is essential to see how the fundamental
requirements or objectives of cyber security, namely
‘Availability’, ‘Integrity’ and ‘Confidentiality’, have been
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implemented in the OT and IT systems, including the
equipment/components used in the utility automation and
control systems.

Today’s power supply system consists of three different
layers, viz., the electrical network infrastructure, the
telecommunication infrastructure and the operational control
center and energy market. The exchange of information occurs
between the electrical network infrastructures, control centers,
and energy market through the telecommunications layer.
This requires a secured communication system to protect
against any cyber threats that may cause damage to the system
or life or environment or interruption in the supply of
electricity to consumers or all of the above.

The field devices installed in electrical substations utilize
a variety of communication protocols, which must be robust
and secure. Since the Stuxnet incident at an Iranian nuclear
plant in 2010, cyber security has become one of the important
subjects in the power sector. The reporting of cyber incidents
on Ukraine's electricity distribution system during the years
2015 and 2016 proved that cyber incidents could lead to severe
consequences apart from electricity supply interruptions [3].
Especially during the coronavirus pandemic and post-
pandemic, the amount of cyber incidents increased in critical
infrastructure, including the power sector.

Cyber Security is a continuous process involving People,
Processes and Technology, and all these components are
crucial and need to be treated as a system and not as discrete
components for providing the best protection against cyber
security threats. Thus, cybersecurity requirements need to be
addressed at all four levels, forming the cyber security ring as
described:

1. Manufacturer/vendor security certifications (product
development Process and Technology).

2. Individual product/component level security
conformance certifications (Technology).

3. Asset owners like Electricity
generation/transmission/distribution/utility service

provider/load dispatch centre/electricity market/energy
exchange security certifications (Process and policy) and

4. Engineer / authorized personnel handling critical
infrastructure operations certifications (or training)
(People).

The cyber security ring concept can also be considered as
a defense in depth protection. Figure 1 shows how Cyber
Security Ring provides defense in depth kind of protection
from the perspective of testing phases of SCADA system
implementation. The concept of cyber security shall start from
the product (hardware or software or embedded system
including firmware) design phase itself (secure product
development process and then to the product security
conformance phase). Once the product moves out for the
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deployment phase, it is important to see how the product is
installed in the networked system in the field and the network
architecture robustness from the perspective of cyber security
without compromising the power system requirements like
latency and bandwidth [4].

1. Production Process

3. Network Architecture
Process
4. System Operators People

Fig. 1 Defense in-depth - testing process at various stages for cyber
Security

Ultimately, the power system operator who will be
accessing the system and product through the networked
system for the day-to-day operation of the power system and
his / her awareness of cyber security best practices plays a vital
role in minimizing the cyber risk and attacks even though the
product and network architecture are designed for best cyber
security protection [5].

In this paper, a comprehensive study of test requirements
and test results of the second quadrant of security ring, i.e.
products/devices  security conformance testing and
certifications, are described. This second quadrant also
becomes part of Supply Chain Risk Management (SCRM),
wherein product testing for cyber security is one of the
requirements. The authors of the reference paper [6] discuss
various methods of risk assessment methods for SCADA
systems, including ISO / IEC 27005: 2011 Information
technology-Security Techniques—Information Security Risk
Management. The IEC 62443 - The Security for Industrial
Automation and Control Systems - Part 4-2: Technical
security requirements for Industrial Automation and Control
Systems (IACS) components standard describes security
requirements for the products.

The IEC 62351 series of standards provides technical
guidance for the implementation and testing of products for
security requirements.  The RTU, which is one of the
important components/elements in the electric utility
automation system, and the laboratory testing experience for
cyber security requirements as per IEC 62351 standards are
discussed in this paper. The International Electrotechnical
Commission (IEC) has published a series of IEC 62351
standards to address the cyber security requirements for the
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RTUs and Intelligent Electronic Devices (IED), which are
predominately used electric power substations for automation
and control. Though these standards were published a long
time ago, implementation of same in these devices by
manufacturers was not uniform, and there were no standard
test procedures. Only during the years 2018 and 2020 IEC
published test procedure standards. However, third-party
testing tools were available in the open market, and the
samples tested were very limited. The test requirements
increased as the power sector work scenario changed during
the Covid pandemic, forcing some of the power system
automation works to be handled remotely and using personal
devices like smartphones and laptops to access operational
technology equipment like RTUs and IEDs.

As the subject evolves, the IEC has also initiated the
revision of a few standards under the IEC 62351 series. As the
interpretation of standards differs among the manufacturers,
the implementations are also varying. To overcome this issue
and provide feedback to the standardizing organization, a
good number of samples (in this case (RTU) are to be tested
as per standards, and the outcome of test results needs to be
analyzed. This paper focuses on these issues and attempts to
consolidate the test results for further studies.

This paper is organized into different sections. Section 2
introduces a brief description of the RTU communication
protocol, which, in this case, is the IEC 60870-5-104 protocol.
Section 3 briefly discusses the security objectives and attacks.
Section 4 introduces the IEC 62351 series of standards in
general and in particular IEC 62351-3 (Part 3: Communication
network and system security - Profiles including TCP/IP) and

IEC 62351-5 (Part 5: Security for IEC 60870-5 and
derivatives) which specify security requirements for IEC
60870-5-104 communication protocol. Section 5 describes
laboratory conformance testing of RTUs for security
requirements with a few sample test cases. Section 6 discusses
the analysis of laboratory test results, and section 7 concludes
with a summary.

2. IEC 60870-5-104 Communication Protocol
2.1. RTU Connection in Field

RTU will be used in substation and feeder level
automation to collect the status of isolators, circuit breakers
and other status signals and also analog measurement values
like the voltage, current, power, energy consumption, PF, etc.,
of feeders for processing by SCADA Control Centre for
energy management and distribution management functions.
Apart from RTU, it also controls isolators, circuit breakers,
transformer tap changers and other control activities from the
control centre commands.

Figure 2 shows a typical RTU connected in the substation.
The RTU will have the required number of digital inputs and
outputs, Analog inputs and outputs, serial communication
interface (RS 232 / RS 485) for analog measurement
parameters in Modbus or in other protocols, and USB or
Ethernet port for configuring RTU apart from Ethernet port
for communicating to control centre through a network router
and switch combinations. The router will be connected to a
service provider broadband network or utility-owned private
network using various communication mediums like fibre
optic, wireless (RF Radio network), satellite or copper wired
system.

Digital and analog
inputs

Digital and analog
Outputs

Digital data inputs

RTU with digital inputs and outputs, analog
inputs and outputs cards, communication ports

USB/Ethernet for
Configuration

Lol

.’.‘,'"“=

e Laptop

Substation field equipment - 3
power transformers, isolators, y
circuit  breakers,  Current T
Transformers (TCs), Potential ~ “ - -E
Transformers (PTs), incoming Router -
HV feeders and outgoing LV 3 Local
feeders, protection relays, heavy : Monitoring/Control
duty relays etc. H Center

Modem

Internet Cloud

SCADA Control Center

Fig. 2 Typical block diagram of RTU connection in Substation
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Power Line Carrier Communication (PLCC) was also
used in older systems, but it is now not being used because of
bandwidth limitations, latency, and connectivity limitations
on the LV network due to noise. It can be noted from Figure 2
that if anyone intervenes in the communication network and is
able to gain access to the RTUs, the complete electric network
of the substation can be controlled or alter the various status
and measurement values used for power system operation, and
it can lead to outages and puts in risk for life, environment or
economy or all of these. If RTUs are designed to protect from
cyber security risks, even if network-level intrusion happens,
a second layer of protection can prevent or minimize the risk
due to cyber threats, as RTU will have its own access control
and authentication requirements apart from data encryption.

2.2. Protocol Structure

While communication systems make smart grids viable,
they also expose vulnerabilities to cyber-attacks. The power
sector faces multifaceted vulnerabilities, including
interconnected systems, reliance on legacy infrastructure,
remote operations, supply chain risks and the human element.
These factors make the sector an attractive target for cyber
attackers, posing risks to both economic stability and public
safety. The power sector's significance as a critical
infrastructure cannot be overstated; playing a vital role in
economic growth, public health, safety, and national security.
The expanding attack surface due to increased reliance on
digital technologies necessitates robust cyber security
measures. Types of cyber-attacks could include phishing
attacks, ransomware, Distributed Denial of Service (DDoS),
Internet of Things (10T) vulnerabilities, and zero-day exploits.
In power sector applications, instances like Cyber-attacks on
RTUs / Feeder / Field RTUs (FRTUs) have serious
consequences, including the disruption of operations,
compromise of data and the potential for physical damage to
the equipment and life. The first step in device compliance
requirements against cyber threats is the proper
implementation of communication protocols and access
control through password, authentication, encryption and
digital key management. The proper implementation of the
above minimizes the risks against cyber threats. IEC has
developed a series of standards known as IEC 60870-5-xxx
for telecontrol equipment and systems. These standards
specify communication protocols to ensure interoperability
among the various makes of devices or products used in the
utility SCADA and automation systems.

The IEC developed standards for communication
protocols for SCADA and utility automation during 1995-
2000, the period during which cyber security in the power
sector was not a subject since closed communication systems
like PLCC or private communication systems are not
connected to the outside of utility communication system. The
SCADA and automation system facilitate data exchanges,
including control between the substations / generating stations
and control centres/load dispatch centres. The IEC has
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developed standard IEC 60870-5-101 for  serial
communication-based systems and IEC 60870-5-104 for
TCP/IP-based network systems, and in this paper, the latter is
being discussed. The use of IEC 60870-5-101-based systems
is diminishing due to the advantages of TCP / IP systems. Like
most embedded systems, the IEC 60870-5 protocol uses three
layers of the 7-layer ISO OSI model, namely the application
layer, link layer and physical layer. The IEC 104 protocol
frame is known as the Application Protocol Data Unit (APDU)
and contains the Application Protocol Control Information
(APCI) and Application Service Data Unit (ASDU). For
control purposes, only APDU without ASDU is transmitted.
Start or stop bits for ASDUs are not used, as IEC 60870-5-104
uses a TCP interface. A start character (0x68) is included for
each APCI, along with the length of the ASDU and the control
field, as shown in Figure 3, to detect the start and end of the
ASDUs.

The length of the APDU body is determined by the APDU
length byte. The APDU includes the four control field octets
of the APCI and the ASDU. The first octet counted is the
initial octet of the control field, and the last counted octet is
the final octet of the ASDU. Since the maximum value for the
APDU length field is 253 and the control field length is 4
octets, the maximum ASDU length is 249 octets (APDU max
= 255 minus start and length octets). The packets can be of a
fixed length (without ASDU) or with a variable length with
ASDU. There are three types of frame formats decided by the
last two bits of the first Control Field (CF1).

8 hits

Start Byte 0x68

Length of APDU (Max 253)
8 bits
Start Byte 0x68
Length of APDU (Max 253)
Control field octet 1
Control field octet 1
Control field octet 1
Control field octet 1
Control field octet1 |

Control field octet 1

APCI

Control field octet 1 APCI

APDU

Length Control field octet 1

APDU

Length APDU

Control field octet 1

ASDU ASDU

Control field octet 1

Fig. 3 APDU frame format

| - Format (Information Transfer Format), the Last Bit of

CFlisO.

e Thisformat is used for transferring numbered information
between controlled and controlling stations, and its length
is variable.

e | format APDU always contains ASDU.

e  Message direction is indicated by Control fields of I-
formats. Two 15-bit sequence numbers are used, and they
will be sequentially increased by one for each APDU and
in each direction.
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e The Right interpretation of sequence numbers is
determined by using the position of Least Significant Bit
(LSB) and Most Significant Bit (MSB). Thus, 15 bits
form the length of sequence numbers of I-format.

S - Format (Numbered Supervisory Functions), Last Bits

of CF1 are 01.

e These fixed-length bits are used to perform numbered
supervisory functions.

e S-format APDUs always consist of one APCI only.

e Before a timeout occurs, a buffer overflows, or the
maximum number of allowed I-format APDUs is
exceeded without acknowledgement; in cases of
unidirectional data transfer, S-format APDUs must be
sent in the opposite direction for acknowledgement.

U-Format (Unnumbered Control Functions), the Last Bits

of CF2 are 11.

e  These fixed-length bits are used to perform unnumbered
control functions.

e U-format APDUs consist solely of one APCI. At any
given time, only one function-TESTFR (Test Frame),
STOPDT (Stop Data Transfer), or STARTDT (Start Data
Transfer)-can be active. U-format is used for the
activation and confirmation mechanism of STARTDT,
STOPDT and TESTFR.

e STARTDT and STOPDT are used by the controlling
station to control the data transfer from a controlled
station.

e Checking the status of all established connections to
detect any communication problems as soon as possible
is done by the controlling and/or controlled station. This
is done by sending TESTFR frames.

8 bits
Type identification
SQ Number of objects
T P/N | Cause of Transmission (COT) Data Unit
- Identifier
Originator Address (ORG)
ASDU address fields
(2 bytes)
Information Object Address (I0A)
fields (3 Bytes)
APDU | .
Length | Information elements Object 1
Time tag
Information object 2
Object 2
Information Object N
Object N

Fig. 4 ASDU format
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2.2.1. SDU Format

The ASDU is composed of two primary parts: a data unit
identifier that has a length of six bytes and the data itself,
which consists of information objects of atleast one or more.
The specific type of data is determined by the data unit
identifier, which addresses and pinpoints the precise identity
of the data and comprises additional details, such as the Cause
of Transmission (COT). Each ASDU can transmit a maximum
of 127 objects. The format of ASDU is shown in Figure 4.
More details of various fields of ASDU are given in [7, 8].

3. Security Objectives and Attacks
3.1. Cyberattacks

As seen from the discussions in section 1, more and more
automation with open communications systems also brings
cyber threats and attacks. These cyberattacks on the SCADA
system of the power system could be deliberate or inadvertent.
The deliberate threats could be due to disgruntled employees,
industrial espionage, vandalism, or cyber hackers, whereas
inadvertent threats may be due to safety failures, design faults,
equipment failures, carelessness or natural disasters. The
common threats to SCADA systems are briefed below.

The cyber-attack could be due to a compromised
computer connected to the OT network or due to movable
physical media usage like USB in the OT network systems.
The compromised computer may come to the OT network due
to the use of physical media or through the network (OT or IT)
due to poor network configuration or improper protection to
the network like improper firewall policy or not following
properly the cyber security policy or due to zero-day attack
(vulnerability in the supplied systems/applications by
vendors) [9].

3.2. Cyber Security Objectives

In any cyber security (OT or IT), it is important that how
confidentiality (C), integrity (I) and availability (I) are
implemented at the device level as well as at the system level,
which forms the foundational pillar in minimizing cyber
security attacks & threats and incidents. The CIA triad is
shown in Figure 5, and the same is briefly explained below to
help understand how cyber security measures could be
implemented [10].

3.2.1. Availability

Unlike in the IT system, Availability is the first and
foremost priority element of the CIA cyber security triad in
the OT system/power system SCADA [11]. Availability refers
to preventing denial of service and ensuring authorized access
to information. The operator is an integral part of the OT /
SCADA system, and timely non-availability of the system, i.e.
denial of access to the system, makes him / her delay in getting
required information or taking action, which may impact the
power system operation. As a part of availability,
authorization is also one of the key elements. Authorization
refers to permission for whom access to the system and
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information is granted. The authorization could be for the
operator for the device itself or for both, and this will be
achieved using login information to access the human-
machine interface and interact with the system or between
devices.

3.2.2. Integrity

Integrity  involves protecting information  from
unauthorized modification or theft. The information made
available to the operator or the intended user/device shall be
genuine and the same as it originated from the source;
otherwise, it will impact the decision, resulting in loss of
money or lives or, environmental contamination or all of
these.

3.2.3. Confidentiality

Confidentiality refers to preventing the unauthorized
access to information. However, in OT, this aspect has the least
priority, and it is necessary to prevent the availability of
information to unauthorized users to safeguard the safety of the

system.

OT Security Priority (AIC)

1

Availability
///’ »
\ P,
A\ N CIA Triad
\ /
\\\ //
3 \ / 2
Confidentiality "\\ Integrity

\ //
\ .
IT Security Priority (CIA)

Fig. 5 CIA triad

Over and above, the following are also the objectives of
cyber security.

Non-Repudiation

Non-repudiation, or accountability, ensures that an
individual cannot deny an action that occurred or claim an
action that did not take place. In certain scenarios, like where
the source device can’t be identified, then this is when the
receiver should immediately discard the message.

Replay Protection
Another important security objective, though it is not
considered a part of the triad, is necessary to have protection
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against replay messages. The replay attacks could be like
sending messages multiple times by an adversary that was
already sent. As a result, this can greatly exhaust the receiver’s
computational resources by requiring the same task to be
executed multiple times, thus bringing the system down.

4. Applying IEC 62351 Standard for IEC 60870-
5-104

As IEC 60870, a series of standard-based telemetering
protocols were developed for communication between the
field devices and control centre, assuming no security threats
since these networks were closed networks and not exposed to
global internet connections (obscurity). Security aspects like
authentication, encryption and other security functionalities
were not implemented in these protocols [12-18].

However, due to the emergence of the smart grid and the
expectation of more functionalities in the automation systems
for improving the operational efficiency of the electricity
supply chain system, i.e. from generation, transmission, and
distribution to end consumers, it became inevitable to adopt
the new technologies, including TCP / I[P based
communication system, cloud-based systems and third party
communication services providers network for utility
communication (data, voice and video (e.g. substations CCTV
images / live stream)).

Since this makes Operational Technology (OT) be
interfaced with the business network (or Information
Technology (IT)) of utility, which almost converges or leaves
a thin air gap, the OT network needs to take all the measures
to protect from cyber security threats. IEC developed a series
of IEC 62351 standards which specify procedures and
algorithms for securing the operation of IEC protocols,
including how to provide confidentiality, integrity protection,
and message level authentication for SCADA and telecontrol
protocols [19-23].

In this paper, laboratory testing for the conformance of
the application of IEC 62351 standards for the RTUs based on
protocol IEC 60870-5-104 and analysis of the results of the
testing have been discussed. The IEC 62351 series of
standards includes multiple parts, and most of them are
published, and others are in the various stages of publication.
For the works related to the security of the IEC 60870-5-104
protocol, the IEC 62351-3 and IEC 62351-5 describe the
implementation aspects of security measures.

The IEC 62351-100-1 (Part 100-1: Conformance test
cases for IEC TS 62351-5 and IEC TS 60870-5-7 (Telecontrol
equipment and systems - Part 5-7: Transmission protocols -
Security extensions to IEC 60870-5-101 and IEC 60870-5-104
protocols (applying IEC 62351)) and IEC 62351-100-3 (Part
100-3: Conformance test cases for the IEC 62351-3, the secure
communication extension for profiles including TCP/IP)
specify the test procedures.
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4.1. IEC 62351-3

IEC 62351-3 outlines the methods for ensuring
confidentiality, integrity, and message-level authentication for
SCADA and telecontrol protocols used by devices such as
Remote Terminal Units (RTUs) that employ TCP/IP as a
transport layer to implement cybersecurity measures. The
Operational Technology (OT) environment, compared to
Information Technology (IT) applications, has distinct
operational requirements despite utilizing TLS for security
purposes. A critical difference lies in the duration of TCP/IP
connections that require security maintenance; OT
environments often demand long-term, or even "permanent,”
connections, in contrast to the short-duration connections
typically used in IT protocols, which allow for encryption
algorithms to be renegotiated during connection re-
establishment.

In power systems management and related information
exchange, longer-duration connections are common,
necessitating special considerations. Specifically, OT
environments require protection for these ‘“permanent”
connections, making it essential to implement a mechanism
for updating session keys. This standard addresses this
requirement by leveraging TLS features such as session
resumption and session renegotiation while also accounting
for the relationship with certificate revocation state
information. To ensure interoperability, the standard mandates
at least one common cipher suite and a set of TLS parameters
to facilitate compatibility across different systems.

This part of the IEC standard covers security and TCP / IP
requirements only for the communication transport layers (OSI
layers 4 and lower) [19]. The threats considered in IEC 62351
- 3 for the transport layers are listed below:

e Modification of messages or insertion of messages
through message-level authentication to provide integrity
protection of messages.

e To ensure confidentiality protection, message-level
encryption of messages is used to counter unauthorized
access or leakage of information.

By implementing the required specifications and
recommendations of IEC 62351 — 3, the following security
attack can be mitigated.

e Man-in-the-middle: By using the Message Authentication
Code (MAC) mechanism specified within this standard, a
man-in-the-middle attack can be mitigated.

e Replay: By using specialized processing state machines,
the ‘Replay’ attack could be avoided.

e Eavesdropping: This threat is countered through the use of
encryption.

The performance evaluation of the device (RTU) claiming
conformance to this standard was tested and studied. Selected
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test cases based on the laboratory testing of RTU for
conformance to IEC 62351-3 and IEC 62351-5 are explained
in the subsequent sections.

4.2. IEC 62351-5

The IEC 62351 standard outlines messages, procedures,
and algorithms designed to enhance the security of protocols
defined in other IEC 60870-5 series standards, focusing
specifically on application layer authentication and associated
security challenges. This paper centers on the IEC 60870-5-
104 protocol. The IEC 62351 series standard encompasses
security requirements for both IEC 60870-5-101 (serial
communication) and IEC 60870-5-104 (TCP/IP-based
communication) protocols. It specifies application layer
authentication to safeguard against spoofing, replay attacks,
message modification, and, to some extent, Denial-of-Service
(DoS) attacks.

However, since the standard does not include encryption
measures, it does not offer protection against eavesdropping,
traffic analysis, or repudiation. The security framework is
based on the Challenge-Handshake Protocol Authentication,
with the Hashed Message Authentication Code (HMAC)
employed to ensure source authentication and message
integrity. Figure 6 shows how the packet structure appears after
applying IEC 62351-3 and IEC 62351-5 to the IEC 60870-5-
104 protocol.

Application Layer

ASDU
Queues

011011111001... 011011111001...

Secure Layer(IEC 62351-5)

SASDU 011011111001...

Queues

011011111001...

Transport Layer(IEC 104)

APDU 011011111001...

Queues

011011111001...

TLS 1.2 Layer(IEC 62351-3)

TLS PDU
Queues

TCP/IP Interface

011011111001... 011011111001...

Fig. 6 Applying IEC 62351 to IEC 104 protocol

5. Conformance Testing
The initial step in ensuring device compliance with cyber
threat requirements involves the correct implementation of
communication protocols, access controls via passwords,
authentication mechanisms, encryption methods, and digital
key management. Effective implementation of these measures
significantly reduces the risk of cyber threats. The test setup is
illustrated in Figures 7(a), while Figure 7(b) provides a visual
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of the laboratory setup with the test sample. The test
environment comprises the following components:

e Device under Test (DUT): In this case, it is a Remote
Terminal Unit (RTU) utilizing the IEC 60870-5-104
protocol.

e DNV UniGrid Telecontrol test tool software: A protocol
simulator test system functioning as a single-node
controlling station. Additionally, the DNV UniGrid
Telecontrol 104 Analyser test tool software is employed
as a protocol test analyzer.

e  Ethernet switching hub.

e  Ethernet connection between the test system and DUT.

Device under Test

/ ‘[UUUUv’.J]%-%} Ethernet Switching

Hub

= Physical Connection

4 » Logical Connection

UniGrid Tele
Simulator Test

Fig. 7(a) Laboratory test setup

Fig. 7(b) Laboratory test setup photo

Before commencing testing, the DUT shall be configured
and the general requirements of DUT for testing are as
follows.

e The DUT should display the values of Information
Elements as specified in the 1/O list and map them to
visible Man-Machine Interface (MMI) elements.
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e  The communication should be manually paused or frozen
to verify the displayed or analyzed data.

e  Manually shut down and restart or equivalent.

e Manually cut-off the connection to the communication
link.

e The supported Basic Application Functions are to be
activated manually.

e Direct physical connection is to be established with the
communication link.

The DUT and Test System must be configured with
appropriate IP addresses. The RTU manufacturer is
responsible for providing the Protocol Implementation
Conformance Statement (PICS), which serves as the
foundation for the relevant test cases as outlined in the
standard.

The DUT should be capable of independently enabling
the profile for IEC 62351-3 and/or IEC 62351-5. After
configuring the RTU and Test tool, test cases are executed,
and logs are recorded automatically. The test tool is
semiautomatic, and it requires manual analysis of logs with
reference to IEC 62351-100-1 and IEC 62351-100-3 to decide
whether the RTU is confirming the requirements as specified
in these standards.

5.1. IEC 62351-3 and IEC 62351-5 Test Cases

Figure 7 shows the execution of the single point
command, which is used to operate the circuit breaker in the
electric substation. Figure 8(a) shows the single command
from the Master (Tool) and the response from the slave
(RTU). These packets start from 68H. From Figure 8(b) and
8(c), it can be seen from the logs of Wireshark that the
complete packet structure is visible as the security extension
as per IEC 62351-3 is not activated.

Similarly, Figures 9(a), 9(b) and 9(c) shows the execution
of a single command with security extension enabled. It can
be seen in Figure 8 that the single point command packet from
Master (Tool) and Slave (RTU) are based on the MAC
calculation, which authorized only User 1 (in this test case) to
execute the commands. Also, if we see the same packets in the
Wireshark, it shows the encrypted data as the security
extension as per IEC 62351-3 encrypts these packets based on
the selected cipher suites while the same packet is visible in
Master (Tool), which have the private key for decryption.

Similar to above, packet analysis for the Time
Synchronization command is also shown in Figures 10
(without security enabled) and 11 (with security enabled).
Figure 12 shows the DNV UniGrid Telecontrol Test tool
software Graphical User Interface (GUI). Before commencing
the test, the configuration parameters of RTU, as well as the
other parameters from the Protocol Implementation
Conformance Statements (PICS) document of RTU, need to
be configured in the test tool.
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>M3 17:43.55:147 APDU ©0o0: 68 OF ©0 20 €0 20 2D @1 : @6 22 E1 2E ©A 00 ee o1

APCI  L=14 Information Frame, Send Sequence Nr: 0, Receive Sequence Nr: 0
ASDU  <45> single command
SQ=0 Number of elements=1
Cause of transmission: <6> activation
Originator address: 0
Common address: 12001: Bla
10A=10
Single command state (SCO) : (SCS=<1>ON QU=<0> no addiional defintion S/E: execute)

<S4 17:43:55:163 APDU ©ooee: 68 ©F 00 20 02 02 2D @1 : ©7 @0 E1 2E 0A 22 e2 @1

APCI L=14 information Frame, Send Sequence Nr: 0, Receive Sequence Nr; 1
ASDU  <45> single command
SQ=0 Number of elements=1
Cause of transmission: <7> activation confimation
Originator address: 0
Common address: 12001: Bla
10A=10
Single command state (SCO) : (SCS=<1>ON QU=<0> no addtional defintion S/E: execute)

Fig. 8(a) Single point command without security enabled (log from test tool)

> Frase 59: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface \Device\WSF_(9FIDEGFF-DSI1-482E-89E8-FALASEFESIN), 14 @ €57 58 ¢) 15 ¢8 54 45 38 46 4¢ 77 08 00 45 00
) Ethernet 11, Src: TexasIng 46:4c:77 (54:45:38:46:4¢:77), Dst: WP_c3:151e8 (7¢:57:58:¢3:151¢8) 00 35 5 02 40 00 40 06 05 9c O 23 09 65 0 28
) Internet Protocol Version 4, Src: 192,168.10.101, Dst: 192.168.10.100 Sa 6409 64 4f 32 5 3 a2 24 cd <o ¢3 8 S0 18
> Transaission Control Protocol, Src Port: 2004, Dst Port: S7138, Seq: 7, Acki 23, Len: 16 : : 23:: SuinnnwHnnn
v IEC 60870-5-104: > I (0,1)
STaRY
Apduten: 14
eens vone wves sese veny snse seee veo® @ Typer I (00)
................ 0000 0000 00N 0, + Tx: 0
0000 0000 0000 D01, ivv uvr wune vuee w Rt d
¥ TEC 60870-5-101/104 ASDU: ASOUS12001 C_SC_NA_Y ActCon 10Ae10 ‘single command’
Typeld: €_SC WAL (43)
Qi wuun = Q: False
000 0001 * Numlx: 1
.09 0111 « CauseTx: ActCon (7)
. » Negative: False
5 * Test: False
oA 0
Addr: 12001
v 104: 10
104: 10
v SC0: ol
....... 1% ON/OF: On
000 0., = QUi No pulse defined (0)
Qive wane * S/L: Execute
Fig. 8(b) Single point command without security enabled (Tool log from Wireshark)
) Frome 57: 70 bytes on wire (560 bits), 7 bytes captured (560 bits) on interface \Device\WPF_(9FI9ECFF-0531-482¢-8918 194), 14 0 T SA 45 38 46 4c 77 7¢ 57 58 €3 15 o8 08 00 45 00
> thernet II, Src: W _c3:15:e8 (7¢:57:58:¢):15:e8), Dst: Texasing 46:4c:77 ($4:45:38:46:4¢:77) N : :: :: ;; : : ': % 0: : : ;:0; :: : ::
> Iaternet Protocol Version 4, Src: 192.168.10.100, Ost: 192.168.10.101 ‘ oA =
> Transaission Control Protocol, Sec Poct: 57138, Dst Port: 2404, Seq: 7, Acki 7, Len: 16 s el ddobe b e
v IEC 60870:5-104: ¢- 1 (0,0)
STARY
Apduten: 14
............................... 0 = Type: 1 (0x0)
................ 0000 0000 2000 000, + Tx: 0@
OO0 2000 0000 00, ... .. veve oz @

<

TEC 60879-5-101/104 ASDU: ASDU-12001 C_SC NA 1 Act 104=10 "single command’
Typeld: C_SCMAL (45)
Qe conn « 5Q: false
000 0001 « Numlx: 1
+ /0 0110 « CouseTn: Act (6)
e caee w Negative: False
L T » Test: False
0a: 0
Adde: 12001
v oIoa: 0
104: 10
v 50: &0l
wree saed @ ON/OFF: On
000 00.. « QUi No pulse defined (0)
L T » S/E: Execute

Fig. 8(c) Single point command without security enabled (RTU log from Wireshark)

44




V. Shivakumar & M.B. Veena / IJEEE, 11(12), 36-52, 2024

>M 46 10:07:41:075 APDU ©eee: 68 2B €E e 3E @@ 53 e1
©220: 60 3B 23 72 BD 7C @8 29 : 9D F7 4F 13 D9

L=43 Information Frame, Send Sequence Nr: 7, Receive Sequence Nr: 31
<83> Aggressive mode authentication request

SQ=0 Number of elements=1

Cause of transmission: <14> authentication

Originator address: 0

Common address: 12001: Bla

ASDU Segmentation Control (ASC): FIN=<1> Final segment FIR=<1> First segment ASN=0

APCI
ASDU

Segmented data: 2D010600E 12E0A000001
<45> single command
SQ=0 Number of elements=1
Cause of transmission: <6> activation
Originator address: 0
Common address: 12001: Bla
10A=10
Single command state (SCO) : (SCS=<1>ON QU=<0> no addtional definttion S/E: execute)

Challenge sequence number (CSQ): 3
User number (USR): <1> Default
MAC value (HLN): B9356760382372BD7C08239DF74F13D9
<547 10:07:41:091 APDU
©220: 70 B8 D9 33 9C ED E1 46 : €9 78 BS E4 D9
L=43 Information Frame, Send Sequence Nr: 31, Receive Sequence Nr: 8
<83> Aggressive mode authentication request
SQ=0 Number of elements=1
Cause of transmission: <14> authentication
Originator address: 0
Common address: 12001: Bla
ASDU Segmentation Control (ASC): FIN=<1> Final segment FIR=<1> First segment ASN=1

APCI
ASDU

Segmented data: 20010700E12E0A000001

<45> single command

SQ=0 Number of elements=1

Cause of transmission: <7> activation confimation

Originator address: 0

Common address: 12001: Bla

10A=10

Single command state (SCO) : (SCS=<1>ON QU=<0> no addtional defintion S/E: execute)

Challenge sequence number (CSQ): 3
User number (USR): <1> Defaut
MAC value (HLN): D1E53270B8D933SCEDE 146697BBSE4D9

©E @0 E1 2E Ce 2D ©1 @6 : ©0 E1 2E ©A 00 20 ©1 @3 : @0 @0 @2 e1 o B9 35 &7

©222: 68 2B 3E ©0 10 @0 S3 €1 : OF @2 E1 2E C1 2D @1 @7 : @@ E1 2E ©A 00 @2 21 @3 : 20 20 o2 e1 ee D1 ES 32

Fig. 9(a) Single point command with security enabled (log from the tool)

Frose 6841: 155 bytes o wire (1240 bits), 155 bytes coptured (1240 bits) on interface \Device\WPF_{9F39E6FF.0531-482E-89€8-FAL4SEFESISA), 1d @ | oo
110 00 8d 92 be 40 00 80 06

)
) Ethernet II, Src: WP_ch:1Sied (7c:857:98:¢3:150e8), Dst: Texaslns 46:dc:77 (S4:45:38:4614¢:77)
) Internet Protocol Versien 4, Src: 192,168,10.109, Dst: 192.168.10.101
) Transedssion Control Protocol, Src Port: 59557, Dst Port: 19998, Seq: 9842, Ack; 4926, Len: 101
v Transport Loyer Security
v TUSv1.2 Record Layer: Applicatica Data Protocol: Application Dats
Content Type: Application Data (23)
Version: TLS 1,2 (Ox0303)
Length: 96
Encrypted Application Data: 136dadbercdb5abasSecoRdf6c1456781¢d8708a46821d0e1785¢148452323773304624.

MAS A AT e

0 0a 65 ¢8 05 de le f4 6
of fe 96 95 00 00 17 03
(06 50 ba 55 ec 0b 3 6¢
821 00 of 78 5f 4 84

00 3843739 ¢l e 53¢l fe

o 91 9753 669 80 ¢B eb

GO0 BT 74 o4 6 48 ¢4 64
+ 2b 6b ab 89 67 30 18 82

58 ¢3 15 b 08 00 45 00
0 00 c0 28 00 64 cd 28
43 b0 51 3245 75 50 18
03 00 60 13 6d ad be 7¢
1456 76 1¢ d8 70 80 46
NNV UKB
che59 4l 13caeh 78
blcaT2e2 7 7584
50 06 83 85 19 ¢3 3¢ 52
10 oe

Fig. 9(b) Single point command with security enabled (Tool log from Wireshark)

) Frome 6843: 155 bytes on wire (1240 bits), 155 bytes coptured (1240 bits) on interface \Device\WPF {9FIGEGPF-DSS1-4B2E-B9ED-FAIASEFESION), id 0
) Ethernet IT, Src: TexasIng 46:4c:77 (54:45:38:46:4¢:77), Dst: WP c3:15:e8 (7c:57:58:¢3:151¢8)
) Internet Protocol Version 4, Src: 192,168,10.101, Dst: 192,168.10.100
) Transadssion Control Protocol, Src Port: 19998, Dst Port: 59557, Seq: 4926, Ack: 9343, Len: 101
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Application Data Protocol: Application Data

Version: TLS 1.2 (x30))
Length: 96
Encrypted Agplication Data: 58505979b90d60708d266137000¢6748ecef1c523b4b81¢6602663e507c0 b 702604211

W00 7¢ 5758 €3 15 ¢8 S4 45

| 00 84 ¢B 04 40 00 40 06

30 00 64 0 1e €8 05 51 R

20 00 40 Ge 00 00 17 03
1 od 6370 8 26 61 37 &

(' 4b 8L c6 80 26 63 5 07

1075 b 82 b 6 58 50 12
Content Type: Application Data (23) (

06 20 85 08 ee b c1 02
S18d ¢l codd 05 2f 6

00 W2 BATI 02 S) K

38 46 4 77 08 00 45 00
be 4¢ <@ a8 0o 65 ¢ 08
a5 75 14 6b &4 15 50 18
03 00 60 58 50 59 19 b9
Sc b7 M ecef 1523
€9 1b b7 b2 bo d2 11 87
Bl
N Nhn2®
$8.¢2 47 63 b4 48 24 fe
de fc s

Fig. 9(c) Single point command with security enabled (RTU log from Wireshark)
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>M3 15:09:01:298

<S4 15:09:01:313

2220: 68 14 00 22 00 @2 67 @1 : @6 90 E1 2E ©0 @0 00 F3 : @4 @9 oF 9C e9 17
L=20 Infomation Frame, Send Sequence Nr: 0, Receive Sequence Nr: 0

<103> clock synchronisation command

SQ=0 Number of elements=1

Cause of transmission: <6> activation

Originator address: 0

Common address: 12001: Bla

I0A=0

Time: <0> valid, <0> winter/not used, Thursday 28-09-2023 15:09:01.267

©022: 68 14 02 00 ©2 00 67 @1 : @7 @@ E1 2E 00 00 20 CB : @4 89 oF 1C e9 17
L=20 Information Frame, Send Sequence Nr: 0, Receive Sequence Nr: 1

APDU
APCI
ASDU

APDU
APCI

ASDU  <103> clock synchronisation command
SQ=0 Number of elements=1
Cause of transmission: <7> activation confimation
Originator address: 0
Common address: 12001: Bla
I0A=0

Time: <1> invalid, <0> winter/not used, Day of week: <0> not used 28-09-2023 15:09:01.227

Fig. 10(a) Time synch command without security enabled (log from tool)

) Frose 127: 76 bytes on wire (608 bits), 76 bytes coptured (668 bits) on interface \Device\WPF_(9F39EGFF-DS31-482E-89E8. FAL4SEFESISH), 4d 0
) Ethernet I, Src: TexasIns 46:4c:77 (54:45:38:46:4¢:77), Ost: WP_cB:il5:e8 (7ci87:58:c3:15:e8)

) Internet Protocol Versien 4, Src: 192,168.10.101, Dst: 192.168.10.160

> Transsission Control Protocol, Src Port: 2404, Dst Port: 59078, Seq: 7, Ack: 29, Lent 22

v 1EC 60870:5-104: = I (9,1)

STARY

Apdulen: 20

............................... 0 = Type: 1 (x0)
dhee sses seee soss 0000 0000 0000 000, - Tx: O

0000 0000 0000 D1, (it vire veae wane *Rxi 1

v IEC 60670-5-101/104 ASDU: ASOUS12001 C_CS_NA 1 ActCon I0A@ ‘clock synchronization comsand’ [
Typeld: € €S NAL (103)
Bies baas « 50! False
000 0001 » Nuslx; 1
L.00 0111 « CauseTx: ActCon (7)
Duu voan w Negative: False
Q.iu vauu @ Test: False
0a: 0
Addr: 12091
v OI04: 0
I04: @
) (P56Time: Sep 28, 2003 15:09:01,227000000 India Standard Tise

Tc 57 58 ¢3 15 o8 54 45 38 46 4c 77 08 00 45 0

1000 3e 27 ca 40 00 40 06 7c d6 cO 28 @ 65 O a8

00 64 09 64 ¢6 ¢6 96 60 92 30 db 2d 86 65 50 18
20 00 98 31 00 00 68 14 00 00 0200 67 01 07 &

el 2e 0000 00 cb 04 89 Of 1c 09 17

Fig. 10(b) Time Synch command without security enabled (tool log from Wireshark)

) Ethernet 11, Sr¢: HP_¢3:15:e8 (7¢:57:58:¢3:15:¢8), Dst: Texaslng 46:4¢:77 (54:45:38:46:4¢:77)
) Internet Protocol Version 4, Src: 192.168.10.100, Dst: 192.168,10.101

) Transafssion Control Protocol, Sec Part: 59078, Dst Port: 2404, Seq: 7, Ack: 7, Len: 22

v IEC 60870-5-104: ¢- 1 (9,0)

START

Apdulen: 20

KGO RURTHORBIN % ™ 1% & ]
................ 0000 0000 0000 000, = Tx: 0

0000 0000 6000 000, ... .ivy veer el = RXI O

v IEC 60870-5-101/104 ASDU: ASDUS12001 € CS NA 1 Act
Typeld: C_CS_NAL (103)
| PR » 5Q: folse
4000 0001 » Numlx: 1
00 2110 » CouseTx: Act (6)
8.0 ooi. @ Negative: False
[ PR * Test; False
0a: @
Addr; 12001
v IoA: @
104; 0
) (PS6Time: Sep 28, 2023 15:9:01,267000000 India Standard Tise

104+ “clock synchronization comsend'

OB00 54 45 38 46 4¢ 77 T 57 58 ¢3 158 08 00 45 0

010 00 3¢ bf 25 40 00 50 06 00 00 <0 a8 0o £4 <0 o8

0020 ©a 65 €6 c6 09 64 db 2 86 4f 96 60 92 30 50 18

030 02 82 96 40 00 00 68 14 00 00 00 00 67 01 06 08
) el 20 0000 00 1304 09 of 9c 09 17

Fig. 10(c) Time synch command without security enabled (RTU log from Wireshark)
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>M13 16:11:32:865 APDU ©eee: 68 31 @A €0 A €0 53 el :

©020: 20 ©1 22 7B B2 E@ Al 56 : C1 2C @5 8B ©F A7 AC 28 : 3A 7E 89
L=49 Information Frame, Send Sequence Nr: 5, Receive Sequence Nr: 5

<83> Aggressive mode authentication request

SQ=0 Number of elements=1

Cause of transmission: <14> authentication

Originator address: 0

Common address: 12001: Bla

ASDU Segmentation Control (ASC): FIN=<1> Final segment FIR=<1> First segment ASN=0

APCI
ASDU

Segmented data: 67010600E12E0000004D800810670218
<103> clock synchronisation command
SQ=0 Number of elements=1
Cause of transmission: <6> activation
Originator address: 0
Common address: 12001: Bla
I0A=0
Time: <0> valid, <0> winter/not used, Wednesday 07-02-2024 16:11:32.845

Challenge sequence number (CSQ): 9

User number (USR): <1> Default

MAC value (HLN): 7BB2E0A156C12C058BOFA7AC283A7ESS
<514 16:11:32:880 APDU
©0202: ©2 @1 @@ 29 57 BE DE E5 : 81 2A DB 88 7A EE 93 D2 : C5 D@ €9
L=49 Information Frame, Send Sequence Nr: 5, Receive Sequence Nr: 6
<83> Aggressive mode authentication request
SQ=0 Number of elements=1
Cause of transmission: <14> authentication
Originator address: 0
Common address: 12001: Bla
ASDU Segmentation Control (ASC): FIN=<1> Final segment FIR=<1> First segment ASN=1

APCI
ASDU

Segmented data: 67010700E12E0000008D21850E070218
<103> clock synchronisation command
SQ=0 Number of elements=1
Cause of transmission: <7> activation confimation
Originator address: 0
Common address: 12001: Bla
I10A=0
Time: <1> invalid, <0> winter/not used, Day of week: <0> not used 07-02-2024 14:53:08.589

Challenge sequence number (CSQ): 9
User number (USR): <1> Default
MAC value (HLN): 2957BEDEES812ADB887AEES3D2C5D069

©E @2 E1 2E CO 67 ©1 ©6 : @2 E1 2E @0 00 @@ 4D 82 : eB 10 67 02 18 09 o0 ee

©029: 68 31 A @2 ©C @2 53 ©1 : ©E 00 E1 2E C1 67 ©1 ©7 : @0 E1 2E @2 @@ @2 8D 21 : B5 ©E 87 ©2 18 3 o0 ee

Fig. 11(a) Time Synch command with security enabled (log from tool)

Frose 1139: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits) on interface \Device\WPF_(9FIFEGFF-DS31-482E-89EB-FALASEFESION), id
Ethernet II, Src: MP_c3:151e8 (7ci57:581¢311518), Dst: TexasIns 46:4c:77 (54:45:38:4614c177)

Internet Protocol Version 4, Sec: 192,168,10.100, Dst: 192.168,10.101

Transaission Control Protocol, Src Port: 62003, Dst Port: 19938, Seq: 9476, Ack: 2807, Len: 101

€~ v v~

) 58 45 38 46 4c 77 7 57

0 24 a3 14 40 00 80 86

W20 00 65 12 33 e 10 2 20
¢ 02 00 9 % 09 00 17 03

S8 c3 15 o8 08 00 45 %0
00 02 c0 28 0 64 P 28

€2 ec 0

10 54 56 50 18

03 00 60 28 de ¢d od db

T 1 £810 ¢8 70 b6 68 ed 19 7f cf 1f Sc 90 bb 19 88
ransport Layer Security 0 3f 78 14 51 7a B4 4c 57 S5b 10 B2 38 4@ cd be ed
v TLSv1.2 Record Layer: Applicotion Data Protocol: Application Date 95 7c 15 3¢ 18 18 42 22 a1 68 57 71 05 4b ba €5
Centent Type: Application Data (23) B¢ 651 8 9¢ 99 ca 2e 60 b7 bb 93 18 1¢ 9 5o
Versicn: TLS 1.2 (8x0303) 21 29 clbe b9 7 6c 14 c2 b6 04 62 4c 8 od 1b
Length: 96 18f8d66493 76404 2420 1a
Encrypted Application Data: fi fefifsc 78145170844c575b1082 3840 dbc.
Fig. 11(b) Time Synch command with security enabled (tool log from Wireshark)
* Frame 1141: 155 bytes on wire (1242 bits), 155 bytes captured (1240 bits) on interface \Device\NPF_{OFJOEGFF-D331-4826-BOE0-F4145EFES194}, 1d @ 9000 Fc 57 5B c3 1588 54 45 38 45 4C 77 B2 00 45 00
» Ethermet II, Src: TexasIns 45:4:77 (54:45:38:45:4c:77), Dst: WP _c3:152e8 (7c:57:582¢3:150e8) G010 00 Bd 1B €5 40 00 40 05 b £b ¢ aB fu 65 c0 a8
» Internet Protocol Version 4, Srci 182.166.10.101, Dst: 192,168.10.100 e g;:“ ;; : :: :: ;: :: : ;; :; :: ;: : ::
+ Transmission Comtrol Protocol, Src Port: 13998, Dst Port: 62003, Seq: 2807, Ack: 9577, Lem: 181 e S B N el
¥ Transport Layer Securdty 5959 07 of de 5 fe 22
¥ TUSv1.2 Record Layer: dpplication Data Protocol: Application Data de 45 dc ¢4 53T B4 TH
Content Type: Application Data (23) 14 d7 a7 7H Te ad 4f 3¢
Version: TLS 1.2 (feddRY) BN cfadTN
Length: 96 ae dd cf

Encrypted Application Data: B9chTéedad20icoldidaddlTaf belTd?7e i edad 2IbEIS20F sb0be 24 S5R0500 Tefdeif fer

Fig. 11(c) Time Synch command with security enabled (RTU log from Wireshark)
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0

Fig. 12 Test tool GUI

6. Test Results Analysis

From the analysis of packets as explained in the previous
section, after activation of security extension as per IEC
62351-3, the flow of packets between RTU and SCADA
cannot be visualized from outside as it needs the private key
to decrypt these packets. Also, with the activation of IEC
62351-5, unauthorized users cannot execute the commands as
it requires the MAC calculation, which is configured only for
authorized users.

Implementing Information Security Management System
(ISMS) as per ISO / IEC 27001 Information security,
cybersecurity and privacy protection - Information security
management systems - Requirements standard for power
utilities provides only first line of control for cyber safe
operation, but many more sector-specific controls and testing
of products and systems for cyber security requirements are
essential. Primary electrical equipment, such as circuit
breakers, are interconnected through field devices like
Intelligent Electronic Devices (IEDs), Remote Terminal Units
(RTUs), and other devices to enable control and automation of
power system operations.

As RTUs, IEDs and field devices control power system
operation and also exchange data (control, events,
measurements and other information) between these devices
and the SCADA / Control system software and Human
Machine Interface (HMI) application software, these devices
need to comply with the security requirements for ensuring
cyber safe operation. IEC TC 57 Working Group 15 (Data and
Communication Security) has developed various standards
under the IEC 62351 series [18]. These standards provide
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specifications for implementing security requirements like
authentication,  encryption, role-based access, key
management, and other aspects of standard communication
protocols used in power system operation and conformance
testing. In laboratory testing, the test procedures as defined
in these standards are followed to conclude whether the DUT
complies with the standard or not.

The conformance testing for base protocol in this case
(IEC 60870-5-104) shall be performed before performing the
security extension conformance testing as per IEC 62351-100-
1: 2018 Power systems management and associated
information exchange — Data and communications security -
Part 100-1: Conformance test cases for IEC TS 62351-5 and
IEC TS 60870-5-7 The conformance testing does not include
application logic and operational test system and only tests for
protocol elements and functions as per the protocol
implementation document provided by the manufacturer. The
conformance test cases are grouped into ‘Verification of
Configuration parameters’, ‘Verification of Communication’
‘and  ‘Verification of Procedures’. Verification of
Configuration ~ parameters  ensures  that  protocol
implementation is consistent with the change in configuration
parameters.

Verification of the communication test clause and sub-
clauses ensures that the device under test can meet the
implementation of test security extension messages as per IEC
60870-5-7 standard, which cross-references the IEC 62351
series of standards. Verification of Procedures clauses
establishes that the device undergoing testing could execute
the security extensions procedures as per IEC 62351-5
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standard. The security extension procedures conformance
testing is grouped into User management, Update key
maintenance, Session key maintenance, Challenge/reply
authentication and Aggressive Mode Authentication. These
procedures are executed in sequence.

The ‘IEC 62351-100-3: 2020 Conformance test
procedures are also grouped into ‘Verification of
configuration parameters’ and ‘Verification of IEC 62351-3
requirements’. Similar to IEC 62351-100-1, the clauses under
verification of configuration parameters ensure that protocol
implementation is consistent with the change in configuration
parameters. “Verification of configuration parameters’
includes testing for 11 sub-clauses as per IEC 62351-100-3.
These clauses include the Transport Layer Security (TLS)
version, TLS Cipher suites, Public key lengths, certification
revocation check methods and other parameters as per
standard. Verifying IEC 62351-3 requirements ensures that
the device under testing conforms to the requirements of IEC
62351-3, which includes how the device would behave during
normal execution of procedures and when a fault or abnormal
procedures execution is encountered, i.e. resiliency or
negative test cases.

During the laboratory testing for conformance of RTUs
of various makes, it was noticed that a few implementations
were different from the standards. Table 1 lists a few test cases
performed on three different makes of samples. From Table 1,
it may be noted how implementation differs from
manufacturer to manufacturer. The table lists selected test
cases of failure resulting in non-compliance with the standard.
Three sample RTUs, A, B and C, from different
manufacturers, are considered in the study. The SI. No. 2 is
one of the test cases in which two manufacturers (A & B)
implemented the standard requirement (IEC 62351-5 and IEC
62351-100-1) in different ways, and both failed as it is not as
per the standard requirement.

The Key Challenge Data Length (KCL) and Key Status
Challenge Data (KCD) shall be zero if the Key Status (KST)
is not equal to one. But in both cases, KST is not equal to one.
In spite of that, DUT reported that KCL was equal to some
numerical value. Furthermore, sample a reported KCL equal
to four while the minimum requirement is between 8 and 64.
This leads to the conclusion that some of the standards
statements require refining as interpretations of standards are
different among the different manufacturers, and there is also
a detailed study of standards by manufacturers.

The criteria for the testing for conformance is that the
DUT shall provide the expected output in the form of
messages as defined in the IEC 62351-100-1 and IEC 62351-
100-3. The technical working group is also addressing these
issues. The challenge is that cyber security technology is
rapidly changing and making it difficult to bring
revision/amendments to all the relevant parts of standards in
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the series, which are interlinked to each other at the same time.
Many of these standards from the IEC 62351 series have been
published in recent years, and only limited manufacturers have
implemented these standards requirements in the devices.
Additionally, it is not reported in the literature on third-party
testing for security conformance. Also, commercial test tools
for security conformance as per IEC standards are limited in
the market. Only laboratory tests not for conformance testing
of actual devices are reported in [24, 25].

The cyber security subject in the power sector has been
gaining momentum since the global pandemic hit the world in
2020, and the situation forced the power system operators to
relook into security aspects. Further distributed energy
resources like solar and wind energy-based generation
systems are also adding to the capacity in large numbers and
are interconnected with the load dispatch operation from
isolated places, thus increasing the cyber threat landscape.
These all call for robust testing of field devices for security
conformance and implementation of security policy and
security auditing [26-28].

7. Conclusion

From the samples of RTUs of different manufacturers
tested at a laboratory for conformance of IEC 62351-100-1
and IEC 62351-100-3, it is observed that implementations of
security requirements as specified in IEC 62351-3 and IEC
62351-5 were differing among the manufacturers and some
RTUs eventually failed to meet the standard requirements for
some of the test cases. In this paper, an attempt is made to
study the implementation of IEC 62351 standards in RTU by
various manufacturers, and it helps the standardizing bodies in
bringing amendments/revisions to standards for uniform
understanding and also for manufacturers in better
understanding of standards. As this subject of cybersecurity is
continuously evolving, more samples of different makes and
models' conformance testing results further help the industry
improve the design of the products.

As technology advances with smart grids, 10T devices,
and renewable energy sources are at the forefront and
expanding, the power sector must remain vigilant, adapt to
emerging threats, and build resilience to any possible cyber-
attacks. The security of the power sector is not only a national
concern but a global imperative, impacting economic growth,
quality of life, technological progress, national security, and
the preservation of critical infrastructure. Implementing robust
cybersecurity measures is crucial for protecting critical
infrastructure.

Key measures include testing products for
communication protocols and security conformance as per
standards and best practices, such as risk assessment, security
policies, network segmentation, access control, patch
management, firewalls, encryption, incident response plans,
backup and recovery, employee training, regulatory
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compliance, continuous monitoring, and security audits to
minimize risks due to cyber threats. Laboratory tests help
develop secure products and fix bugs before field deployment.
Testing for the cyber requirements as per the IEC 62351 series
of standards ensures proper implementation of the protocol,
encryption, authentication and certificate management / key
management, which forms part of defence depth protection for
field devices like RTU against attacks on availability, integrity
and confidentiality.  Also, studies on the impact of cyber
incidents and threat model analysis of SCADA control centers
can be carried out in the laboratory environment.

This work is planned in the next phase of activities.
Testing for devices/products in isolation is only one part of
security assessments, and further testing is required as a
system when these devices are deployed in the field, as the
characteristics for security posture may change due to network
architecture even though the device/product meets/exceeds
the security requirements as specified in the standards.

Power utilities are inevitable to adopt changing
technologies and automation systems to improve operational
efficiency and meet regulatory requirements and customer

cybersecurity threats. Utilities can minimize risks due to cyber
threats by adopting proper security measures, standards, and
best practices.

Cybersecurity is a continuous process. AS new
technologies are developed, new developments also happen to
breach security measures. Hence, standards are evolving as
new technologies emerge. Utilities are migrating to cloud-
based applications, considering their advantages over on-
premises data centers, and must follow the security
requirements of cloud-based systems. The future of quantum
computing is also expected to bring many changes to
conventional  security  technologies, especially in

cryptography.
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Appendix
Table 1. Laboratory testing on sample RTUs - selected test cases results
Test Case &
Sl Standard .
No. Reference Test Case Description Sample A Sample B Sample C
Number
DUT responds with
KCL: Key Status s;gilc;: Ife(:/us?:t%s
1 6.3.3.11 Challenge Data (ASDU 85) while i i

IEC 62351-100-1 Length

the minimum

Value range = <8...64>

requirement of KCL
=8.

6.3.3.12
IEC 62351-100-1

KCD: Key Status
Challenge Data
Sequence of octets of
length
specified in KCL shall be
zero if KST is not equal to
one

DUT responds with
KCL = 4 with key
status challenge data
when KST is not
equal to one, while
the requirement is
that key status

DUT responds with
KCL = 8 with key
status challenge data
when KST is not
equal to one. Also,
KCL = 0 with no
key status challenge
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challenge data shall
be zero when KST
is not equal to one.

data when KST is
equal to one.

6.3.4.15-6.3.4.19
IEC 62351-100-1

DUT shall respond using
ASDU 83

DUT does not
respond to the
Aggressive Mode
Authentication
Request in
Aggressive mode.

54111
IEC 60870-5-604

If COT=47 is NOT
supported, any message
received by the controlled
station containing an
Undefined IOA should be
mirrored with P/N=1
negative.

DUT doesn't send
any response for
Gl requests with
undefined 10A.

Also, for File

Transfer ASDUs

(Controlling
Direction), DUT
accepts I0A
values that are not
configured or not
applicable.

54.11.1
IEC 60870-5-604
(With Secure)

If COT=47 is NOT
supported, any message
received by the controlled
station containing an
undefined 10A should be
mirrored with P/N=1
negative

DUT doesn't send
any response for
GI requests with
undefined I0A.

Also, for File

Transfer ASDUs

(Controlling
Direction), DUT
accepts I0A
values that are not
configured or not
applicable.

6.3.3.10
IEC 62351-100-1

MAL: MAC Algorithm
Values =0, 3,4, 6
This value shall be 0 if no
valid Session Key Change
message was previously
received (i.e. if there is
no Session Key).

DUT responds with
MAL = 4 for KST is
not equal to one
with no MAC data,
while MAL shall be
zero for KST is not
equal to one

75314
IEC 62351-100-1

Set Session Key Status to
NOT_INIT for that USR

DUT does not set
the session key
status to NOT INIT
after exceeding the
configured number
for the Expected
Session Key Change
Request.

75322
IEC 62351-100-1

Reset Authentication
Failures Statistic.

DUT does not reset
the Authentication
Failure Statistic.
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