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Abstract - Online Social Networks (OSNs) have become integral to modern life, enabling people to communicate, share
information, and stay connected over vast distances. However, the rising use of OSNs has sparked significant concerns regarding
the privacy and security of user data. This paper presents an innovative method for strengthening data privacy and security in
cloud-enabled OSNs utilizing an E-ABE system. The proposed solution employs flow graph analysis to verify relationships,
ensuring secure user data exchange while offering fine-grained access control. This approach addresses the limitations of
existing methods, which often fail to provide comprehensive privacy and security measures. By leveraging cryptographic
techniques and secure communication protocols, the E-ABE model allows for the controlled sharing of sensitive information,
ensuring that only authorized users can access data. The system's design includes roles for Cloud Service Providers (CSPs),
Trusted Attribute Authorities (TAAs), and end-users (followers and followees), each contributing to the overall security
framework. Experimental results demonstrate the effectiveness of the proposed method in reducing key generation time, data
encryption and decryption time, and communication costs while maintaining high levels of authorization accuracy. This research
contributes to the field by providing a robust solution for protecting user data in cloud-based OSNs, highlighting its potential
for broader application in other domains requiring stringent data privacy and security measures.
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Fine-grained access control.

1. Introduction
1.1. Background on the Proliferation of OSNs

In the digital age, the manner in which individuals
communicate and interact and OSNs have revolutionized
shared information. Platforms such as LinkedIn, Facebook,
Twitter, and Instagram have experienced exponential growth,
resulting in millions of active users on a global scale. These
networks facilitate social interaction by allowing users to
connect with friends, family, and colleagues, share personal
updates, and engage with a wide array of content. The
pervasive use of OSNSs highlights their significance in modern
society, making them indispensable tools for communication
and networking [1]. Despite their popularity and benefits,
OSNSs have also introduced substantial risks to user privacy
and data security. The extensive sharing of personal
information on these platforms makes them prime targets for
malicious individuals looking to misuse sensitive data.
Incidents of data breaches, identity theft, and unauthorized
data access have become increasingly common, raising
concerns among users and regulators alike [2]. These
challenges necessitate the development of robust security
mechanisms to safeguard user information and maintain trust
in these platforms. Addressing privacy and security concerns

0[€]O)

in OSNs is of paramount importance. Users frequently
disclose various types of personal information, such as names,
contact details, social security numbers, financial records, and
private communications. If this data is compromised, the
consequences can be severe, including financial loss,
reputational harm, and potential legal repercussions. A vital
research focus is ensuring user data's confidentiality, integrity,
and availability in OSNs [3]. Existing security measures in
OSNs often fall short of providing comprehensive protection.
Many platforms rely on basic encryption techniques and
access control mechanisms that may not adequately address
the complex security requirements of modern OSNs. The need
for more sophisticated and effective security solutions has
driven research efforts to explore advanced cryptographic
methods and privacy-preserving technologies tailored to the
unique challenges of OSNs [4].

1.2. Importance of Privacy and Security in OSNs

Privacy and security are paramount in the context of
OSNs due to the sensitive nature of the data involved. Users
expect their personal information to be protected against
unauthorized access and misuse. Ensuring data privacy
involves protecting the data from external threats and

Tl 1 his is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)


http://www.internationaljournalssrg.org/
http://www.internationaljournalssrg.org/
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:1nasira.tabassum@gmail.com

S. Nasira Tabassum & Gangadhara Rao Kancherla / 1JEEE, 11(12), 108-118, 2024

implementing controls that limit access to authorized
individuals based on well-defined policies [5]. Effective
security measures in OSNs help maintain user trust and
engagement, which is crucial for these platforms' continued
growth and success. The challenge of ensuring privacy in
OSNs is compounded by these networks' dynamic and
interconnected nature. Users frequently interact with a diverse
group of individuals, including friends, acquaintances, and
strangers. This creates a complex web of relationships and
interactions that must be managed to prevent unauthorized
data access. Traditional security models often struggle to
handle the granularity required to manage these relationships
effectively, necessitating the development of new approaches
that work on absolute-grained control mechanisms [6].

Additionally, the cloud-based infrastructure frequently
employed to support OSNs introduces further security
concerns. Scalability, cost efficiency, and flexibility are
among the numerous advantages of cloud computing.
Nevertheless, it also poses obstacles regarding transparency,
control, and data sovereignty. Users must ensure their data is
secure and private to ensure cloud security [7]. This
necessitates the implementation of trusted frameworks and
robust encryption mechanisms.

Researchers have explored cryptographic methods to
enhance data privacy and security in OSNs, with ABE being
a key solution. ABE links encryption keys to attributes,
allowing data owners to set access policies so only authorized
users can decrypt the data. Integrating ABE into cloud-based
OSNs boosts security and privacy without compromising
usability [8]. Existing security models for cloud-based social
networks lack the flexibility to handle dynamic user
interactions and fine-grained access control. This study
bridges these gaps by introducing a scalable Enhanced
Attribute-Based Encryption (E-ABE) framework. The
approach ensures secure, efficient data sharing through
innovative flow graph analysis

2. Literature Review
2.1. Privacy-Preserving Data Publishing for
Networks

One of the fundamental works in privacy-preserving data
publishing is by Zhou, Pei, and Luk (2008), who addressed the
challenges of anonymizing social network data. Their
approach focuses on preserving the structural properties of
social networks while anonymizing the data to protect user
privacy. They proposed several anonymization techniques,
such as k-anonymity, I-diversity, and t-closeness, to prevent
re-identification attacks. By transforming the social network
graph and ensuring that each user is indistinguishable from at
least k-1 others, they effectively reduced the risk of privacy
breaches. Their work highlights the balance between data
utility and privacy, emphasizing that anonymized data should
still be useful for analysis while protecting individual
identities. This pioneering work laid the groundwork for
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subsequent research in privacy-preserving social network
analysis, demonstrating that it is possible to share useful data
without compromising user privacy [9]. In [10], the authors
have proposed the concept of privacy wizards to help users
manage their privacy settings on social networking sites.
Privacy wizards are interactive tools that guide users through
the process of configuring their privacy settings based on their
preferences and social context. The authors conducted user
studies to understand social network users' common privacy
concerns and behaviors. They developed privacy wizards that
simplify the configuration process, thereby facilitating the
protection of users' privacy in accordance with their
discoveries. This method resolves the usability obstacles
linked to intricate privacy settings, enabling users to make
well-informed decisions regarding their data.

The design of user-centric privacy tools has been
significantly influenced by the concept of privacy wizards,
which underscores the significance of user education and
empowerment in protecting privacy. In [11], the experts
explored privacy-preserving social network analysis
techniques, focusing on the trade-offs between data utility and
privacy. They proposed methods to anonymize social network
graphs while preserving their structural properties, enabling
meaningful analysis without compromising user privacy.
Their work involved developing algorithms for graph
anonymization and applying them to real-world social
network data. The results demonstrated that performing social
network analysis on anonymized data is possible, providing
valuable insights while protecting individual identities. This
research has significant implications for organizations that
need to analyze social network data for various purposes, such
as marketing, security, and social science research.

2.2 Secure Data Sharing in Cloud Computing

A recent model emphasizes the need for a new framework
aimed at secure data sharing within cloud environments,
focusing specifically on the challenges posed by outsourced
data storage. The researchers introduced a Key-Policy
Attribute-Based Encryption (KP-ABE) scheme as part of their
proposed solution. This scheme enables data owners to
encrypt data using a set of attributes and regulate access
through policies defined over these attributes. This method
ensures that only users with matching attributes can decrypt
the data, providing fine-grained access control.

Their framework also includes mechanisms for key
revocation, ensuring that users who no longer meet the access
criteria are prevented from accessing the data. This work is
significant as it addresses the dynamic nature of cloud
environments, where users' access rights may change over
time. By integrating KP-ABE with cloud storage, the authors
demonstrated an effective way to secure sensitive data while
maintaining flexibility and scalability in access control [12].
An ABE scheme is a fine-grained access control scheme for
encrypted data. This approach enables data owners to encrypt
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data based on a predetermined set of attributes and establish
access policies that specify the combinations of attributes
necessary to decrypt the data. The ABE scheme supports
complex access structures, such as boolean formulas, enabling
more flexible and expressive access control. Their work was a
breakthrough in cryptographic research, extending the
traditional public key encryption model to support attribute-
based access control. This approach is particularly well-suited
for cloud environments and social networks, where data
access needs to be carefully controlled based on user
attributes. This scheme has influenced numerous subsequent
works, furthering the development of privacy-preserving
technologies in various domains [13].

Authors in [14] addressed the privacy issue in cloud
computing by proposing a proxy re-encryption scheme. This
scheme enables a proxy to transform ciphertexts from one
encryption key to another without exposing the underlying
data. This feature is especially beneficial in situations where
data must be shared among multiple users with varying levels
of access permissions. By using proxy re-encryption, Patsakis
et al. provided a way to delegate decryption rights without
compromising the security and privacy of the data. Their
scheme also supports efficient key revocation, ensuring users
who lose access rights can no longer decrypt the data. This
work is significant for cloud-based social networks, where
dynamic user interactions and changing access rights
necessitate flexible and secure data-sharing mechanisms.

2.3. Secure Multi-Party Computation for Social Networks

The concept of Secure Multi-party Computation (SMC)
enables collaborative computations on private data without
revealing the inputs to the parties involved. In the context of
social networks, SMC can be used to perform joint analysis of
users' data while ensuring that each user's data remains
private. The authors developed protocols that allow multiple
parties to collaboratively compute a function based on their
inputs while ensuring that the privacy of the individual inputs
is preserved. This method is especially advantageous for
applications in which data sharing is essential, but privacy
concerns prohibit direct data exchange. SMC has been applied
to various privacy-preserving applications, including social
network analysis, collaborative filtering, and privacy-
preserving data mining [15, 16].

The concept of differential privacy is a robust privacy-
preserving mechanism that provides strong guarantees against
re-identification attacks. Differential privacy ensures that the
output of a computation does not reveal significant
information about any individual in the dataset, regardless of
the auxiliary information available to the attacker [17]. This is
accomplished by introducing controlled noise to the data or
query results, which complicates the process of inferring the
presence or absence of any individual. In the context of social
networks, differential privacy can be used to release aggregate
statistics and perform data analysis without compromising
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user privacy. This work has profoundly impacted the privacy-
preserving data analysis field, providing a mathematical
foundation for developing privacy-preserving algorithms and
systems [18].

2.4. Privacy-Preserving Data Mining Techniques

The field of privacy-preserving data mining introduces
methods for analyzing data while safeguarding individual
privacy. This approach involves transforming data in a manner
that prevents the exposure of sensitive information yet still
allows valuable patterns to be identified [19]. Techniques such
as data perturbation, anonymization, and secure multi-party
computation were proposed to achieve this goal. These
methods have been widely applied across various fields,
including social network analysis, healthcare, and finance,
where protecting data privacy is paramount. The work of
experts in this area has established a strong foundation for
future research, proving both the importance and practicality
of embedding privacy into data analysis processes [20].
Authors in [21] proposed a comprehensive framework for
secure and privacy-aware data sharing in social networks.

Their framework integrates fine-grained access control
policies with privacy-preserving techniques to ensure users
can share data securely and privately. The authors proposed a
rule-based method for defining access control policies,
utilizing user relationships and attributes. They integrated
cryptographic techniques to enforce these policies, ensuring
only authorized users can access the shared data [22]. This
work addresses the dual security and privacy challenges in
social networks, providing a robust solution for controlled
data sharing. Researchers' framework has been influential in
the design of secure social network systems, highlighting the
need for integrating access control and privacy-preserving
mechanisms. Work in [23] presents a privacy-preserving
technique for OSNSs, focusing on sensitive attribute protection
and minimizing structural changes to datasets. However, a
notable drawback is its reliance on noisy node perturbation,
which can lead to skewness and similarity attacks.

In contrast, the proposed E-ABE framework addresses
this limitation by dynamically validating user relationships
and applying fine-grained access control policies, eliminating
the need for noisy nodes while enhancing privacy and
preserving the utility of OSN data. The study in [24] addresses
privacy risks posed by inference attacks in social network data
sharing by optimizing the balance between user utility and
privacy preservation. It introduces two methods: the
Efficiency-based Privacy-Preserving Disclosure algorithm
(EPPD) for high utility and a multi-dimensional Knapsack
Problem (d-KP) approach for low computational complexity.
While effective, these methods focus on inference attack
defense without considering dynamic relationship validation,
which is addressed in the proposed E-ABE framework by
leveraging flow graph analysis for secure and efficient data
sharing.
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3. Proposed System

The primary goals of the proposed system are to
safeguard the privacy of genuine data while using cloud-based
OSN services and to enforce fine-grained access control
within these systems. The threat model considers the CSP
trustworthy and inquisitive, implying that although the CSP
adheres to the system protocols, it still has a strong interest in
examining user data and is still highly interested in examining
and interpreting users' sensitive data. Additionally, it is
assumed that the TAA and followees are reliable entities.

Followers, considered unauthorized entities, may
occasionally attempt to interfere with the confidential
information of followees for commercial or business
purposes. It is assumed that standard security protocols,
including SSL and SSH, are used to secure the communication
channels between all system entities. Furthermore, it is
presumed that the CSP and its followers do not have any
mutual interests that would motivate them to engage in a
conspiracy to violate the privacy of their followers.

e Cloud Service Provider (CSP): The CSP provides
infrastructure support, including cloud storage and
computational resources. It initializes the system by
generating global system parameters and master keys,
ensuring secure data storage and management. The CSP
also facilitates encrypted data storage while ensuring no

direct access to the data content.

Trusted Attribute Authorities (TAAs): TAAs are
designated entities responsible for generating and
distributing cryptographic keys linked to user attributes.
They verify user credentials, manage attribute definitions,
and enforce access policies to ensure secure data sharing.
TAAs play a critical role in attribute-based encryption
and key revocation processes.

End-Users (Followers and Followees): End-users interact
within the system as followers (data receivers) and
followees (data providers). Followers apply access
policies to encrypted data, determining which followers
can decrypt and access the content. Followers, on the
other hand, can only access data if their attributes satisfy
the defined policies.

In this model, the online social network is divided into
two distinct categories of end users: followers and followees.
These users are actively engaged in the exchange and
reception of data within cloud-based OSNs. Figure 1
illustrates the framework of the proposed approach. The E-
ABE model is illustrated through a directed flow graph that
comprises vertices and edges. In this model, the vertices
represent individuals (followers or followees), and the edges
signify communication among users. This structure improves
the system's utility while addressing the need for genuine data
privacy in cloud-enabled OSNs.

111

Follower A Encrypted Data
lOIOI
’A ~
71
/
/
Trusted 7/
3" PartyA 7 Cloud
- Service
!\; \Provider
\ Follower B
b X
\
\
|
Follower C Encrypted Data

Fig. 1 Proposed model privacy preserving OSN system
e The Proposed Enhanced Attribute-Based Encryption (E-
ABE) Algorithm:
The E-ABE algorithm is designed to address the
limitations of existing security models in cloud-based social
networks. The following sections detail the core components
and mechanisms of the E-ABE framework, emphasizing its
innovative approach to ensuring secure and efficient data
sharing.

The OSN server offers read, write, and update services.
In this system, user A can message user B if A follows B,
confirmed by a directed edge. Factors like strength and
certainty secure data transmission. After verifying their
relationship, the followee encrypts the message using
attribute-based encryption and a data access policy based on
the follower's attributes. The cloud server stores the encrypted
message, ensuring only followers matching the access policy
can decrypt it. This approach enables secure data sharing
between OSNs while simultaneously enhancing privacy and
utility. Consider a flow graph H=(V,E,$) where V represents
the nodes, E the edges, and ¢ the flow function. The graph F
is directed, finite, and acyclic. The set of edges ECVxV, and
the flow function ¢.E—R* maps each edge to a non-negative
real number. For any edge (u,v) €E(u, v), u is the input node,
and v is the output node. In(u) and Out(u) are the inputs and
outputs of a node u, respectively, for all ueV. In graph H, the
1/0 values are represented by In(H)={uéeV:In(u)=¢} and
Out(H)={u€eV:Out(u)=¢}. Internal nodes lack 1/O
connections, whereas external nodes possess both. For any
(u,v)€eE, the flow from u to v is represented by é(u,v).
Assuming ¢(u,v)£0 for all (u,v) €E, the inflow at any node u in
the flow graph H is given by:

?.(u) = Zveln(u) ?(u,v) 1)
And the outflow at any node u is given by:
O_(u) = ZveOut(u) ?(u,v) )

Similarly, the complete graph H's inflow and outflow
metrics are defined as follows:
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®+ (H) = Zveln(G) @ - (u) (3)

?_ (H) = ZvEOut(G) ?— (u) (4)

Now, assume that for any internal node u, @,(u) =
@_(u) = @(u), where @(u) means the flow of data through
node u. This leads us to the following flow conservation
equation: @+ (H)=0- (H)=@(H), where @(H) denotes the total
through flow of the graph H.

3.1. Flow Graph Normalization

The flow graph that has been normalized is now defined
as follows. The normalized flow graph H (M, D, ¢) hasa cycle,
is directed, and is finite. Here, M stands for the collection of
nodes, D SMxM represents both the set of directed branches
and the normalized flow of variables (u,v) is denoted by
0:D—<0,1>. To determine the strength of (u,v), use the

following formula:
P(v,u)
O(H)

o(u,v) = (5)

Where 0<o(u,v)<l. The strength of (u,v) serves as an
indicator of the proportion of the total flow that passes through
the branches. In the computation process, the normalized flow
graph is consistently taken into account. As follows, the
normalized inflow and outflow measures are provided for each
node u in the flow graph H:

P4 (u)
o.(u) = (D:(II;) = Zveln(u) o(u,v) (6)
?(u,v)
o(u,v) = (D?Hv) = ZVEOut(H) o(u) (7)

For every internal node u, o, () = o_(u) = a(u) where
o(u) is a normalized through flow of u is calculated in
Equation (8).

04 (H
CI+(H) = E:(H]

0_(u)
o_(H)

) = ¥ ey 9 (W (H) =

= alu
Zeoute 0(1) (8)
Flow graph analysis is a critical component of the E-ABE
system, designed to validate user relationships and regulate
data access securely. In this approach, nodes represent users,
while directed edges signify communication or data flow
between them.

The strength of these edges, calculated using normalized
flow functions as shown in Equations (5)-(8), determines the
proportion of data flow through the network. This analysis
ensures that access control policies are enforced dynamically
by verifying user connections and interaction validity. By
integrating this mechanism, the E-ABE framework
strengthens data security while maintaining efficient and
precise access control in cloud-based social networks.

3.1.1. Coverage and Certainty Factors
The hypothesis's degree of truth is quantified by the
certainty factor, which is a numerical value. Equations (9) and
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(10) define the certainty and coverage factors for each branch
(u,v) of the flow graph H.

o(v,u)

cert(u,v) = prs 9
R CAD)
con(u,v) = o (10)

Where o(u) and o(v) are non-zero, the following
equations provide certain properties of coverage factors and
certainty:

Yveourw) cert(u,v) =1 (11)
Yuemw) cov(u,v) =1 (12)
o(u) = Xveoutw 0 (U, v) (13)
o(V) = Xuemw) oW, v) (14)
cert(u,v) = cov(u, v) 22 (15)

a(u)

The properties mentioned earlier are based on Bayesian
principles and can be interpreted deterministically to describe
flow distribution across network branches. A directed path
from node u to node v in the graph H, where u#v, consists of
a sequence of nodes ui,Uy, ...,un. Therefore, ui=u,, u,=v, and
(uj,u+1) €D for every j, 1<j<n—1. Therefore, the path from u
to vis denoted as [u--+]. Currently, the three critical variables
for the flow graph in question are calculated as follows:
certainty, strength, and coverage.

certuy ...up] = I cert (u, wjyq) (16)

covfuy ...u,] = M5 cov(uy, ujy4) 7)

o(u,v) = a(ucertfu---v] = a(v)covu - v] (18)

Consequently, the connection between u and v in H is
denoted by all paths from u to v (u#v). In other words, the
nodes u and v are used to determine the subgraph (u,v) of H.
Therefore, for every connection, the following are the
definitions of the certainty, coverage, and strength factors:

uv).

cert(u, v) = Yy vlequr) certu - v] (19)
The coverage connection of (u, v) is given by:
cov{u, v) = Z[u---v]e(u,v) covlu -+ v] (20)
The connection quality is presented as follows:
01, 7} = Lpyletun 0 v] = o(u)cov(u,v)  (21)

A path [u--+] is full when, for graph H, U is the input and
V is the output. The complete connection from u to v in H is
the collection of all complete paths from u to v. Access control
methods are typically easier to implement when these
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complete paths indicate the connection between two nodes. A
single branch (u,v) is derived for every complete connection
{u,v) in graph H, such that o(u,v)= o(u,v), cert(u,v)=cert{u,v),
and cov(u,v)=cov(u,v). A new flow graph H' is generated by
these substitutions, with o(H)=c(H'). The combined flow
graph is represented by the new flow graph H’, which shows
how the values of input and output are related, including the
valid connections between two nodes. To better understand
these ideas, let's look at the social network analysis problem
in Figure 1. In this case, it uses hypothetical information
derived from one hundred social media users. Group B
consists of social pages, and Group A consists of people who
use social networks; studying their relationships is the main
goal of this study. Three separate groups of characteristics
make up the flow graph., each of which corresponds to a
distinct age group of social network users: qi (older adults), g2
(middle-aged adults), and gs (younger adults). These age
groups are classified as p1 (high), p2 (middle), and ps (low),
and they engage with social media pages in four categories: r1
(business news), rz (cinema), rs (political updates), and r4
(education).

Different categories of online social network users are
defined by their social class, which is based on the level of
access they have to various social networking sites. Initially,
social media subscriptions are analyzed according to age
groups. Among people in the g1 age bracket, the data shows
that 19% have subscribed to the social page r1. Also, out of the
age group 02, 44% have subscribed; out of the age group gs,
18% have done the same; and so on. To directly evaluate the
subscriptions of social pages by a range of users from different
socioeconomic classes, proposed work removes the age group
attribute from the flow diagram. Notably, 22% of ri's
subscribers are from social class p1, 78% are from social class
p2, and so on.

3.2. Improved Attribute-Based Encryption for Secure Proxy
Re-Encryption and Efficient User Revocation
One enhanced version of the suggested attribute-based
encryption system uses a single CSP in conjunction with
numerous TAA. The organization and definition of user-
defined attributes are entirely the responsibility of these
attribute authorities. The following is the proposed operational
framework of the attribute-based encryption system. CSPs are
the ones who start the system. The CSP executes the following
algorithms in this suggested model during the system
initialization phase. Two main components make up this step:
setting up the system and establishing the TAA. There is a
mathematical representation for these steps in Equations (22)
and 23, respectively.
System Setup (): Sysge: (H) 2(PKy, MK,) (22)
At this stage, the CSP receives a large security parameter,
S, as input and generates the system parameters PK, and the
master key MK,. While the master key remains confidential,
the system parameter PKo is publicly available.
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Create TAA (): Crt TAA(PK,y, MKy, PK;) 2>(MK;)  (23)

At this stage, the CSP creates a master key for every TAA
linked to the system. During this phase, the master key and the
public system parameters are used to generate the master key
(MK:) for every TAA.

3.3. Secure Search in Social Networks
The data contents are encrypted by the follower and
shared with the group of followers during this phase. Equation
(24) mathematically illustrates the encryption process.
Encryption (): Encrypt(PK,, f, AP, PKy|aeAP) — CP~  (24)
After encrypting the data file with the Encrypt ()
algorithm, the user proceeds to encrypt the keywords with
KwEnc(). The ciphertext, CP~, is the result of this procedure
Kwdenc (): (kw;, Py;) = (Cjw;) (25)

The encrypted keyword, Ci-W: is generated as an output
by this procedure in Equation (25), which takes the user's
public key and the keyword as inputs.

Encrypt (): (PK,, f, AP, PKy|aeAP) — (C¢) (26)

In this phase, the input file f, the data access policy (AP),
and the public keys for all attributes are used as inputs as per
Equation (26), which then produces the encrypted file Cr as an
output.

RKeyGen ():(PKO, PTui, Pui) g (RKeyl9]) (27)

In Equation (27), this phase generates the re-encryption
key (PK,; Py,;) = j as an output by utilizing the public
parameters and the private key pair.

TrapGen ():(w;) = (Tw:) (28)

This phase generates the corresponding trapdoor function
by accepting the keyword as input in Equation (28). With the
help of the trapdoor function, you can update your access
policies effectively without downloading any data.

FDown ():(Twi, €7) = (Fuwi) (29)
3.4. Permitted Access to Data in Social Media Portals

The following procedures enable the followers and
followees in the proposed method to perform authorized data
access for end users.

DecKeyGen ():
(PKO' MKi: PKa) 9(5Ki,u' SKi,u,a) (30)
In this phase, the TAA confirms that the user's attribute is
part of the set of attributes under its management, as outlined
in Equation (30), and generates the decryption key for the
users.
Decrypt ():

(PKOJCP: SKi,u:SKi,u,alaep) - (f) (31)
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At this point, the data user is able to access the content in
Equation (31) thanks to the TAA's management of the data
decryption process. Only attributes that are in accordance with
the access policies set by the data owner will allow the user to
decrypt the data. The proposed attribute-based encryption
system introduces an enhanced model featuring a single CSP
alongside multiple TAAs. This model emphasizes efficient
management of user attributes, where TAAs are tasked with
defining and structuring these attributes. During system
initialization, the CSP executes two primary algorithms:
system setup and TAA creation. The system setup phase
generates public system parameters and a confidential master
key, while the TAA creation phase involves producing
individual master keys for each TAA using these system
parameters. This ensures the secure and efficient distribution
and management of encryption keys within the network.
Furthermore, the proposed system supports secure data
sharing and search functionalities in social networks.
Followers encrypt their data and share it with followers,
utilizing algorithms such as Encrypt (), KwEnc(), and
TrapGen() to ensure data confidentiality and access control.
The encryption process is designed to protect data integrity
while enabling keyword-based searches through trapdoor
functions, which facilitate policy updates without accessing
the actual data. Additionally, authorized data access is
streamlined through a decryption key generation process
managed by TAAs, allowing users to decrypt data only if they
meet specific access policies. This comprehensive approach
ensures robust security and efficient data management within
social networks. The E-ABE framework demonstrates
practical relevance in scenarios like a health-focused social
network, “Health Connect”. Here, users share sensitive
medical information with authorized individuals, such as
doctors or support groups. The CSP securely stores encrypted
data, while TAAs manage cryptographic keys based on user
roles. By enforcing access policies and validating
relationships through flow graph analysis, the framework
ensures that only authorized individuals can access data,
enhancing privacy, regulatory compliance, and user control.

4. Results and Discussions

This section analyses the developed mechanism to
determine how well the suggested method works in cloud-
based OSNs. The suggested approach is implemented using
the Charm-Crypto library and the CryptoCC5.6.3 library,
providing an extensible cryptographic technique framework.
The hardware and software components of the experimental
setup include an Intel Xeon processor, 8 GB of RAM, Ubuntu,
and 1 TB of disk space.

4.1. Performance Metrics

Utilizing a variety of performance parameters like
encryption time, time of generating the key, and decryption
time, the experimental outcomes of the E-ABE approach for
cloud-based privacy-preserving OSNSs are assessed.
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Key Generation Time (KGT): This metric quantifies the
time required for the MHKCS algorithm to generate a key for
a particular dataset. The formula is employed to determine it:

Keyime = filetrns_time - fileexe_time (32)

Data Encryption Time (ET): This is the amount of time
required for the data owner to encrypt the original data. The
following is its source;

DataEncrypt_tims = PTOCeSS e — TECEIVE 1, (33)

Data Decryption Time (DT): This metric quantifies the
time it takes the data owner to decrypt the encrypted data, as
measured in milliseconds (ms). It is determined by employing
the following formula:

DataDecrypt_time = procesStime — receivetime(34)

Communication Cost: This metric defines the cost
associated with communication between the user and the
Trusted Third Party (TPA) and between the cloud and the
TPA. It is given by:

Commuination,,s; = c(|s| + |p|) (35)

As long as the size of the file set (s1, s2,...) is represented
by |s] and ¢ is the number of blocks that have been selected.sc,
where |p| is the size of a file set element. The experiment was
conducted to measure the computation time required for
generating a secret key using the proposed model. The results
indicate that the proposed model achieves a shorter
computation time for secret key generation than other models,
especially as the number of features increases. The
performance of secret key generation computation time is
presented in Table 1. The secret key generation time,
measured in seconds, takes 19 seconds on average for 20
attributes, 24 seconds for 40 attributes, and 80 seconds for 100
attributes. Table 1 demonstrates that the computation time for
secret key generation increases gradually with the number of
user attributes. This increase is attributed to the presence of
superfluous and redundant attributes. Despite a rise in the
volume of data access requests, the suggested method
demonstrates improved authorization accuracy, as illustrated
in Figure 2. It maintains an accuracy of 96.5 percent regardless
of the quantity of data access requests. The E-ABE method
was evaluated using a varying number of users, and its
accuracy values were measured.

Table 1. Computation time with respect to number of attributes

Number of Users Attributes Computation Time
(sec)
20 19
40 24
60 42
80 63
100 80
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This method was compared with the existing ABE
technique across different user counts. The proposed E-ABE
technique demonstrated higher accuracy compared to the
traditional ABE method. This improvement is attributed to the
removal of unnecessary and redundant attributes. Applying
the proposed method to a varying number of users consistently
showed increased accuracy.

The E-ABE method achieved significantly higher
accuracy rates than the existing ABE technique. Specifically,
for 100 accesses, the E-ABE method achieved an accuracy of
96.5%, whereas the traditional ABE method only reached
90%. This enhancement in accuracy is due to the efficient
elimination of redundant and unnecessary attributes within the
E-ABE framework.

The private key generation time for the E-ABE is
calculated for the various numbers of user attributes. This
shows that the increasing number of user attributes increases
the computation time of the private key generation. The
computation time of the existing method for the 20 user
attributes is around 25 seconds. Meanwhile, the computation
time of the E-ABE method for the same is 15 seconds. The
proposed method took less computation time for the private
key generation for more number of user attributes. Figure 3
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indicates the performance of the computation time of the
secret key for different numbers of user attributes. The figure
clearly shows that the increase in the computation time
follows the increase in user attribute number. This is due to
the consumption time taken for encrypting the plain text using
the ABE algorithm and constructing indexes for large data
blocks. Similarly, data file decryption is the main reason for
the communication cost among members.

4.2. Evaluate Time Complexities of Data Contribution Time
and Data Retrieval Time

The two main metrics used for comparison are the data
access policy's number of user attributes and the amount of
time needed for data contribution and retrieval actions. The
simulation results suggest that the current ABE method
contributes data in an average of 30 seconds when the data
access policy includes 15 attributes. Conversely, the E-ABE
method that has been proposed necessitates only 20 seconds
to process the same number of attributes. The same applies to
data retrieval with an access policy that includes 20 attributes;
the existing ABE method averages 20 seconds, while the
proposed E-ABE method averages only 15 seconds. This
demonstrates that the E-ABE method significantly reduces the
time required for both data contribution and retrieval
compared to the existing systems, thereby enhancing
efficiency and secure communication.

The proposed E-ABE method calculates the dependencies
between decision attributes and conditional attributes.
Attributes that lack dependencies are excluded from the
system, ensuring that only highly relevant features are
included for decision-making. Tests are made to suggest the
E-ABE method with varying numbers of user attributes to see
how long it takes to contribute data or encrypt data. For
example, it takes 38 seconds to encrypt data for 50 user
attributes. The time required to encrypt data grows directly
proportional to the number of user attributes. In particular, 77
seconds is the time required to encrypt data for 80 user
attributes.
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The data retrieval time, or data decryption time, for the
proposed E-ABE method is also evaluated for different
numbers of user attributes and is illustrated in Figure 5. The
results indicate that the proposed E-ABE method has a
reasonable data retrieval time across various numbers of user
attributes. For example, the data retrieval time for 40 user
attributes is 22 seconds.

4.3. Throughput Measures for Read and Write Operation

The performance of the E-ABE algorithm is evaluated by
measuring its throughput. This model evaluates the system's
performance based on the amount of requests it handles in a
specific time period. Users simultaneously send their requests
to the cloud servers, which consist of both read and write
operations.

Initially, observations are conducted using read
operations only. For read access, the ABE method can handle
100 users with an average throughput time of 30 seconds,
whereas the E-ABE method completes the same task in just 25
seconds for every 100 users. The E-ABE method measures the
throughput for write-only operations across varying numbers
of users, as illustrated in Figure 7. For 100 users, the E-ABE
method achieves a write operation throughput of 40 seconds,
while the existing ABE method takes approximately 50
seconds for the same number of users.

It is evident that the throughput for write operations
increases as the number of users rises. The combination of
requests from read and write operations demonstrates that the
existing ABE method vyields an average throughput time
ranging from 35 to 50 seconds per every 100 users.
Conversely, the E-ABE method that has been proposed
achieves 30-45 seconds for the same amount of users, which
is the average throughput time. Despite an increase in the
volume of user requests, the E-ABE algorithm maintains
consistent performance across various operations. In contrast,
the performance of current systems begins to deteriorate upon
reaching a specific threshold. This indicates that the E-ABE
method offers enhanced performance metrics, even in
complex scenarios.

116

Fig. 6 Performance evaluation of read-only operations
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Experimental results clearly show that the E-ABE method
outperforms the existing ABE method, providing 6% higher
accuracy, 5 seconds less in key generation and data
contribution times, and better performance in data retrieval
and throughput times by less than 10 seconds.

Further improving its functionality compared to existing
methods, the suggested E-ABE approach also allows for
expressive hidden access policies, whether or not data users
are specified.
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Table 2. Comparative analysis of performance metrics between ABE
and E-ABE frameworks

Metric ABE| E-ABE
Key Generation Time (s) | 25 15
Encryption Time (s) 35 22
Decryption Time () 20 15
Authorization Accuracy (%)| 90 | 96.5
Throughput (req/s) 30 40

Improvement
40% reduction
35% reduction
25% reduction
6.5% increase
33% increase

The results of this study highlight the advantages of the
proposed E-ABE framework over the existing ABE method,
which are presented in Table 2. With significant reductions in
computational time and higher authorization accuracy, the E-
ABE framework addresses the critical challenges of efficiency
and security in cloud-based social networks. These findings
underscore its potential for broader applications in privacy-
preserving systems.

5. Conclusion and Future Scope

In order to keep users' data safe in online social
networking systems, this work provides a secure privacy-
preserving method. System utility is the intended target of the
proposed method. While enhancing data privacy, despite the
fact that existing research has addressed various privacy
concerns within OSNs. The OSN is modeled by the proposed

method using a directed flow graph, which permits users to
share sensitive information only if a directed edge exists
between them. This innovative flow graph-based approach
guarantees the validity of relationships between users. The
main contributions are a flow graph-based method to verify
user connections and a cloud-based OSN system using
enhanced attribute-based encryption with multiple authorities
for secure and efficient data processing. At last, attribute-
based search encryption is employed to lessen the need for
proxy re-encryption, which includes a trapdoor function. This
saves time and effort by letting users change data access
policies without constantly downloading the data. Users can
streamline the process and enhance efficiency by modifying
access policies associated with their data without downloading
the actual content, as the proposed method allows for this.

The proposed framework can be further enhanced by
integrating adaptive access control using machine learning to
tailor policies based on user behavior. Exploring its
application in decentralized cloud systems could improve
scalability and eliminate single points of failure. Additionally,
incorporating quantum-resistant encryption would strengthen
security against future threats, while implementing the
framework across domains like healthcare and finance would
validate its real-world applicability.
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