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Abstract - The IC industry transition to a decentralized and outsourced business strategy, wherein design, inclusion, production, 

packaging, testing, and assembly are being performed by numerous firms around the world, must have generated issues 

pertaining to IP rights piracy, reverse engineering threats on IC netlists as well as layouts, cloning of ICs, and detecting deceptive 

chips and also Hardware Trojans (HT). Threats posed by the injection of HTs have developed as a major issue for different 

vendors, governmental entities, and their vendors. This paper offers a new strategy for identifying HT using path-delay-

dependent parametric techniques. The key advantage of this technique is that there is no requirement to compare the HT-inserted 

circuit to the golden reference circuit. The proposed method has been implemented in 4-bit RCA for detecting and locating the 

HTs. 
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1. Introduction  
With the advent of the internet and technology, we now 

face more significant threats of cyber assaults in our daily lives 

compared to ever before, and new ways of cyber threats are 

appearing every day. In the initial stages, cyber-attacks were 

classed as harmful software-based intrusions, with little 

attention paid to the physical level. The architectural 
complexities of IC chips are increasing as semiconductor 

technology has advanced, making it more challenging to 

detect a minimal quantity of malicious circuitry inside an IC 

chip. Simultaneously, with the advent of worldwide corporate 

cooperation and severe rivalry amongst IC design firms, an 

increasing number of design firms are outsourcing some of 

their conceptual design to other company engineers to save 

time and money. This strategy introduces several weaknesses 

in the IC design phase, as well as possible risks to the IC chip’s 

security [1, 2]. 

One of the threats to Integrated Circuits (ICs) and their 

protection is the presence of hardware trojans. These trojans 

are malicious modifications made to the circuit design of an 

IC, which can cause harm to the IC. Because a Hardware 

Trojan does have a minimal design cost as well as a great 

potential for further development, it has gotten increased 

attention from the research community [3, 4]. So far, no strong 

evidence has indeed been discovered to demonstrate whether 

hardware trojans exist and do damage in the physical realm 
[5]. In 2007, the Israeli Air Force attacked a suspected 

partially built Syrian nuclear reactor [6]. The Syrian defence 
system has yet to respond to Israeli aircraft. This occurrence 

prompts speculation as to why Syria’s missile defence system 

did not respond to Israeli aircraft. The radar’s visibility was 

lost due to advanced jamming equipment, according to the 

description [7, 8]. 

Figure 1 depicts a scenario of Hardware Trojan injection 

at different stages of IC design. Inserting hardware Trojans 

may be accomplished by removing, adding, or altering the 

configuration of integrated circuits. Attackers introduce 

hardware Trojans within IC design for a variety of reasons, 

including maligning the organization in order to boost the 
reputation of a competitor company, unlawfully exploiting the 

security system, and leaking sensitive data from the IC chip 

[9].  

There has been significant research conducted on novel 

methods for detecting hardware trojans in recent times. These 

novel tactics involve utilizing detection methods that rely on 

the distinctive characteristics of hardware Trojans. This 

encompasses the assessment of the underlying structure of 

logic circuits, the scrutiny of the logical composition of 

Integrated Circuits (ICs), and the analysis of side-channel 

signals. The research [10-13] indicates that side-channel 
signals consistently emit bypass signals, such as 

electromagnetic radiation, temperature information, power 

use signals, and time delay signals.  

http://www.internationaljournalssrg.org/
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With this research’s modelling, the injecting of Hardware 

Trojan would affect certain bypass signals within the IC 

design process. Observing these impacts is the basis of the 

detection method using side-channel signals. To showcase, 

[14] uses the side-channel signal detection technique to 

determine the existence of a Hardware Trojan by examining 
the input and output signals. The work described in [15] 

presents an approach for detecting hardware Trojans by using 

dynamic power usage.  

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
 

 
Fig. 1 IC design phases during which a Hardware Trojan could be 

introduced [9] 

It processes its power value using a single-value 

decomposition technique, and the viability of this approach is 

proved using FPGA. The main premise is that whenever the 

circuit is operational, it will use energy, much like the 
Hardware Trojan inside an IC. As a result, under the identical 

input test vectors, IC having Hardware Trojan as well as IC 

with no Hardware Trojan exhibits small changes in power 

usage pulses.  

The power consumption of an IC having a Hardware 

Trojan is higher when compared to the IC without a Hardware 

Trojan. By observing variations in electric currents, like in [9], 

hardware Trojans may be found. It depends on connecting 

various numbers of inverters as a technique to observe the 

delay time of every IC line in order to ascertain if there is a 

hardware trojan or a defect. The danger of harming digital 

devices could be decreased, the budget of IC manufacturing 
could be reduced, and users may be protected from the risks 

of attackers by identifying the Hardware Trojan within IC 

design. 

This study employs a novel path delay technique to 

identify and pinpoint the presence of hardware Trojans. This 

research presents a novel approach for detecting Hardware 

Trojans (HT) utilizing path-delay-dependent parametric 

approaches. An inherent benefit of this technique is the 

absence of a need to compare the HT-inserted circuit with the 

golden reference circuit. The suggested approach has been 

applied to a 4-bit Ripple Carry Adder (RCA) to identify and 

determine the positions of the Hardware Trojans (HTs). 
Section 2 analyses the background information on hardware 

trojans. Section 3 discusses the proposed method for the 

detection and location of the combinational circuitry hardware 

trojans. Section 4 presents an analysis of the simulation 

findings, which is then followed by the conclusion in Section 

5.  

2. Background Information on the Hardware 

Trojans  
Hardware Trojan is indeed a harmful change of an IC 

chip’s circuitry, which is commonly known as ‘HT’. HT 

would be a hardware component that is hidden within another 

bigger item of hardware. It awakens at inconvenient times and 

performs something harmful, resulting in inconvenience for 

the user. 

2.1. Architecture of Hardware Trojan  

As shown in Figure 2, the structure of the Hardware 

Trojan has been predominantly composed of two functional 

components [9]. 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
Fig. 2 The block diagram illustrating Hardware Trojan [9]  

Hardware Trojan circuitry, as shown in Figure 2, consists 

of two components, which are discussed further.  

 The trigger logic component is one of them. The trigger 

may initiate the Hardware Trojan’s functioning logic 

component [16]. The criteria of Hardware Trojan assaults 
are classified into two forms based on whether the trigger 

has been needed: conditional trigger as well as 

unconditional trigger. The terminology “conditional 

trigger” describes that the Hardware Trojan circuitry 

consists of the triggering and functional logic units [17]. 
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Since they may specify more stringent trigger conditions, 

the Hardware Trojans could elude detection by typical 

functional testing [18].  

 The functional logic component is the second (payload). 

The payload has been the executing component of 

Hardware Trojan assaults, and it is in charge of executing 
Hardware Trojan assaults [16]. Whenever the payload 

gets triggered, it disturbs the IC’s normal functionality by 

modifying the IC’s result. The payload may be classified 

as explicitly recessive based on its behavioural features 

and functioning procedures [19]. 

2.2. Classification of Hardware Trojans 

Hardware Trojans are usually categorized into analog and 

digital types, as seen in Figures 3 and 4, respectively.  Digital 

Hardware Trojan may modify the values of the storage 

module or influence the logic value in the circuit node. 

Analogue Hardware Trojan may modify circuit characteristics 

like power, noise margin, supply, delay, and so on. Again, the 
digital trojans, depending on circuitry type, are classified as 

combinational and sequential hardware trojans [20]. The 

absence of register circuitry in the trojan circuit distinguishes 

the combinational trojan. Also, the output function has been 

solely reliant on the input signal as shown in Figure 5. The 

sequential trojan circuitry has a memory; the state change is 

governed by the clock as well as the input signal, as shown in 

Figure 6 [21]. 

 

 

 
 

 

 

 

 

 

 

 
 

 
Fig. 3 Illustration of analog HT [20] 

 

 

 

 

 

 

 

 

Fig. 4 Illustration of digital HT [20] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5 Illustration of combinational HT [20] 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6 Illustration of sequential HT [21] 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7 The specific Hardware Trojan categorization [22] 
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Hardware Trojans may be completely parasitic in the 

CPU, memories, I/O interfaces, power source, clock grids, and 

other critical components [9]. The different types of hardware 

trojans existing at different levels of circuit design are 

depicted in Figure 7.  

2.3. Conventional Detection Methods for Hardware Trojans 

As per [9, 10, 20, 21], there are two types of hardware 

trojan detection techniques: Destructive techniques and Non-

destructive techniques. IC splitting may be used to accomplish 

destructive techniques [23]. The fundamental aim is to 

examine high-resolution images using a scan electron 

microscope. The corresponding images are, therefore, merged 

to generate the netlist file. Non-destructive approaches are 

divided into two categories: logic testing as well as side-
channel evaluation [24, 25]. A logic test has been employed to 

identify Hardware Trojan circuitry instances using the IC 

function test. The side-channel study analyzes the power 

source, route latency, and frequency spectrum of a side 

channel. If there is Hardware Trojan within IC, these variables 

may be altered. 

3. Proposed Method for the Detection and 

Location of the Combinational Circuitry 

Hardware Trojans 
Due to the inclusion of combinational hardware trojans, 

the channel containing the digital Hardware Trojan circuitry 

placed into the IC experiences an increment in time delay. Due 

to the insertion of the payload circuitry of digital Hardware 

Trojan, the number of gates throughout this channel has 

grown. Irrespective of how the Hardware Trojan has been 

activated, its payload circuitry simultaneously modifies the 
time latency status of the path within the target chip. 

Consequently, route delays may be exploited to identify the 

presence of a Hardware Trojan. The benefit entails that the 

presence of such Hardware Trojan may be determined without 

addressing its active status. In this section, a path delay-

dependent Hardware Trojan detection and location technique 

is used to identify the presence of an HT. 

This technique concentrates exclusively on the process 
of IC design, leaving out the manufacturing phase following 

tape-out. The goal of this proposed Hardware Trojan detection 

method is to introduce only one logical Hardware Trojan 

circuitry.  In this technique, a latch is devised to translate any 

extra delay caused by Hardware Trojan circuitry. The new 

strategy may minimise process discrepancies and their 

repercussions. In other instances, designers may even 

eliminate the need for golden IC by employing this new 

technology, which allows for self-referenced detection. 

 

 

 
Fig. 8 Block diagram of the proposed detector 

 

 

 

 

 

 
 

 

 

 
 

 

 
Fig. 9 The detector’s mechanism architecture 

As seen in Figure 8, this multi-path detector includes two 

components: a comparator as well as a sensing component. 
The comparator would be a multi-path XOR gate, while the 

sensing circuit relies upon SR-Latch based on NAND gates. 

The path that contains Hardware Trojan circuitry will lead the 

comparator to generate a pulse if the pathways of ICs that have 

a similar structure pass through it. The sensing module will 

detect this pulse and send an error signal to alert the user that 

the IC may contain a Hardware Trojan risk. Figure 9 depicts 

the proposed detection method configuration. In this situation, 

the Hardware Trojan circuitry reverses the target IC’s results, 

like “0” to “1” / “1” to “0”. Furthermore, the Hardware 

Trojan’s payload consists of merely an XOR logic circuit. 

The path delay of the output with no HT inserted in the 
IC is ∂=dcomp + dsensing circuit. 

This equation says that the target IC’s output delay is 

equivalent to the original IC’s delay. There are not any 

additional logic gates within the target IC circuitry because 

there is not any Hardware Trojan circuitry with in target IC.  

The path delay of the output with HT inserted in the IC is 

∂=dcomp+dsensing circuit+dpayload+dtrigger. 

This investigation demonstrates that the presence of a 

hardware trojan circuit in the targeted circuit leads to an 

increase in the output delay of the target IC, regardless of 

whether its triggering mechanism is enabled or not. 

3.1. Sensing Unit 

SR NAND-based Latch accepts CLK input and then 

evaluates the reference path with the insertion path of the 

Hardware Trojan. To demonstrate the insertion signal 

of Hardware Trojan by generating an obvious pulse, an XOR 

logic gate with an error signal has been connected to Q & 

CLK. Figure 10 depicts the improved sensing device. 

3.2. Experimental Verification of the Presented Detector 

The framework of the test to validate the 

proposed detector is shown in Figure 11. Hardware The Trojan 
circuitry has been arbitrarily introduced into one of the 
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units/modules of the targeted circuit, which features a 4-bit 

ripple Carry adder circuit, as shown in Figure 11. 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
 

Fig. 10 Structure of the SR latch-based sensing unit 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 
Fig. 11 Block diagram of multi-path detector 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

Fig. 12 Experimentation to verify the locating detector 

The framework for experimental verification to validate 

the locating detector is illustrated in Figure 12. The output of 

the SR latch-based sensor is modified from “0” to “1” when 

any of the 1-bit adder units are arbitrarily inserted using a 

Hardware Trojan circuitry. Since the injected full adder unit 

contains an additional XOR logic gate from the Hardware 
Trojan circuit’s payload, overall route latency is longer than 

that of other conventional full adder units. The configuration 

of the locating detector provides the comparator with 

two input signals corresponding to the delays of the two 

neighbouring design units. Nevertheless, the comparator 

could communicate the output to the sensors, which would be 

able to identify the Hardware Trojan insertion depending on 

the sensor’s output if any of the system elements include 

Hardware Trojan circuitry. 

When the 1-bit adder unit comprising the input signals A0 

and B0 comprises hardware trojan circuitry, the sensor Error1 

detects its relevant path S0, signalling the outcome “1,” 
whereas the other full adder units do not have HT circuitry; 

subsequently, the outcomes of sensor Error 2 and Error 3 

remain “0”. The outcome of finding the detector becomes 

“100” as a result of this. Path S0 in the circuit having a 1-bit 

adder component is carrying a Hardware Trojan circuitry is 

indeed the location of a Hardware Trojan circuitry. Similarly, 

when the 1-bit adder unit comprising the input signals A1 and 

B1 comprises hardware trojan circuitry, the sensor Error1, 

Error 2 detects its relevant path S1, signalling the outcome 

“11,” whereas the other full adder units do not have HT 

circuitry; subsequently, the outcomes of the detector becomes 
“110”.  When the 1-bit adder unit comprising the input signals 

A2 and B2, comprise hardware trojan circuitry, the sensor 

Error 2 and Error 3  detects its relevant path S2, signalling the 

outcome “11.” In contrast, the other full adder units do not 

have HT circuitry. Subsequently, the outcomes of sensor Error 

2 and Error 3 remain “011”. 

When the 1-bit adder unit comprising the input signals A3 

and B3 comprises Hardware Trojan circuitry, the sensor 

Error3   detects its relevant path S3, signalling the outcome 

“1,” whereas the other full adder units do not have HT 

circuitry; subsequently, the outcome of finding the detector 

becomes “001”. 

4. Simulation Results 
The 4-bit RCA without Hardware Trojan and with 

Hardware Trojan has been modelled in Verilog HDL and has 

been simulated using Xilinx Vivado. The same designs of 4-

RCA have been implemented on Spartan 6 (6slx45tfgg484-3) 

FPGA. The Hardware Trojan has been injected in the least 
significant 1-bit adder.  With the simulation the following 

parameters in Table 1 have been determined for Ripple Carry 

Adder (RCA) with and without HT. The performance of the 

4-bit RCA with Hardware Trojan has suffered a lot when 

compared with RCA without HT.  
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Table 1. Performance comparison of 4-bit RCA with and without HT 

 
Delay 

(ns) 

Number of 

LUTs 

Power 

Usage 

RCA without 

Hardware 

Trojan 

6.494 
6  out of  

27288 
0.0361W 

RCA with 

Hardware 

Trojan 

6.893 
7 out of 

27288 
0.0368W 

 
Fig. 13 Simulation of the original 4-bit full adder without HT 

 
Fig. 14 Simulation of the 4-bit full adder with HT 

When analysing the experiment, the multi-path detector 

and locator may detect and also locate the HT circuitry without 

taking the active status of the HT into account. It also 

eliminates the need for a golden design model to perform the 

comparisons, saving up on the IC design process. However, 

the detector merely provides a caution about the Hardware 
Trojan insertion. This might examine the detection 

and location of introducing Hardware Trojan circuitry within 

an IC prototype design. 

Figure 13 depicts the existing RCA’s output simulation, 

whereas Figure 14 depicts the targeted RCA’s output 

simulation. The yellow arrows represent the RCA’s inputs, 

while the blue arrows represent the RCA’s outputs. The 

simulation results demonstrate that the targeted RCA produces 

the very same output outcomes as the existing RCA.  

Nonetheless, the detector detects an error (red arrow) 

within the targeted RCA, indicating that it has Hardware 

Trojan circuitry. Thus, the path would increase the delay from 
the hardwAre Trojan payload whenever one of the adder 

elements is inserted with a Hardware Trojan circuit. As such, 

the detector might ascertain the path delay.  

5. Conclusion 
This paper proposes a unique Hardware Trojan detection 

technique for mitigating attacks involving adding Hardware 
Trojan circuitry into IC. This HT detection method is 

dependent on a multi-path detection and location mechanism. 

By using this detection method with a unique Hardware 

Trojan detection methodology, a higher efficient detection of 

Hardware Trojan can be achieved while also safeguarding the 

security of IC design.  

As a result, this identifying method may effectively 

prevent individuals from inserting Hardware Trojan circuits 

into the other finished units. This could prevent attackers from 

doing damaging activities in the background during the IC 

design phase. To demonstrate this technique, a 4-bit RCA is 

designed and implemented to detect the HTs.
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