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Abstract - As the digital landscape evolves, the reliance on cloud computing for critical infrastructure across various sectors
highlights the need for robust security mechanisms to protect sensitive data from emerging cyber threats, particularly those
posed by quantum computing. Traditional cryptographic systems, while currently effective, are vulnerable to quantum attacks,
necessitating the development of quantum-resistant solutions. This research introduces the Quantum-Resilient Cryptographic
Framework (QRCF), a hybrid, adaptive cryptographic framework designed to safeguard cloud environments against both
classical and quantum threats. The QRCF integrates lattice-based Kyber and code-based McEliece algorithms, offering a
comprehensive and scalable solution for secure data storage, management, and transmission. Key contributions include the
development of a dynamic security management layer that adapts to real-time threat analysis, ensuring continuous protection
against evolving threats, and the implementation of robust post-quantum cryptographic methods that maintain high
performance and low computational overhead. Quantitative analysis shows that the QRCF maintains a high throughput of 420
MBY/s for encryption and 400 MB/s for decryption under normal operations, with latency as low as 3.2 ms and 3.6 ms,
respectively. The framework exhibited strong resistance to various attack models, with success rates of 1.0% for brute-force
attacks, 1.875% for MITM attacks, 0.833% for side-channel attacks, and 1.6% for replay attacks. Against quantum threats, the
QRCF showed no vulnerability to Shor’s Algorithm and a minimal success rate of 0.667% for Grover’s Algorithm. The
framework’s design ensures seamless integration with existing cloud infrastructures, providing practical migration strategies
to quantum-safe cryptography without disrupting operational workflows. By addressing key research gaps in quantum-safe
cloud security, this study contributes significantly to the field, offering a robust, scalable, and efficient cryptographic solution
that enhances the security and operational performance of cloud environments in the face of advancing quantum computational

capabilities.

Keywords - Quantum-Resilient Cryptographic Framework, Lattice-based kyber, Code-based McEliece, Quantum computing
threats, Cloud security, Post-quantum cryptography.

1. Introduction

As the digital landscape continues to evolve, cloud
computing has emerged as a critical infrastructure supporting
various sectors, including finance, healthcare, and government
services [1]. Cloud environments enable the storage,
management, and processing of vast amounts of data,
facilitating seamless access and collaboration across
geographically dispersed entities. However, this reliance on
cloud technology has heightened the importance of robust
security mechanisms to protect sensitive information from
cyber threats. In this context, traditional cryptographic
systems, while currently effective, are increasingly vulnerable

OOE

to the advent of quantum computing. Quantum computing,
with its potential to perform complex calculations at
unprecedented speeds, poses a significant threat to classical
cryptographic protocols [2]. Algorithms such as RSA [3] and
ECC [4], which form the backbone of current encryption
standards, could be rendered obsolete by quantum algorithms
like Shor’s and Grover’s [5]. These quantum algorithms can
break the cryptographic keys that secure today’s digital
communications, leading to severe security breaches.
Therefore, there is an urgent need to develop quantum-
resistant cryptographic solutions to ensure the long-term
security and integrity of cloud-based systems.
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The impending reality of quantum computing necessitates
a reevaluation of existing cryptographic protocols. Current
encryption methods, including RSA and ECC, are susceptible
to quantum attacks due to their reliance on integer
factorization and discrete logarithm problems, both of which
can be efficiently solved by quantum computers.

This vulnerability presents a critical challenge for cloud
security, as the data stored and transmitted within cloud
environments could be compromised, leading to significant
data breaches and privacy violations. Consequently, there is a
pressing need to develop and implement quantum-resistant
cryptographic  frameworks that can withstand the
computational power of quantum adversaries.

This research aims to address the security challenges
posed by quantum computing by developing a hybrid,
adaptive cryptographic framework known as the Quantum-
Resilient  Cryptographic  Framework (QRCF). Key
Contributions of the Research Paper:

1. Integration of Quantum-Resilient  Cryptographic
Framework (QRCF):): The paper presents a novel
framework that integrates McEliece and Kyber
algorithms to ensure robust encryption and key exchange
processes, providing a comprehensive solution against
quantum computing threats.

2. Hybrid Cryptographic Approach: The QRCF effectively
combines lattice-based and code-based cryptographic
methods, leveraging the strengths of both to offer
enhanced security and performance in distributed cloud
environments.

3. Scalable and Efficient Design: The proposed framework
is designed for scalability, ensuring it can handle large
cloud networks without significant performance
degradation. This is demonstrated through detailed
simulations and performance metrics.

4. Adaptive Security Management: The QRCF includes a
dynamic security management layer that adapts to real-
time threat analysis and system performance metrics,
ensuring continuous protection against evolving threats.

5. Comprehensive Evaluation and Testing: The framework
undergoes rigorous testing in a simulated cloud
environment, with a focus on both classical and quantum
threats. The results show strong resistance to various
attack models, validating the framework’s robustness and
reliability.

This paper is structured to provide a comprehensive
analysis of the proposed Quantum-Resilient Cryptographic
Framework (QRCF) and its efficacy in addressing quantum
computing threats. Section 2 reviews existing literature on
hybrid secure connections and post-quantum cryptography,
identifying key research gaps and contextualizing the
significance of our proposed framework. Section 3 details the
selection criteria for cryptographic algorithms, the

architectural design of the QRCF, and the simulation and
testing protocols employed to evaluate the framework. Section
4 presents the results of the simulation tests, including
performance metrics, security evaluations, and an analysis of
the framework’s robustness against classical and quantum
threats. Section 5 discusses the implications of the findings,
comparing the proposed framework with existing solutions
and highlighting its advantages in terms of integration,
scalability, and security. Section 6 summarizes the research
contributions, underscores the importance of quantum-
resistant cryptographic solutions, and outlines potential
directions for future work. By addressing these critical areas,
this paper aims to contribute to the development of secure,
scalable, and efficient cryptographic frameworks capable of
safeguarding cloud environments against the emerging threats
posed by quantum computing.

2. Related Work

The exploration of hybrid secure connections and post-
quantum cryptography has been extensively addressed in the
literature, with various approaches highlighting the potential
and challenges of integrating classical cryptography with
guantum-resistant algorithms.

Bindel et al. (2016) [6] propose a hybrid approach
combining Post-Quantum Cryptography (PQC) and classical
cryptography to enhance secure connections. Their work,
presented in “Hybrid Secure Connections: Combining PQC
and Classical Cryptography,” discusses the synergy of
classical and quantum-resistant methods, offering a balanced
security profile against both traditional and quantum threats.

Bernstein et al. (2009) [7] provide a comprehensive
overview of post-quantum cryptographic methods in their
edited volume “Post-Quantum  Cryptography.”  This
foundational text explores various PQC algorithms,
emphasizing their theoretical underpinnings and practical
implications for future cryptographic systems.

Albrecht, Player, and Scott (2018) [8] delve into the
concrete hardness of the Learning with Errors (LWE) problem
in their journal article “On the Concrete Hardness of Learning
with Errors.” They analyze the security and efficiency of
LWE, a cornerstone for many lattice-based cryptographic
schemes, establishing its robustness against quantum
adversaries.

Hoffstein, Pipher, and Silverman (2018) [9] introduce
NTRU, a ring-based public key cryptosystem, in their work
“NTRU: A Ring-Based Public Key Cryptosystem.” This
cryptosystem offers high security and efficiency, is suitable
for post-quantum applications, and is discussed in the context
of algorithmic number theory.

Elhadj Benkhelifa et al. (2024) [10], in their “Report on
Post-Quantum Cryptography” by the National Institute of
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Standards and Technology (NIST), provide an extensive
survey of various post-quantum cryptographic techniques.
This report evaluates different algorithms for their potential to
replace classical cryptographic methods in a quantum
computing era.

K. Samunnisa et al. (2023) [11] outlines standards for
quantum-safe cryptography in their report “Quantum-Safe
Cryptography.” This document from the European
Telecommunications Standards Institute (ETSI) discusses the
implementation and integration of quantum-resistant
cryptographic protocols in telecommunications.

Von Nethen et al. (2023) [12] propose the PQC Migration
Management Process (PMMP) in their work “PMMP -- PQC
Migration Management Process.” Their study, available on
arXiv, addresses the systematic migration to post-quantum
cryptographic standards, ensuring a smooth transition while
maintaining security and efficiency.

Albrecht and Deo (2021)[13] focus on the concrete
security of lattice-based signature schemes in their paper “The
Concrete Security of Lattice-based Signature Schemes,”
presented at the ACM SIGSAC Conference on Computer and
Communications Security. They provide an in-depth analysis
of the practical security aspects and efficiency of lattice-based
digital signatures.

2.1. Key Research Gaps in Quantum-Safe Cloud Security

1. Integration and Efficiency: Investigate the integration
complexity and operational efficiency of hybrid
cryptographic systems in cloud environments.

2. Scalability: Explore scalable implementations of post-
quantum cryptography in large cloud networks.

3. Interoperability: Study the interoperability of diverse
post-quantum algorithms across various cloud platforms.

4. Adaptive Security: Develop adaptive cryptographic
frameworks to respond to evolving quantum threats.

5. Migration Strategies: Formulate practical, standardized
migration strategies for transitioning to quantum-safe
cryptography in cloud settings.

6. Regulatory Harmonization: Contribute to global efforts in
standardizing quantum-safe cryptographic practices.

7. Evaluation Metrics: Create robust metrics to evaluate the
security strength of hybrid cryptographic systems against
guantum attacks.

These points highlight essential areas for future research to
enhance the resilience of cloud security against quantum
threats. In summary, the proposed Quantum-Resilient
Cryptographic Framework (QRCF) effectively addresses key
research gaps in quantum-safe cloud security through its
integrated, scalable, and adaptive design.

By providing practical migration strategies, ensuring
interoperability, and adhering to regulatory standards, QRCF

offers a comprehensive solution that enhances the security and
efficiency of cloud environments in the face of evolving
quantum threats.

3. Methodology
3.1. Selection of Cryptographic Algorithms

In this research, the selection of cryptographic algorithms
is based on a stringent set of criteria designed to evaluate each
candidate’s  robustness  against  quantum  attacks,
computational efficiency, and suitability for deployment in
distributed cloud server environments. The selection process
is underpinned by the imperative to safeguard data storage and
access levels within these cloud environments from potential
quantum computing threats.

3.1.1. Criteria for Algorithm Selection
Security Robustness

Each algorithm must demonstrate formidable resistance
to both quantum and classical cryptographic attacks, ensuring
the confidentiality and integrity of data against advanced
computational capabilities. This involves evaluating the
algorithm’s resilience against well-known quantum attacks,
such as Shor’s and Grover’s algorithms [14], and classical
attacks like brute-force and Man-In-The-Middle (MITM)
attacks.

3.1.2. Computational Efficiency

Algorithms must exhibit optimal performance metrics,
including processing speed, latency, and resource utilization.
This ensures that the cryptographic operations do not
adversely impact the functionality or responsiveness of cloud
services. Metrics such as encryption and decryption times, as
well as key generation and exchange speeds, are critically
assessed.

3.1.3. Suitability for Cloud Environments

The selected algorithms must seamlessly integrate into
distributed cloud architectures, exhibiting high scalability and
minimal operational overhead. This includes evaluating the
ease of deployment within existing cloud infrastructures and
the algorithms’ ability to handle increasing workloads and
network complexity without significant performance
degradation.

3.1.4. Integration Potential

Compatibility with existing cloud infrastructure and ease
of implementation are also paramount, ensuring that the
introduction of new cryptographic measures does not
necessitate extensive modifications to existing systems.

Compatibility with existing cloud infrastructure and ease
of implementation are paramount. This ensures that
introducing new cryptographic measures does not necessitate
extensive modifications to existing systems, thereby
minimizing the risk and cost associated with deployment.
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3.2. Selected Algorithms

3.2.1. McEliece Cryptosystem (Code-Based Cryptography)

e Rationale: Chosen for its proven security against quantum
decryption techniques and its robustness in safeguarding
data at rest. Despite its relatively large key sizes, the
McEliece Cryptosystem [15] offers exceptional security
margins, making it an ideal choice for encrypting stored
data in cloud environments where the security of sensitive
information is paramount.

e Application: Utilized primarily for encrypting files and
databases stored across distributed cloud servers, thereby
enhancing data confidentiality under the looming threat
of quantum computational capabilities.

3.2.2. Kyber (Lattice-Based Cryptography)

e Rationale: Selected for its efficiency in key encapsulation
mechanisms, Kyber [16] stands out for its ability to
facilitate secure key exchange processes with minimal
impact on system performance. Its proven resistance to
quantum attacks aligns with our stringent security
requirements for cloud operations.

e Application: Employed for establishing secure
communication channels within the cloud infrastructure,
particularly when accessing encrypted data or during
session initiation, ensuring that all transmitted data
remains secure against potential intercepts by quantum-
enabled adversaries.

3.3. Framework Design: Architectural Design of the
Quantum-Resilient Cryptographic Framework (QRCF)

The architectural design of the proposed Quantum-
Resilient Cryptographic Framework (QRCF) integrates the
selected quantum-resistant algorithms-McEliece and Kyber-
into a cohesive system that supports the security needs of
distributed cloud server environments. This design adopts a
multi-layered architecture approach, with each layer dedicated
to fulfilling specific security functions while maintaining
optimal performance and scalability.

3.3.1. Hybrid Framework Architecture
Encryption Layer

Utilizes the McEliece Cryptosystem for robust encryption
of stored data, ensuring high-level security against quantum
attacks. This layer protects data at rest within the cloud,
integrating seamlessly with existing storage solutions to
enhance data confidentiality without disrupting operational
workflows.

Key Exchange Layer

Implements the Kyber algorithm to manage secure key
distribution and exchange processes. This layer is critical for
initiating and maintaining secure communication channels
across the cloud infrastructure, ensuring that all data transfers
and access operations are conducted over quantum-resistant
channels.

Security Management Layer

Oversees the operation of the encryption and key
exchange layers, facilitating the dynamic adaptation of
security protocols based on real-time threat analysis and
system performance metrics. This layer ensures the overall
resilience of the cryptographic framework, enabling it to
respond effectively to evolving security challenges.

3.3.2. Algorithm for Secure Communication in Distributed
Cloud Environments

The proposed algorithm for secure communication in
distributed cloud environments integrates robust post-
quantum cryptographic schemes to ensure data security and
system integrity. The initialization phase involves configuring
the cloud environment and initializing cryptographic libraries
to support secure operations. This phase includes setting up
cryptographic parameters for the McEliece and Kyber
schemes.

Mathematically, McEliece parameters (n,t, m, q) define
the structure for encryption and decryption, while Kyber
parameters (k,n, q, d) establish the framework for secure key
exchange. In the key generation and exchange phase,
McEliece public and private keys are generated, with the
public key G c F&*™ and the private key H c ]FEI”_")X".
Similarly, Kyber generates public key pk = (4, t) and private
key sk = s. These keys are then securely exchanged among
communication participants, ensuring confidentiality through
a secure channel.

The data encryption and transmission phase involve
encrypting the data m using the McEliece public key, resulting
in the ciphertext c=m-G e. This encrypted data is
transmitted over the network and subsequently decrypted by
the recipient using the McEliece private key, H, to retrieve the
original message m. In the secure communication phase,
secure channels are established using Kyber-derived shared
secrets. The key agreement protocol ss = KEM(pk, sk) ensures
synchronized keys through reconciliation techniques,
followed by deriving session keys K = KDF(ss) for
encrypting and decrypting messages during the session, thus
providing enhanced security.

The security management phase focuses on real-time
threat monitoring, using intrusion detection systems to
generate threat analysis reports. Adaptive security protocols
are dynamically adjusted based on these reports to maintain
system resilience against evolving threats. Continuous
protection and compliance with security policies are ensured
through regular checks, thus maintaining the integrity and
confidentiality of communication channels. This algorithm
framework leverages mathematical robustness and theoretical
principles of postquantum cryptography to secure distributed
cloud communications, addressing both current and future
security challenges.
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Fig. 1 Algorithm flow for secure communication in distributed cloud environments

Figure 1 illustrates the comprehensive flow of the
algorithm designed for secure communication in distributed
cloud environments. The process begins with the initialization
phase, involving environment setup and cryptographic
parameter configuration. It then moves to key generation and
exchange, where McEliece and Kyber keys are generated and
securely exchanged. Following this, data encryption and
transmission processes are performed, ensuring data is
encrypted before transmission and decrypted upon receipt.
Secure communication is maintained through channel
establishment, key agreement, and session key derivation.

Finally, security management is conducted through
continuous threat monitoring, adaptive security protocols, and
compliance with security policies, ensuring robust protection
for users.

4. Framework Architecture for Post-Quantum

Cryptography in Cloud Environments
Figure 2 provides a detailed framework architecture for
implementing  post-quantum  cryptography in  cloud

environments, focusing on three primary cryptographic
foundations: lattice-based, code-based, and isogeny-based

cryptography.

Kyber (Lattice-Based Cryptography): This section
describes the key generation process where private keys are
generated using uniform random polynomials, and public
keys are computed as A. s+ emodq. Public keys are
exchanged, and shared secret computation is performed. The
reconciliation process ensures consistency, followed by post-
processing steps, including security hardening and key
derivation using a Key Derivation Function (KDF).

Encryption Layer (Code-Based Cryptography): The
McEliece cryptosystem is utilized within the encryption layer.
Key generation involves producing private keys G,P,S and a
public key SGP. The encryption process encrypts data using
the generated keys, and the decryption process retrieves the
original data, leveraging code-based cryptographic principles
that are robust against quantum attacks based on general linear
code decoding.
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Signature and Authentication Layer (lsogeny-Based
Cryptography): This layer is founded on elliptic curves and
isogenies. Key generation for isogeny-based signatures [17]
involves selecting an isogeny ¢ as the private key and the
image curve E’ as the public key. The signature generation
process computes signatures as o = ¢@(Hash(m)), while
signature verification uses the dual isogeny ¢’ to ensure the
authenticity and integrity of the message.

/

Additionally, zero-knowledge proofs are constructed for
authentication purposes, facilitating secure communication
and application in cloud systems. This comprehensive
framework integrates multiple layers of post-quantum
cryptographic methods to ensure robust and secure
communication within distributed cloud environments,
addressing contemporary and future security challenges posed
by quantum computing advancements.
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4.1. Key Exchange Layer
4.1.1. Introduction to Lattice and Code-Based Cryptography
In the context of secure distributed cloud servers, the
Quantum-Resilient  Cryptographic Framework (QRCF)
employs lattice-based and code-based cryptographic systems.
These systems provide a robust foundation against quantum
threats due to their reliance on computationally hard problems
believed to be resistant to quantum computing attacks.

Lattice Problems as Foundation

Lattice-based cryptography forms the core of the key
exchange layer, employing structures that are grids of points
in multidimensional space defined by sets of basis vectors.
These cryptographic systems typically leverage the
complexity of lattice problems such as:

Shortest Vector Problem (SVP) [18]: Finding the shortest
nonzero vector in a lattice, which is computationally
challenging.

Closest Vector Problem (CVP) [19]: Identifying the
closest lattice point to a given point is also a difficult task.

Both problems are widely recognized for their resistance
to quantum attacks, making them ideal for secure quantum-
resistant cryptographic applications.

4.1.2. Key Exchange Layer Using Kyber (Lattice-Based
Cryptography)

Kyber is a lattice-based cryptographic algorithm that is
one of the leading candidates for post-quantum key exchange.
It leverages the hardness of the Learning with Errors (LWE)
problem.

a. Key Generation: Each server generates a pair of keys
using a uniform random polynomial s as the private key
and computes the public key as follows:

p=A-s+emodg

Where A is a publicly known random matrix, e is a small
noise polynomial added for security, and q is a large modulus.

b. Public Key Exchange: The public keys are exchanged
between servers in the distributed system via a secure
protocol. Despite the insecure nature of the transmission
channel, the security of Kyber ensures that deriving the
private key from the public key is computationally
infeasible for an attacker.

Key Agreement: The heart of the key exchange involves
computing a shared secret that is resistant to eavesdropping:

a. Shared Secret Computation: Using their respective
private keys and the exchanged public key from another
server, each participant computes the shared secret:

z=s"-p' modq

This shared secret forms the basis for subsequent secure
communications.

b. Reconciliation: Given the probabilistic nature of lattice
operations, slight discrepancies in the independently
computed secrets might occur. Reconciliation protocols
correct these differences to synchronize the shared secrets
across all communicating servers.

Post-Processing: The raw shared secret undergoes further
processing to prepare it for secure communications:

a. Key Derivation: A Key Derivation Function (KDF)
transforms the shared secret into a usable cryptographic
key:

k = KDF(z)

b.  Security Hardening: The derived key is then subjected to
additional cryptographic operations like hashing to
secure it against potential vulnerabilities further.

Integration and Use: The Key Exchange Layer is
seamlessly integrated within the broader cryptographic
framework, enhancing the security of the distributed cloud
server environment:

a. System Integration: This layer interfaces with other
system components, such as the encryption and
authentication layers, providing them with securely
managed keys essential for maintaining operational
security.

4.2. Encryption Layer
4.2.1. Code-Based Cryptography as Foundation

The Encryption Layer leverages code-based
cryptography, specifically employing error-correcting codes
known for their robustness against quantum attacks. This
method centers around the computational difficulty of
decoding a general linear code, which has not been efficiently
solvable by quantum algorithms to date.

4.2.2. McEliece Cryptosystem

The McEliece Cryptosystem, a prominent example of
code-based cryptography, serves as the backbone of the
encryption layer. This system uses Goppa codes, which
provide a high level of security and efficiency, making them
suitable for the demands of real-time cloud server
environments.

a. Key Generation: In the McEliece framework, the
encryption process begins with the generation of a private
and a public key:
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Private Key: Consists of the generator matrix G of a
Goppa code, along with a permutation matrix P and an
invertible matrix S, which are used to scramble the code
structure to prevent structural attacks.

Public Key: Formed by transforming the generator matrix
as follows: Gy, = SGP

Here, Gy, is published for use in encryption, while S, G,
and P remain secret.

b. Encryption Process: To encrypt a message m, the sender
uses the public key: ¢ = mG,,,;, + e

Where c is the ciphertext, and e is a randomly generated
error vector. This addition of errors is critical for the security
of the system, as it obfuscates the structure of the message in
conjunction with the encoding provided by G,

c. Decryption Process: Decryption is performed using
private key components. The recipient applies the inverse
of the transformations and utilizes the decoding
capabilities of Goppa codes to correct the errors and
recover the original message m from c.

4.3. Integration and Security Features
4.3.1. System Integration

The Encryption Layer is intricately integrated with the
Key Exchange Layer. Keys generated during the key
exchange process can be used to encrypt session-specific data
or to securely manage the exchange of encryption keys
themselves, depending on the system architecture.

4.3.2. Security Enhancements
Confidentiality

By incorporating error vectors and using the McEliece
public key infrastructure, the encryption layer ensures that
data remains confidential, even if intercepted during
transmission.

Quantum Resistance

The inherent complexity of decoding in the McEliece
system provides a safeguard against potential quantum
attacks, aligning with the overall framework’s goal of
quantum resistance.

Operational Performance

The implementation of code-based cryptography in the
encryption layer is optimized to ensure that encryption and
decryption processes are efficient enough to support real-time
applications without significant delays. Special attention is
paid to minimizing the overhead associated with the error
correction and decoding processes, which are computationally
intensive but crucial for maintaining the integrity and security
of data.

4.4. Signature and Authentication Layer
4.4.1. lIsogeny-Based Cryptography for Secure Digital
Signatures

Isogeny-based cryptography is utilized within the
framework for its robustness against quantum attacks, ideally
suited for securing communications in distributed cloud
environments.

Mathematical Foundation

Elliptic Curves: Defined over a finite field [Fy, an elliptic
curve E is represented by the equation y2 = x3 + ax+b.
These curves form the basis for defining isogenies.

Isogenies: An isogeny ¢:E — E' is morphism between
elliptic curves that preserves the group structure, acting as a
deterministic polynomial transformation.

Signature Scheme

Key Generation: Each server generates a public-private
key pair. The private key is a selected isogeny ¢, and the
public key is the image curve E" under ¢.

Signature Generation: For message m, the signature o is
computed as: o = ¢(Hash(m))

Signature Verification: A signature is verified by

checking: ¢'(o0) < Hash(m)
Where ¢’ is the dual isogeny of ¢, ensuring the
message’s integrity and the signer’s authenticity.

4.4.2. Zero-Knowledge Proofs for Authentication

Zero-knowledge proof provides a method for servers to
authenticate transactions and user actions without revealing
sensitive data.

Mathematical Framework

Interactive Proofs: The protocol involves a prover P, and
a verifier V.P demonstrates knowledge of a secret x
corresponding to a publicly known value y = f(x) without
revealing x.

Proof Construction: Involves an initial commitment by P,
a challenge by V, and a response by P that must satisfy the
following:

Verify(c,r,s) = true, ensuring the authentication’s

security and integrity.

Application in Cloud Systems

Usage: Employed to securely authenticate user sessions
and validate critical operations within the cloud environment,
ZKPs enhance security by ensuring that no exploitable data is
exposed during these processes.



K. Samunnisa et al. / I1JEEE, 11(7), 1-22, 2024

4.4.3. Integration and Computational Efficiency
System Integration

Layer Interactions: This layer works in tandem with the
Key Exchange and Encryption Layers, using cryptographic
keys and shared secrets to facilitate secure and authenticated
communications.

Security Protocols: Integrates protocols for signing and
authenticating data, crucial for maintaining trust and integrity
across distributed services.

Operational Efficiency

Computational ~ Considerations:  The  calculations
involved in isogeny-based cryptography and zero knowledge
proofs are optimized for cloud environments to ensure they do
not impede system performance, focusing on algorithms that
provide both security and speed.

4.4.4. Quantum Resistance and Security Enhancements

Quantum-Resistant ~ Algorithms: By implementing
isogeny-based signatures and zero-knowledge proofs, the
layer offers substantial protection against quantum computing
threats, crucial for long term security in cloud computing
environments.

Figure 3 delineates the Kyber key exchange process
within the context of distributed cloud servers, spanning key
generation, public key exchange, key agreement, post-
processing, integration and use, and encryption. Initially, in
the key generation phase, each distributed server generates a
private key s and computes the corresponding public key p =
A - s+ emodg.

These public keys are then exchanged securely. During
the key agreement, each server computes a shared secret z =
s’ - pmodgq, followed by reconciliation to ensure consistency.
The post-processing stage involves deriving the session key k
using a Key Derivation Function (KDF) [20] applied to z, and
applying security hardening through hashing. In the
integration and use phase, derived keys are provided for data
encryption and signing/authentication purposes.

The encryption process uses the McEliece cryptosystem
for key generation, data encryption ¢ =m-G,,, +e, and
decryption. Finally, the signature and authentication layer
incorporates isogeny-based key generation, signature
generation and verification, and zero-knowledge proofs for
robust authentication, ensuring comprehensive security across
the distributed cloud architecture.
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5. Result and Analysis
5.1. Overview

The cryptographic framework, comprising lattice-based
and code-based cryptographic mechanisms, was rigorously
implemented within a simulated cloud environment designed
to mimic real-world distributed computing scenarios. This
environment facilitated the evaluation of the framework’s
performance, security, and adaptability under controlled yet
realistic conditions.

5.2. Simulation Infrastructure Configuration

The simulated cloud environment was meticulously
configured using state-of-the-art virtualization technologies to
replicate a distributed computing architecture faithfully. The
hardware setup included high-performance servers, each
powered by Intel Xeon Gold processors, which are well-suited
for handling intensive cryptographic computations.

Each server was equipped with a minimum of 64 GB
RAM to facilitate efficient data processing and the seamless
execution of cryptographic operations and at least 1 TB of

SSD storage to manage the demands of extensive simulations
and data storage. The software infrastructure was built on a
robust, Linux-based operating system chosen for its enhanced
security features. VMware ESXi, or an equivalent
virtualization solution, was utilized to manage multiple virtual
machines, effectively simulating isolated nodes within the
cloud network.

To support the cryptographic functionalities, the
environment incorporated specialized cryptographic libraries,
including libogs (Open Quantum Safe) for a variety of post-
quantum cryptographic algorithms such as Kyber; OpenSSL
integrated with Open Quantum Safe, which is optimal for
integrating both classical and quantum-resistant algorithms
like Kyber and McEliece; and the SIDH Library, specifically
designed for isogeny-based cryptographic operations relevant
to the signature and authentication Layer. These libraries
collectively provided robust support for the development and
rigorous testing of the cryptographic framework, ensuring it
met the stringent requirements of simulated real-world
operational conditions.

Table 1. Simulation parameters for cryptographic framework evaluation

Parameter

Description

Virtual Node
Configuration

50 virtual nodes, each equipped with Intel Xeon Gold processors, 64 GB RAM, and 1 TB SSD storage,
emulating a high-performance distributed cloud environment.

Network Topology

Configured to simulate a complex distributed network environment with a hierarchical topology to
reflect real-world enterprise-level cloud systems.

Cryptographic
Algorithms

Kyber: Key Exchange Layer with 3,136-bit keys.

McEliece Cryptosystem: Encryption Layer with 1 MB public keys and 256 KB private keys.
Isogeny-based Cryptography: Signature and Authentication Layer with 3,072-bit keys and 512-bit
digital signatures.

Zero-knowledge Proofs: Integrated into the Signature and Authentication Layer.

Authentication
Transactions

Simulation of multiple authentication scenarios using isogeny-based cryptography and zero-knowledge
proofs to validate user identities and transaction integrity.

Cyber-Attack

Testing includes both classical threats (brute-force, MITM, side-channel, replay attacks) and quantum

Models threats (simulations based on Shor’s and Grover’s algorithms).
Cryptographic Detailed settings for cryptographic operations, including key sizes, hash functions, and security
Parameters protocols tailored for maximum resistance against quantum decryption.

Load Conditions

Varied load simulations to measure throughput and latency, assessing the system’s performance under
peak and normal conditions.

Security Protocols

Use of automated tools and manual procedures, including fuzzing and formal verification, to validate

Testing the integration and functionality of all security protocols.
Performance Measurement of encryption/decryption speeds, key generation/exchange times, signature verification
Metrics durations, and resource utilization (CPU, memory).
Computational Monitoring of computational overhead and optimization of cryptographic algorithms to ensure efficient
Resources use of system resources.
A robust, Linux-based operating system with VMware ESXi for virtual machine management and
Software . e . . .
. specialized cryptographic libraries such as libogs, OpenSSL integrated with Open Quantum Safe, and
Environment .
the SIDH library.
Feedback Implementation of iterative feedback processes to refine system performance and security based on
Mechanisms real-time testing data.
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5.3. Framework Configuration

The cryptographic framework was systematically
configured within a simulated cloud environment consisting
of 50 virtual nodes, each tailored to support specific security
functions crucial for robust cryptographic operations. The
Key exchange layer was implemented using the Kyber
algorithm with a key size of 3,136 bits, facilitating secure key
exchanges across the network. This setup provided substantial
protection against potential quantum computing threats,

leveraging the algorithm’s foundation in lattice-based
cryptography.
The encryption layer employed the McEliece

Cryptosystem, which utilized a key size of approximately 1
MB for the public key and 256 KB for the private key,
enabling nodes to perform encryption and decryption tasks
securely across the network. This layer capitalized on the
inherent complexity of decoding random linear codes, thus
providing significant resistance to quantum attacks.

The signature and authentication layer integrated
isogeny-based cryptography with key sizes typically around
3072 bits and zero-knowledge proofs, significantly enhancing
the framework’s capabilities for generating verifiable digital
signatures of up to 512 bits and performing secure user
authentication. Each node was provisioned with 10 TB of SSD
storage to manage the extensive data required for secure
operations and logging activities.

These technologies were meticulously selected for their
robust security properties and their potential to withstand
quantum computational attacks, thereby furnishing the
simulated environment with a comprehensive and secure
cryptographic infrastructure.

5.4. Integration Testing

Comprehensive integration testing of our cryptographic
framework was conducted within a sophisticated simulated
cloud environment, focusing on the robustness and
interoperability of all layers against virtualized cloud
infrastructure. Tests rigorously evaluated inter-layer
communication to ensure secure and efficient data exchanges
and assessed the framework’s resilience against a spectrum of
threats, including classical threats such as brute-force, man-
in-the-middle attacks, and side-channel attacks, as well as
quantum threats like those posed by Shor’s and Grover’s
algorithms.

Testing protocols involved simulated attack scenarios,
performance metrics evaluation of cryptographic operations,
and protocol verification through methods like fuzzing and
formal verification. Feedback loops enabled iterative
refinement of security measures based on test outcomes,
enhancing the framework’s defensive mechanisms. These
tests confirmed the framework’s operational effectiveness and
security robustness, substantiating its readiness for
deployment in real-world cloud environments and its
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capability to withstand both current
computational threats.

and emerging

5.5. Performance Analysis and Computational Efficiency

The performance analysis of the cryptographic
framework was conducted meticulously, focusing on its
operational efficiency, computational demands, and resilience
within the simulated cloud environment. Key performance
indicators, time complexity metrics, and robustness against
various cyber-attack models were rigorously measured to
ensure a comprehensive evaluation of the framework’s
capabilities.

5.5.1. Cryptographic Algorithms

The framework incorporated the Kyber algorithm for the
Key Exchange Layer, the McEliece Cryptosystem for the
Encryption Layer, and isogeny-based cryptography combined
with  zero-knowledge proofs for the Signature and
Authentication Layer. These algorithms were chosen for their
strong security properties and quantum resistance.

5.5.2. Encryption and Decryption Speeds

The efficiency of the encryption and decryption processes
was assessed using the McEliece Cryptosystem. The average
time for encryption and decryption operations was recorded
across multiple nodes. The McEliece algorithm, with a time
complexity of (n2)O(n2) for encryption and 0(n3)O(n3) for
decryption, demonstrated high throughput even under peak
load conditions, affirming its suitability for high-demand
environments.

5.5.3. Key Generation and Exchange Times

The Kyber algorithm was evaluated for its key generation
and exchange efficiency. The key generation process, with a
time complexity of (nlogi/oin)O(nlogn), and the key exchange
process, with a time complexity of 0(n)O(n), were both rapid,
even in a distributed network of 50 virtual nodes. This rapid
key management is critical for maintaining seamless and
secure communications in a dynamic cloud setting.

5.5.4. Signature Verification Durations

The implementation of isogeny-based cryptographic
methods for digital signatures was scrutinized for
performance. The time taken to generate and verify
signatures, each with a time complexity of (n2), was
measured. Findings indicated robust performance that
supports secure user authentication and transaction validation
without introducing significant latency.

5.5.5. Resource Utilization

The computational overhead associated with the
cryptographic operations was closely monitored. CPU and
memory usage metrics were collected to assess the
framework’s efficiency in utilizing system resources. The
data indicated that the cryptographic processes were
optimized, ensuring minimal resource consumption while
maintaining high security standards [20].
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5.5.6. Cyber-Attack Models

The system’s resilience was tested against a spectrum of
classical and quantum threats. Classical threats included
brute-force attacks, Man-In-The-Middle (MITM) attacks
[21], side-channel attacks, and replay attacks. Quantum
threats were modeled using simulations based on Shor’s and
Grover’s algorithms, testing the robustness of the
cryptographic algorithms against potential future quantum
attacks.

5.5.7. Test Scenarios

High Load: The framework was subjected to peak load
conditions to evaluate its throughput and latency. The system
maintained high performance, with minimal degradation,
even when handling multiple simultaneous cryptographic
operations.

Normal Operation: Under typical operational loads, the
framework demonstrated stable and efficient performance,
confirming its capability to handle everyday cloud computing
demands without significant delays.

Varied Network Conditions: The framework was tested
under different network conditions, including varying levels
of network latency and bandwidth availability. These tests
ensured that the cryptographic operations remained secure
and efficient, adapting well to fluctuating network
environments.

5.6. Throughput and Latency

Overall system throughput and latency were measured
under the test scenarios. The framework demonstrated
excellent scalability and maintained low latency, with an
average time complexity of O(1) for network operations, even
as the number of concurrent cryptographic operations
increased. This indicates the framework’s capability to
support large-scale, high-performance cloud environments.

5.7. Security and Performance Trade-offs

The analysis also considered the trade-offs between
security and performance. While implementing robust
cryptographic  measures  inherently involves some
computational overhead, the framework was optimized to
balance these aspects effectively.

The security benefits of using advanced post-quantum
algorithms like Kyber, McEliece, and isogeny-based methods
were found to justify the computational costs, providing a
high level of security without compromising on performance.
These performance metrics, along with the detailed time
complexity analysis and evaluation under varied test
scenarios, collectively affirm that the cryptographic
framework is both computationally efficient and capable of
maintaining high security standards. This makes it well-suited
for deployment in real-world distributed cloud environments.
The framework’s ability to handle intensive cryptographic
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operations  with  minimal  performance degradation
underscores its practicality and effectiveness in securing
modern cloud infrastructures.

6. Evaluation Criteria

The evaluation of the cryptographic framework was
based on a comprehensive set of criteria designed to
rigorously assess its performance, security, and efficiency
within a simulated cloud environment. The key evaluation
metrics included:

6.1. Performance Metrics

e  Throughput (T): The throughput was measured as the rate
of data processing, specifically the amount of data
encrypted or decrypted per unit time. It is calculated as:

T =% , where D represents the total data processed (in
bytes), and t represents the time taken (in seconds).

e Latency (L): The latency was assessed as the time delay
introduced by cryptographic operations. For an operation
0, the latency L is defined as: L = t; —t; where t; is the
initiation time and t; is the completion time of the
operation.

e Resource Utilization (R¢, Ry, Rg): CPU utilization (R¢),
memory usage (R,,), and storage consumption (Rg) were
analyzed to ensure efficient use of computational
resources during cryptographic processes.

. Security Metrics

e Robustness against Attacks: The framework’s resistance
to various attack models, including classical threats such
as brute-force attacks (B), Man-In-The-Middle (MITM)
attacks (M), side channel attacks (S), and replay attacks
(R), as well as quantum threats using Shor’s (Qg) and
Grover’s (Qg) algorithms were evaluated. The success
rate (P) of these attacks was analyzed to measure

Number of successful attacks

robustness: P =

Total number of attacks
e Cryptographic Strength: The effectiveness of the
cryptographic algorithms  (Kyber, McEliece, and
isogeny-based methods) was verified through their ability
to maintain data confidentiality ( C ), integrity (I), and

authenticity (A) C,I,A « %

e Key Management Security: The security of key
management protocols, including key generation (K),
exchange (Kg), and storage (Kg), was examined to
prevent unauthorized access and key leakage.

. Efficiency Metrics
e Computational Overhead (0.) The additional
computational load introduced by cryptographic
operations was measured to minimize performance
degradation. This overhead (O.) is given by:

0(; — Cyith crypto ~Cyithout crypto

Cwi!hom crypto
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Where C represents computational cost.

e Scalability (S): The framework’s ability to maintain
performance as the number of nodes (N) and data load
(D) increased was assessed, with scalability defined as

AP . .
S= ANAD where AP is the change in performance.

e Adaptability (Ay) : The framework’s flexibility in
adapting to varied network conditions and operational
loads was evaluated to ensure no compromise in security
or performance.

6.4. Compliance and Standards
e Adherence to Cryptographic Standards (Cg)
Verification that the framework complies with

established cryptographic standards and best practices.

e Regulatory Compliance (R;) Ensuring that the
framework meets relevant regulatory requirements and
guidelines for data security and privacy.

These evaluation criteria, including detailed metrics and
equations, provided a structured approach to systematically
assess the cryptographic framework’s effectiveness and
readiness for deployment in real-world cloud environments,
ensuring a balance between high security standards and
operational efficiency.

Authentication Performance Metrics: To evaluate the
robustness and reliability of the cryptographic framework,
authentication performance metrics were analyzed across
different test scenarios. These metrics include the
Authentication Success Rate (ASR), False Acceptance Rate
(FAR), False Rejection Rate (FRR), and the Overall Success
Rate (OSR).

Authentication Process Metrics: The effectiveness of the
authentication process within the cryptographic framework
was evaluated using several key metrics. These metrics
provided a comprehensive assessment of the authentication
system’s accuracy and reliability.

Authentication Success Rate (ASR): The Authentication
Success Rate (ASR) measures the proportion of successful
authentication attempts out of the total number of attempts. It
is defined as:

N
ASR = —= % 100%

total

Where N_...s 1Sthe number of successful authentication
attempts and N, is the total number of authentication

attempts.

False Acceptance Rate (FAR): The False Acceptance
Rate ( FAR ) indicates the probability of an unauthorized user
being incorrectly granted access. It is given by:
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Nfalse accept
FAR =———Xx100%

unauthorized
Where N, aecepe 1S the number of unauthorized access
attempts that were incorrectly accepted, and N isthe
total number of unauthorized access attempts.

unauthorized

False Rejection Rate (FRR): The False Rejection Rate
(FRR) represents the probability of an authorized user being
incorrectly denied access. It is calculated as:

Nfalsc reject
——— X 100%

authorized

FRR =

Where Niyq e 1S the number of legitimate access
attempts that were incorrectly rejected, and N, orizeq 1S the
total number of legitimate access attempts.

These metrics are crucial for evaluating the performance
and reliability of the authentication system within the
cryptographic framework, ensuring that the system effectively
distinguishes between legitimate and illegitimate access
attempts and minimizing errors.

6.5. Operational Efficiency Assessment

Processing Speed: The processing speed of the
cryptographic  framework was rigorously assessed to
determine its operational efficiency in handling cryptographic
tasks within a simulated cloud environment. This metric is
crucial for evaluating the framework’s ability to perform
encryption, decryption, key generation, and other
cryptographic operations swiftly and effectively [21].

The processing speed (P,) is defined as the rate at which
the system completes cryptographic operations per unit of
time. It can be quantitatively expressed as:

N .
operations

Po=—

Where N e.aions €Presents the number of cryptographic

operations completed, and t denotes the total time taken to
complete these operations.

For encryption and decryption processes, the average
processing time per operation ( T ) was measured and

analyzed:

enc/dec

N
T _ Zi:l t
enc /dec T

Where t; is the time taken for the i-th encryption or
decryption operation, and N is the total number of operations
measured.
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Key generation and exchange speeds were also evaluated,
with the average time per key generation (T,,) and key

exchange (Ty.) being critical indicators of the framework’s
efficiency:

M
=Lzl
kg M
M
=Lzl
kg M

6.6. Simulations Results

The simulation results provided a comprehensive
assessment of the cryptographic framework’s performance,
security, and efficiency within the simulated cloud
environment. Key findings are summarized below:

6.6.1. Security Metrics and Quantum Threat Analysis

The evaluation of the Quantum-Resilient Cryptographic
Framework (QRCF) under different attack models revealed its
strong resistance to both classical and quantum threats, as
shown in Table 2. The framework exhibited a success rate of
Py = 1.0% for brute-force attacks, P, = 1.875% for Man-
in-the-Middle (MITM) attacks [22], P = 0.833% for side-
channel attacks, and P, = 1.6% for replay attacks.

Against quantum threats, the framework showed robust
security, with Shor’s Algorithm (Qs) having a success rate of
Py, = 0.0% and Grover’s Algorithm (Q;) having a success
rate of P, = 0.667%. The protocols for key generation,
exchange, and storage proved to be highly secure, with no
unauthorized access detected during the simulations. These
metrics collectively demonstrate the framework’s high level
of security and robustness against both classical and quantum
attacks [23].

Table 2. Security metrics under different attack models

Metric Attack Type Success Rate (P)
Brute-Force (B) Py =1.0%
Man-in-the-
Middle (MITM) Py =1.875%
Robustness ()
-~ _ .
against Side-Channel (S) P; = 0.833%
Attacks Replay (R) P, =1.6%
Shor’s Algorithm
P, = 0.0%
(Q.S) o ’
Grover’s _ o
Algorithm (Q G) |  Fea = 0-667%

The necessity of evaluating cryptographic frameworks
against Shor’s Algorithm (Q) and Grover’s Algorithm (Q;)
arises from their potential to undermine the security
foundations of classical cryptographic systems. Shor’s
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Algorithm, capable of efficiently factorizing large integers
and solving discrete logarithms, poses a significant threat to
widely used encryption schemes such as RSA, ECC, and
Diffie-Hellman by enabling factorization and discrete
logarithm attacks, which are infeasible for classical
algorithms.

On the other hand, Grover’s Algorithm provides a
quadratic speedup for brute force searches, effectively halving
the security strength of symmetric key algorithms by reducing
the effective key length. These algorithms represent quantum
attacks that exploit quantum computational principles to
perform tasks exponentially faster than classical approaches,
necessitating their consideration to ensure the long-term
security and robustness of cryptographic systems against
future quantum threats.
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Fig. 4 Security metrics under different attack models

Figure 4 illustrates the success rates of various attack
models on the cryptographic framework, including brute-
force (B), Man-In-The-Middle (MITM) (M), side-channel
(S), replay (R), Shor’s Algorithm (Q_S), and Grover’s
Algorithm (Q_G). The success rates indicate the framework’s
strong resistance to classical threats and robust security
against quantum threats [24].

6.6.2. Efficiency Metrics

The efficiency of the cryptographic framework was
evaluated based on three key metrics: computational
overhead, scalability, and adaptability. These metrics provide
insights into the framework’s operational performance under
different conditions.
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Table 3. Efficiency metrics under different conditions

Metric Condition Value
Computational Normal Operation 15%
Overhead (O¢) High Load 20%
Scalability (5) Increasing N and D 0.98

- Varied Network Optimal
Adaptability Conditions Performance

The data in Table 3 reveals that the cryptographic
framework is efficient in terms of computational overhead,
scalability, and adaptability. With only a 15% increase in
computational load during normal operations and a 20%
increase during high-load scenarios, the framework maintains
minimal overhead. The scalability factor of 0.98 indicates that
performance remains stable as the system scales, supporting a
near-linear increase in efficiency with added nodes and data.

Additionally, the framework’s adaptability to varied
network conditions ensures continuous optimal performance,
reinforcing its suitability for real-world cloud environments
where network conditions can fluctuate. Overall, these
efficiency metrics highlight the robustness and operational
effectiveness of the cryptographic framework.

m Normal Operation High Load

1.2

o
o

Value in (%)

©
~

Computational overhead

Fig. 5 Efficiency metrics under different conditions

The bar graph in Figure 5 illustrates the efficiency metrics
of the cryptographic framework under various conditions. The
Computational Overhead (O¢) is displayed for both normal
operation and high load scenarios, showing a minimal
increase from 15% to20%, which indicates that the
framework manages computational resources efficiently even
under increased workload conditions. The Scalability metric
(S) is nearly optimal at 0.98, demonstrating that the
framework maintains consistent performance as the Number
of nodes (N) and Data load (D) increase, highlighting its
capability to scale effectively with minimal performance
degradation. Lastly, the adaptability metric, represented as 1
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for “Optimal Performance”, confirms that the framework
adapts well to varied network conditions, maintaining optimal
performance and security standards without significant
degradation. These metrics collectively underscore the
framework’s robustness, resource efficiency, and suitability
for deployment in real-world distributed cloud environments,
where it can handle dynamic and fluctuating conditions
efficiently.

6.6.3. Authentication Performance Metrics across Different
Test Scenarios

To further evaluate the robustness and reliability of the
cryptographic  framework, authentication performance
metrics were analyzed across different test scenarios. These
metrics include the Authentication Success Rate (ASR), False
Acceptance Rate (FAR), False Rejection Rate (FRR), and the
Overall Success Rate (OSR).

Table 4. Authentication performance metrics across different test
scenarios
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gl s | & 3
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<
Normal
Authentication 98.5 0.5 1.0 98.0
Attempted
Unauthorized 99.0 1.0 0.0 99.0
Access
Legitimate Access
with Varied 97.0 0.7 2.3 96.5
Conditions
Stress Testing 95.0 1.5 35 94.0
Quantum-
Computational 93.0 2.0 5.0 92.0
Attack Simulation

The data presented in Table 4 provides a comprehensive
evaluation of the authentication performance of the
cryptographic ~ framework under  various  scenarios,
emphasizing its effectiveness and reliability.
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e Normal Authentication: The framework achieved a high simulations, the ASR remains at 95.0% and 93.0%,
Authentication Success Rate (ASR) of 98.5%, with a respectively, with corresponding OSR values of 94.0% and
False Acceptance Rate (FAR) of 0.5% and a False 92.0%. These results demonstrate the framework’s resilience
Rejection Rate (FRR) of 1.0%, resulting in an Overall and capability to maintain high authentication performance
Success Rate (OSR) of 98.0%. These metrics indicate under varying conditions and potential quantum threats.
that the authentication process is highly effective under

typical operational conditions. = Authentication Success Rate (ASR)
e Attempted Unauthorized Access: In scenarios involving m Overall Success Rate (OSR)
attempted unauthorized access, the framework exhibited 100
a high ASR of 99.0%, with a FAR of 1.0% and an FRR
of 0.0%. This suggests that the system is robust against 98
unauthorized access attempts, maintaining a high level of S 9
security. 8
e Legitimate Access with Varied Conditions: Under varied S 94
network conditions and user environments, the ASR %
slightly decreased to 97.0%, with a FAR of 0.7% and an £ 92
FRR of 2.3%, resulting in an OSR of 96.5%. These 90 I
results indicate that the framework can adapt well to
changing conditions while maintaining a relatively high 88
level of authentication performance. & & & ¥ &
e Stress Testing: During stress testing, which involved high & S & & &
volumes of simultaneous authentication requests, the Yy@e & ,@tf“ & o
ASR was 95.0%, with a FAR of 1.5% and an FRR of &@\ &,\5‘\ o \?5@
3.5%, leading to an OSR of 94.0%. While there is a < @95 %@\“ &
noticeable decrease in performance under extreme & & &
conditions, the framework still  demonstrates ¥ %\J' 9°‘°
considerable robustness. %‘\\“‘ Q@@
e Quantum-Computational ~Attack Simulation: When ¥ ¥ ]
subjected to quantum-computational attack simulations, Test Scenario
the framework’s ASR was 93.0%, with an FAR of 2.0% Fig. 6 Authentication Success Rate (ASR) and Overall Success Rate
and an FRR of 5.0%, yielding an OSR of 92.0%. These (OSR) across different test scenarios
results highlight the framework’s resilience against
potential future quantum threats, although there is a slight m False Acceptance Rate (FAR) (%)
decline in performance, reflecting the increased m False Rejection Rate (FRR) (%)

complexity of these attacks.

Overall, the authentication performance metrics indicate
that the cryptographic framework is highly effective and
reliable across various test scenarios. The slight decreases in
performance under stress and quantum attack simulations
underscore the importance of continued optimization and
adaptation to emerging threats. However, the framework’s
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diverse conditions reaffirms its suitability for deployment in & w@b ¢S & %\6‘

real-world cloud environments. Figure 6 illustrates the W &S -&5 $ &%&
Authentication Success Rate (ASR) and Overall Success Rate 6&\ & ° \v‘

gt . . R B S > >
(OSR) across various test scenarios, including normal ES > & X

L . L xS ) &

authentication, attempted unauthorized access, legitimate é& & N
access under varied conditions, stress testing, and quantum- ¥ o Oo*“
computational attack simulation. The ASR and OSR metrics .\\@"’ @@'
indicate the framework’s high reliability and effectiveness in & &
authenticating legitimate users while preventing unauthorized &
access. During normal operations, the ASR is 98.5%, and the Test Scenario
OSR is 98.0%, reflecting a robust authentication process. _ —
Even under stress testing and quantum-computational attack Fig. 7 False Acceptance Rate (FAR) and False Rejection Rate (FRR)

across different test scenarios
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Figure 7 presents the False Acceptance Rate (FAR) and
False Rejection Rate (FRR) across different test scenarios,
providing insights into the framework’s precision in
distinguishing between legitimate and illegitimate access
attempts. During normal authentication, the FAR is 0.5%, and
the FRR is 1.0%, indicating minimal errors in authentication.
In scenarios involving attempted unauthorized access, the
FAR increases slightly to 1.0%, but the FRR drops to 0.0%,
showcasing the framework’s strong defence against
unauthorized access. Under legitimate access with varied
conditions, the FAR and FRR are 0.7% and 2.3%,
respectively, demonstrating good adaptability. During stress
testing, the FAR and FRR increase to 1.5% and 3.5%,
reflecting the challenges of handling high volumes of
authentication requests. In the face of quantum-computational
attack simulations, the FAR is 2.0%, and the FRR is 5.0%,
underscoring the need for continuous improvements to
withstand advanced threats.

These metrics collectively highlight the framework’s
accuracy and robustness in  managing authentication
processes across diverse and challenging scenarios. The
performance metrics summarized in Table 5 demonstrate the

cryptographic framework’s robust efficiency and resilience
under varying operational conditions.

Under normal operation, the framework maintained a
high throughput (T) of 422MBJ/s for encryption and 410MB/s
for decryption, with low latencies (L) 3.2 ms and 3.6 ms,
respectively, indicating suitability for realtime applications.
During high load conditions, throughput (T) slightly
decreased to 387MB/s for encryption and 363MB/s for
decryption, with latencies (L) increasing to 4.5 msand 4.9 ms.
Despite this, performance remained within acceptable limits.
Under varied network conditions, throughput (T) and latency
(L) metrics were stable, demonstrating adaptability with
417MBJ/s for encryption, 398MB/s for decryption, and
latencies of 3.8 ms and 4.2 ms. CPU utilization (R¢) averaged
68% under normal conditions, rising to 88% under high load,
while Resource memory usage ( Ry, ) was 62% and increased
to 78%. Resource Storage utilization (Rg ) remained efficient,
not exceeding 72% under normal conditions and reaching
82% under high load. These metrics collectively indicate that
the framework is scalable, resource-efficient, and resilient,
making it well-suited for deployment in real-world distributed
cloud environments.

Table 5. Performance metrics under different load conditions

Fig. 8 Throughput under different load conditions for QRCF
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Test .(?PU. Memory S_tc_nrage
Scenario Throughput Latency Utilization Utilization (%) Utilization
(%) (%)
. Encryption: | Decryption: | Encryption: | Decryption: _ RM=78% of 64 |Rs<=82% of 1
High Load | 7_387MB/s | T=363MBJs | L=4.5ms | L=4.9ms | "o oo GB TBSSD
Normal Encryption: | Decryption: | Encryption: | Decryption: R.=68% RM=62% of 64 | Rs<=72% of 1
Operation | T=422MB/s | T=410MB/s | L=3.2ms L=3.6 ms ¢ GB TBSSD
N\g?\:\:g?k Encryption: | Decryption: | Encryption: | Decryption: R.=72%% RM=67% of 64 | Rs<=74% of 1
Conditions T=417MB/s | T=398MB/s | L=3.8 ms L=4.2 ms ¢ GB TBSSD
® Encryption Throughput(MB/s) Fig.ure 8 iIIustrates_ the performance evaluat_ion of
] encryption and decryption throughput under different
440 ® Decryption Throughput(MB/s) scenarios, revealing that during high load conditions,
422 encryption achieves 387 MBY/s and decryption 363 MB/s. In
420 410 17 normal operations, throughput increases to 422 MB/s for
n 398 encryption and 410 MBY/s for decryption, reflecting optimal
§ 400 387 system performance. Under varied network conditions,
a throughput slightly decreases to 417 MB/s for encryption and
§, 380 363 398 MB/s for decryption. These results indicate robust
§ 360 performance with peak efficiency during normal operations,
= while high load and varied network conditions slightly impact
340 throughput, highlighting the importance of resource and
320 network management for maintaining high performance.
High Load Normal Varied Figure 9 presents the latency of the Quantum-Resilient
Operation Network Cryptographic Framework (QRCF) for both encryption and
Test Scenario _ Conditions decryption under different load conditions. During normal

operation, the encryption latency is 3.2 ms, and the decryption
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latency is 3.6 ms, reflecting low delay and high efficiency.
Under high load conditions, the latency increases to 4.5 ms for
encryption and 4.9 ms for decryption, which, although higher,
remains within acceptable limits for real-time applications. In
varied network conditions, the latency values are 3.8 ms for
encryption and 4.2ms for decryption, indicating QRCF’s
resilience and consistent performance despite network
fluctuations.

m Encryption Latency(ms)
m Decryption latency(ms)

6
49

5 43 2 42
é4 32 3.6 :
33
§
< 2

1

0

High Load Normal Varied Network
Operation Conditions

Test Scenario

Fig. 9 Latency under different load conditions for QRCF

Figure 10 illustrates the CPU, memory, and storage
utilization of the Quantum-Resilient Cryptographic
Framework (QRCF) under high load, normal operation, and
varied network conditions. CPU utilization during normal
operation is 68, which increases to 88% under high load,
demonstrating QRCF’s effective use of processing power.
Memory utilization is 62% of 64 GB during normal operation,
rising to 78% under high load, indicating efficient memory

network conditions further highlight QRCF’s robustness and
efficiency in managing resources.

m CPU Utilization(%) m Memory Utilization(%)
Storage Utilization(%)
100 88
90 78 82
. 80 68 72 2 74
S 70 62
s 60
= 50
N 40
= 30
2 20
10
0
High Load Normal Varied Network
Operations Conditions
Test Scenario

Fig. 10 Utilization under different load conditions for QRCF

6.6.4. Comparative Performance Metrics of Cryptographic
Methods

The performance metrics presented in Table 6 provide a
comprehensive comparison of different cryptographic
methods, including Elliptic Curve Cryptography (ECC),
Lattice-Based Cryptography, RSA, and the proposed
Quantum-Resilient Cryptographic Framework (QRCF). The
QRCF demonstrates superior performance efficiency with the
lowest total time of 45.8 seconds, outperforming ECC (50.2
seconds), Lattice-Based (60.5 seconds), and RSA (70.4
seconds). QRCF also exhibits faster encryption and
decryption times (18.2 and 27.6 seconds, respectively) and the
shortest average response time (0.0045 seconds), significantly
enhancing the user experience. In terms of resource

management. Storage utilization remains efficient, not management, QRCF maintains balanced CPU usage (50%)
exceeding 72 of 1 TB SSD during normal operation and 82 and memory utilization (48%), reflecting efficient
under high load. The stable utilization metrics under varied computational resource use.
Table 6. Comparative performance metrics of cryptographic methods
©
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= s 3 FE | 22| 22| ¢ o | g > . 2
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ECC 256 | 10,000 | 50.2 | 20.1 | 30.1 | 0.005 | 45 40 Moderate Low No
Lattice-Based 1024 | 10,000 | 60.5| 25.3 | 35.2 | 0.006 | 55 50 High Moderate Yes
RSA 2048 | 10,000 | 70.4| 30,5 | 39.9 | 0.007 | 60 45 Moderate | Moderate No
QRCF (Proposed) | 2048 | 10,000 | 45.8| 18.2 | 27.6 | 0.0045 | 50 48 High High Yes
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m Encryption Time (Seconds)

m Decryption Time (Seconds)
39.9

Cryptographic Methods

Fig. 11 Encryption and decryption time for different cryptographic
methods

Both Lattice-Based Cryptography and QRCF show high
scalability, suitable for expanding systems and increasing data
loads, with QRCF offering a high user experience impact due
to its efficient performance metrics. Importantly, QRCF and
Lattice-Based Cryptography provide robust quantum
resistance, ensuring their security in the face of emerging
quantum threats. Overall, the proposed QRCF stands out as
the most efficient and resilient cryptographic method, making
it well-suited for secure and responsive distributed cloud
environments.
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Fig. 12 Average response time for different cryptographic methods

Figure 11 illustrates the encryption and decryption times
for various cryptographic methods, including Elliptic Curve
Cryptography (ECC), Lattice-Based Cryptography, RSA, and
the proposed Quantum-Resilient Cryptographic Framework
(QRCF). The QRCF demonstrates the shortest encryption

19

time of 18.2 seconds and decryption time of 27.6 seconds,
outperforming ECC (20.1 seconds and 30.1 seconds), Lattice-
Based (25.3seconds and 35.2seconds), and RSA
(30.5 seconds and 39.9 seconds). These results highlight the
efficiency of QRCF in processing cryptographic operations,
providing faster encryption and decryption capabilities that
are crucial for maintaining high performance in secure
distributed cloud environments.

Figure 12 presents the average response times for various
cryptographic  methods, including  Elliptic  Curve
Cryptography (ECC), Lattice-Based Cryptography, RSA, and
the proposed Quantum-Resilient Cryptographic Framework
(QRCF).

The QRCF exhibits the lowest average response time of
0.0045 seconds, indicating superior performance efficiency
compared to ECC (0.005seconds), Lattice-Based
(0.006 seconds), and RSA (0.007 seconds). This demonstrates
that QRCF provides a faster and more responsive
cryptographic solution, enhancing user experience and
operational efficiency in distributed cloud environments.

6.6.5. Comparative Study with Baseline Models

The proposed Quantum-Resilient  Cryptographic
Framework (QRCF) is compared against several established
cryptographic models from recent literature. QRCF, utilizing
both lattice-based and code-based cryptographic techniques,
aligns with the high security standards and post-quantum
resistance demonstrated by schemes such as NTRU and LWE.

In summary, QRCF stands out by combining the
strengths of high security and efficiency with robust post-
guantum resistance, seamless integration, low computational
overhead, flexibility, and strong authentication mechanisms.
This makes it a comprehensive and competitive cryptographic
solution in comparison to other baseline models.

6.6.6. Findings of the Study

The findings of this study indicate that the proposed
Quantum-Resilient  Cryptographic Framework (QRCF)
demonstrates significant advancements in both security and
efficiency metrics compared to existing cryptographic
methods. The QRCF’s performance metrics, such as
encryption and decryption times, average response time, and
resource utilization, highlight its superior computational
efficiency and scalability.

Additionally, the QRCF’s robust resistance to both
classical and quantum attacks, particularly against Shor’s and
Grover’s algorithms, underscores its efficacy in maintaining
high security standards. The comprehensive integration and
low computational overhead further enhance its suitability for
deployment in real-world cloud environments, ensuring a
balanced approach between security and operational
performance.
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Table 7. Comparative analysis of cryptographic methods
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Bindel et al. Hybrid Secure | PQC and . :
(2016) [6] Connections Classical High | Moderate | Yes Yes | Moderate High Yes
Albrecht et Learning with Lattice- . .
al. (2018) [8] | Errors (LWE) Based High | Moderate | Yes Yes | Moderate High Yes
Hoffstein et Lattice- . .
al. (2018) [9] NTRU Based High High Yes No Moderate | Moderate Yes
Elhadj
Benkhelifa et | Post-Quantum . . . . .
al. (2016) Cryptography Various High Varies Yes No Varies Varies Yes
[10]
K. Samunnisa Classic Code- .
(2023) [11] MCcEliece Based High Low Yes No Low Low Yes
von Nethen et PQC
al. (2023) PMMP L High | Moderate | Yes Yes Moderate High Yes
[12] Migration
Albrecht & Lattice-based Lattice-
Deo (2021) Signature High High Yes Yes Moderate High Yes
Based
[13] Schemes
Quantum- Lattice
Proposed Resilient . and . . . .
Cryptographic High High Yes Yes High High Yes
QRCF Code-
Framework Based
(QRCF)
7. Conclusion throughput, as evidenced by a success rate of 0.0% against
The proposed Quantum-Resilient ~ Cryptographic Shor’s Algorithm and 0.667% against Grover’s Algorithm.

Framework (QRCF) effectively addresses the critical security
challenges posed by the advent of quantum computing in
cloud environments. By integrating McEliece and Kyber
algorithms, the QRCF ensures robust encryption and secure
key exchange processes, providing a comprehensive solution
against quantum threats.

The framework demonstrates high security, efficiency,
and scalability through rigorous simulation and testing in a
cloud environment. It maintains strong resistance to both
classical and quantum attacks, with notable performance
metrics such as minimal computational overhead and high

20

The dynamic security management layer of the QRCF adapts
to real-time threat analysis, enhancing its resilience against
evolving threats. Future work will focus on further optimizing
the framework for real-world applications, exploring
advanced post-quantum  algorithms, and enhancing
interoperability across diverse cloud platforms. Additionally,
research will be directed towards developing standardized
migration strategies for transitioning to quantum-safe
cryptography and creating robust metrics for evaluating
hybrid cryptographic systems. These efforts will contribute to
the ongoing evolution of secure, scalable, and efficient
cryptographic solutions, ensuring the long-term integrity and
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confidentiality of data in cloud environments. By addressing cryptographic frameworks in the face of emerging quantum
these areas, the QRCF aims to set a benchmark for future computing capabilities.
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