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Abstract - Image encryption based on a lightweight algorithm is an emerging area of research for the Internet of Things (IoT), 

where the ubiquity of sensors and intelligence of devices are key fields for maintaining communication. The development of an 

efficient, lightweight, and secure color image encryption technique becomes essential to maintain security in IoT communication. 

Existing image encryption techniques, such as RSA and AES, are complicated and with a higher number of rounds, making them 
computationally expensive and requiring large amounts of memory. Here, an efficient color image encryption algorithm based 

on a newly developed lightweight key generation procedure is suggested, which uses two major techniques: the genetic as well 

as the encryption-decryption algorithm. Here, an image is encrypted by applying (<< or >>) left shift or right shift and (+2) 

binary modulo 2 function, which performs bitwise. For performing encryption operation, a 64-bit block cipher with a 64-bit key 

is used along with the (<<) left shift and (+2) function. Similarly, for decryption, we used (>>) right shift and (+2) functions. 

The proposed lightweight algorithm favors reducing the required number of rounds to bring off the lightweight property. 

Experimental results clearly demonstrate that our procedure is effective by considering correlation, entropy, and image 

histogram. 

Keywords - Encryption, IoT, Genetic Algorithm, Decryption, Key.

1. Introduction 
IoT refers to the ability to exchange vast quantities of 

sensitive digital data (images, audio, video, and text) between 

smart devices and the internet. According to Forbes, by the 

end of 2025, 152000 IoT devices will be connected to the 

internet each minute. The physical and digital world is 

connected through the use of billions of inter networking 

sensors.  

In the real world, such sensors are installed in equipment 
and machines. They collect a variety of data, which includes 

environmental, geographical, medical, industrial, academic, 

government, daily life data and logistic data [1].  

For example, in IoT applications such as smart city or 

Radio Frequency Identifications (RFID) systems, data is 

typically acquired from numerous sources held by different 

domains (e.g. sensors, RFID tags, smartphones and public or 

private transit providers). Most of the time, crucial data 

acquired from sensors is changed on a wireless route that is 

open to everyone with minimal security and privacy. IoT 

connectivity is prone to eavesdropping in a 5G heterogeneous 
environment [2].  

The protection of users’ data and privacy is a major 

concern in IoT communication. As a result, security and 
privacy concerns arise throughout communication. Various 

cryptography mechanisms are designed to protect valuable 

information from intrusive users or against unauthorized 

copying and modification. The term “cryptography” refers to 

“hidden writing”. In electronics communication media, 

everyone wishes to encrypt information so that strictly the 

intended receiver can decrypt it [3]. 

A new area of cryptography is lightweight cryptography, 

which attempts to secure IoT devices with limited resources. 

The lightweight cryptography models are designed for use in 

constrained domains such as sensors, smart cards, RFID tags, 

healthcare devices, etc. On the other hand, the goal of 
lightweight encryption is to implement it in gadgets with low 

requirements (storage, processing power and small size of the 

device or the device’s energy availability) [4].  

Devices should be validated to ensure the data source in 

IoT applications due to the sensitive property of the data. As 

IoT devices lack high computation ability, and have small 

size, limited memory, less spectrum and limited battery life, 
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hence these are treated as less resource devices [5]. 

Furthermore, lightweight cipher must deal with security, cost, 

and performance limitations [6].  

For color images, lightweight encryption techniques are 

implemented. Color images are created by combining Red, 

Green, and Blue, the three colors in their lightest and darkest 
intensities. A color image is created by combining these color 

intensities. In cryptography, One of the important components 

that decide the security level is key generation.  

In lightweight cryptography there is a need to optimize 

the number of rounds needed in key generation so that it 

satisfies the lightweight property. Most of the algorithms use 

non-optimized methods in key generation in lightweight 

methods for IoT, which is a research gap in this context.   

In this paper, we proposed a color image encryption 

technique using lightweight cryptography and a genetic 

algorithm for a secure Internet of Things, which produces a 

key applying a genetic algorithm by optimizing a number of 

rounds. To find the optimal solutions to different problems, a 
familiar heuristic technique is a genetic algorithm. We applied 

multi-point crossover as well as mutation operations in our 

proposed work.  

The remaining part is presented as Part 2, which depicts a 

survey of the literature. Part 3 proposed the framework. Part 4 
represents the experimental study and the results, and finally, 

Part 5 gives the conclusion. 

2. Survey of Literature  
Large sub-keys are produced by the key generation 

algorithm applying the user's secret key. This algorithm uses 

sub-keys to allow the bits in the secret key to influence the 

procedure of encryption in each cycle. In a key generation 

process for both encrypting the data and decrypting the data 

only one key is used. Block size, key length, key scheduling, 

number of rounds, and operations are discovered to be critical 

parameters of lightweight block ciphers [7].  

Because lightweight cryptography algorithms are chosen 

for devices with limited resources, the implementation of data 

security should be improved. The main goal of making block 
cipher in a lightweight mode is to protect confidentiality and 

integrity. We began an initiative to add block cipher in 

lightweight mode, which is described in several papers, by 

evaluating key characteristics such as block size, key size, 

architecture, and the number of rounds. Rijndael proposes a 

block cipher which requires a code with reduced size [8].  

It is unaffected by linear cryptography and differential 

attacks. When the number of rounds is less than 9, the key 

attack is available. It acts as an energy-efficient encryption 

when the parameters are optimized. 

In [9], the authors present the Skipjack algorithm, which 

uses an 80-bit key in a 64-bit data block cipher. The space 

required is minimal because it requires the shortest extended 

key, less memory and code. This encryption requires low 

power as compared to Rijndael; however when speed is 

adjusted, the cipher is more efficient.  

The fact that the National Security Agency has not 

certified it secure. Skipjack was best attacked in 1999 with less 

than 32 rounds, which is known as Biham. The Skipjack is 

safe with all 32 rounds. RC5 is an encryption process that is 

written in the form of RC5-w/r/b. Here, w indicates word size, 

round numbers are denoted by r and the length of the key is 

denoted by b [10].  

RC5 has low energy efficiency because it uses 

MSP430F149 of the Achilles heel for rotations and 

multiplication. RC5 requires a tiny amount of code memory. 

It was attacked in 1998, and only 244 plain texts were chosen 

to break RC5-32/12/16. For security reasons, in this case, total 
rounds should be more than / equal to 18. The 6-round Feistel 

structure cipher Camellia requires 13 by 28 plain text and has 

a cipher execution complexity of 2112 [11].  

It is made up of 128 bits of data and a 128/192/256-bit 

key. In comparison with Camellia, the RC5 and RC6 are less 

energy efficient. Additional memory and a larger code size 

were required for this. Sequential attack is the name given to 

the attack on the Camellia. 

The AVR Atmel is used to run the resource-limited 

application in lightweight algorithms such as KLEIN, 

HEIGHT, KATAN as well as TEA. A microcontroller of 

small size is used to analyze the efficiency of memory, energy 

utilization, and confusion level as well as diffusion for security 

inquiries [12].  

In [13], the researchers introduced an ultra-lightweight 

encryption, which is a 31-round SP network called PRESENT. 
It has a modest key of size 80 bits with a block of size 64 bits 

to achieve efficient power usage with a small battery. The 

DES encryption algorithm uses a 16-round key. A 56-bit key 

is used in the Feistel encryption, which has a block length of 

64 bits [14].  

Because the key is 56 bits long, it is vulnerable to an 

extensive attack that is capable of breaking DES. As a result, 

DES is no longer secure. Three-DES is more secure because 

of 48 rounds of security features. SIT is a block cipher 
technique in which an employee's bits of information is 64, 

and a key is 64 bits [16].  

In the AES block cipher, the Substitution-Permutation 

(SP) link is used to incorporate Shannon’s confusion-diffusion 

concept. The Blowfish and DES use Feistel structure to avail 

the benefits of similar encryption and decryption procedures. 
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SIT is a security system which achieves security using Feistel 

Structure and SP Network techniques. There are two phases to 

this procedure: key generation and encryption. The 64-bit 

usage key is split into four blocks.  

Each block acts as an input for the SP network (here, the 

F-function) structured in 4x4 matrices to produce five new 
unique keys by repeating encryption times [15] proposes a 

technique that combines good confusion and diffusion 

features. Due to its incredibly vast keyspace, this 

cryptosystem has a better level of security. Because the 

encryption and decryption techniques are symmetric, it is used 

to encrypt color images. In light weight cryptography, this 

approach is not yet employed. 

3. Proposed Framework 
We have suggested a color image encryption technique 

for lightweight cryptography with a genetic algorithm for 

secure IoT to maintain safe Internet of Things communication. 

This requires a message of the unencrypted text, and it uses a 

symmetric key block cipher of 64-bit, which is shown in the 

algorithm proposed. The sequence of the proposed technique 

is as follows:  

1) Genetic Algorithm (GA) function used for Key 

Generation,  

2) Encryption, and  
3) Decryption.  

The framework of the proposed method is described in 

Figure 1. 

 

 

 

 

 

 

 

 

 

 
Fig. 1 Overview of the proposed framework 

3.1. Key Generation Algorithm 

The steps of the key creation block are presented in Figure 
2. The key creation part is termed as most important 

component of the encryption and decryption procedure. 

Feistel-based encryption method that requires a different key 

for each round and is dependent on the number of rounds, 

which is used by several conventional algorithms. On the other 

hand, the newly proposed lightweight technique required 

approximately five rounds to both encrypt and decrypt an 

image.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2 Key creation method 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 GA functions 
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The following explains the key generation process: 

 After receiving the 64-bit key (Kc), the key-generating 

block creates five distinct keys. (as represented in Figure 

2). 

 The 64-bit Kc is split into four 4-bit segments. 

 After making segmentation, two basic operations of GA, 
crossover and mutation, are used on 4 segments and 

named GA-function. The GA function performed on 16-

bit data is shown in Figure 3. 

 The 16-bit input will be split into two 8-bit blocks and 

supplied into the GA function. 

 After the input of 16-bit was split into two equal halves, 

a shift row is made for both the 8 bits and the multi-point 

crossover of the GA function accepts the shifting of 

output. 

 The two 8-bit blocks are used to execute the multi-point 

crossover. The n random combination points are used by 
this multipoint crossover operator, where n is equal to 4 

in our case. The work that comes after is an exchange 

mutation that exchanges the parameters. In exchange 

mutation exchange of two random bit happens. Swapping 

mutation with secure key generation works superior 

compared to other examined mutation processes. After 

the exchange mutation process, a 16-bit block is 

generated by combining two 8-bit blocks. (as shown in 

Figure 3). 

 The F-function (presented in Figure 4 [16]) operates on 

16-bit data. First, the substitution of segments of cipher 
key (Kc) is done, then the four F-function blocks, each of 

16-bits, are acquired and defined as: 

𝐾𝑑𝑖 f = ∏ 𝐾𝑐(𝑗−1)+𝑖
4
𝑗=1  (1) 

Here, i vary from 1 to 4 for the initial key generation in 4 

rounds (presented in Figure 4). 

 Then, the f-function is processed with  𝐾𝑑𝑖 f, which is 16-

bit and produces Kei  as shown below: 

𝐾𝑒𝑖 f = f(𝐾𝑑𝑖f) (2) 

 Implementation of transformations such as linear and non 

linear type using F-Function causes confusion and 

diffusion. This includes both the P table and Q table 

shown in Figure  4 [16]. Table 1 has a Khazads mini-box 

for P, while Table 2 has a Khazads mini-box for Q [17]. 

The authors in [16] explained the outcome of the total F-

function, which is structured into 4 by 4 matrices known 

as Km. 

 The first 4 rounds are completed by changing matrices 

into 4 (16-bit) arrays called round keys (Kr) (here it is K1, 
K2, K3 and K4). The bits are organized and shown [16]. 

After that, the +2 function is performed on the round keys 

(K1 to K4) to obtain K5. This is defined as: 

K5 = +2𝑖=1
4 𝐾𝑖 (3)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 4 Functions of the SIT algorithm 

Table 1. Correlation analysis of eight plain images

Image 

Color Components 

C.E. Dong [18] Usman et al. [16] Proposed (Ours) 

Vertical Horizontal Diagonal Vertical Horizontal Diagonal Vertical Horizontal Diagonal 

Lena 

Pepper 
Baboon 

Airplane 

House 

Sailboat 

Barbara 

Boats 

0.9230 

0.9501 
0.8801 

0.8697 

0.9414 

0.9219 

0.8926 

0.9239 

0.9271 

0.9640 
0.9382 
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Table 2. Entropy analysis of eight plain images (Re-Red, Gr-green, Bl-Blue)

Image 

Color Representations 

C.E. Dong [18] Usman et al. [16] Proposed (Ours) 

Re Gr Bl Re Gr Bl Re Gr Bl 

Lena 

Pepper 

Baboon 

Airplane 

House 

Sailboat 

Barbara 

Boats 

7.9901 

7.9893 

7.9892 

7.9895 

7.9902 

7.9890 

7.9905 

7.9908 

7.9912 

7.9897 

7.9895 

7.9894 

7.9890 

7.9898 

7.9904 

7.9907 

7.9921 

7.9895 

7.9899 

7.9892 

7.9894 

7.9896 

7.9906 

7.9899 

7.9976 

7.6876 

7.9500 

7.4799 

7.9155 

7.9958 

7.9972 

7.9374 

7.9974 

7.6866 

7.9491 

7.5154 

7.9166 

7.9964 

7.9975 

7.9464 

7.9968 

7.7017 

7.9456 

7.4868 

7.9247 

7.9943 

7.9965 

7.9481 

7.9984 

7.7813 

7.9610 

7.5696 

7.9359 

7.9991 

7.9991 

7.9541 

7.9993 

7.7811 

7.9513 

7.6541 

7.9336 

7.9978 

7.9981 

7.9611 

7.9981 

7.7977 

7.9561 

7.5683 

7.9558 

7.9951 

7.9974 

7.9553 

3.2. Encryption 

The structure that represents the encryption process is 

represented in Figure 5. Here, the input messages are 

encrypted into blocks of plain text of size 64 bits in length. 

The procedures outlined below are executed in order to 
encrypt the data. 

1. To start the encryption process, the key generation 

process produces several round keys. 

2. Initially, the application of a 64-bit plain text array (Pi) is 

done in the first round as well as split into four 16-bit text 

segments, indicated as PX0–15, Px16–31, Px32–47, and Px48–63. 

3. To minimize the identity of the data and increase the 

confusion of the generated cipher text, each round, the 

bits undergo the swapping operation. The bit-wise XNOR 

is performed by round key Ki and generates the key from 

the process of key generation, denoted by Px0−15. The 
approach for generating Ro11 and Ro14 results, 

respectively, is the same for between Ki and Px48−63. 

4. The F-function receives the outcome of the XNOR 

function, and the result is produced as Efl1 and Efr1, which 

are presented in Figure 5. Between Efl1 and Px32–47, the left 

move function (<<) and binary modulo 2 (+2) function are 

used to obtain Ro12, and between Efr1 and Px16–31, Ro13 is 

obtained. These functions are given by:  

𝑅𝑂𝑖𝑗 =

{
 
 

 
 𝑃𝑥𝑖,𝑗⨀𝐾𝑖                           𝑗 = 1 𝑎𝑛𝑑 4

(𝑃𝑥𝑖,𝑗+1 ≪ 𝑞)+2𝐸𝑓𝑙𝑖                 𝑗 = 2 

(𝑃𝑥𝑖,𝑗−1 ≪ 𝑞)+2𝐸𝑓𝑟𝑖                𝑗 = 3

  (4) 

5. It used (Equation 4) to replicate the same steps for the 
remaining rounds. The end round's results are combined 

to produce the Cipher Text (Ci), which is given  by: 

Ci = R51R52R53R54 (5) 

3.3. Decryption 

We have used the symmetric key for performing the 

decryption of the cipher image so that it can be converted to a 

plain image. Distinct keys are used that are generated during 

the key generation process, as in the proposed algorithm. Here 

diffusion method is used and substitution operations are done. 

Also, XNOR with (>>) right move operator, (+2) binary 

modulo 2 function, exchange and left move process are done 

sequentially. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig.  5 Flowchart of the encryption process 
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4. Experimental Study and Results 
To prove our suggested model, we selected 8 sample 

images from SIT to experiment [16, 18]. The above-selected 

sample is in PNG format; and each one being of size 256×256 

pixels. The workability of the cipher outcome is evaluated by 

correlation, histogram analysis, entropy and differential 

analysis. A variety of novel methods are used to compare the 

results [16, 18]. We performed the proposed experiments on a 

system configured with memory of DDR2 8GB and an Intel-

core-i5 processor with a speed of 3.10 GHz. 

4.1. Performance Evaluation 

4.1.1. Correlation 

It is generally accepted that the correlation coefficient is 
an essential parameter for images that are original and 

encrypted. The final result indicates that two neighboring 

pixels show a well-built correlation in the plain image. Hence, 

the proposed algorithm's influence on encryption is delightful. 

The correlation coefficient is obtained using the following 

formula. 

rxy= 
𝐶𝑜𝑛(𝑥,𝑦)

√𝐷(𝑥)√𝐷(𝑦)
 (6) 

Where, 

Con(x, y) = (1/N) ∑ (xi − E(x))(yi − E(y)),
N
i=1  

E(x) =(1/N) ∑ (xi),
N
i=1  and  

D(x) =(1/N) ∑ (xi − E(x))
2N

i=1  

Here, N can be treated as the gross amount of pixels that 

the image contains, N = row × col, x is a vector of length N, 

and xi is the original image with ith intensity values. In this 

case, the real image has a higher correlation coefficient and 

was found to be strongly correlated (represented in Table 1). 

However, there appears to be no correlation with the encrypted 

image.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 6 Correlations for encrypted and decrypted image, (a) Lena image, (b) Baboon, and (c) House.
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Fig. 7 Image histogram, (a) Lena, (b) Pepper, (c) Baboon, (d) House, and (e) Boat.  

(The original image is shown in column-1and column-2 shows x –axis intensity and y-axis frequency) 
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Table 3. NCPR results of eight encrypted images (Re-Red, Gr-green, Bl-Blue)

Image 

Color Components 

C.E. Dong [18] Usman et al. [16] Proposed (Ours) 

Re Gr Bl Re Gr Bl Re Gr Bl 

Lena 

Pepper 

Baboon 

Airplane 

House 

Sailboat 

Barbara 

Boats 

99.6013 

99.6015 

99.6053 

99.5978 

99.6119 

99.6387 

99.6278 

99.6257 

99.6131 

99.6282 

99.6125 

99.6074 

99.6074 

99.5952 

99.6145 

99.6193 

99.6226 

99.6187 

99.6162 

99.6074 

99.6240 

99.6129 

99.6096 

99.6128 

99.6201 

99.7009 

99.6246 

99.7025 

99.6414 

99.6292 

99.6277 

99.6109 
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Fig. 8(a) Lena, (b) Pepper, (c) Baboon, (4) House, and (5) Boat- 

encryption and decryption images. 

4.1.2. Image Entropy  

The information entropy of randomness is its most basic 

property. Assuming m as the information source, the equation 

that follows may be used to calculate information entropy:   

E(m) = ∑ p(mi)log2
2n−1
i=0

1

p(mi)
  (7) 

Here probability factor for m is expressed by p(mi). If 

each data source's 28 states has an equal probability of 
occurring, we can apply Equation 7 to obtain the ideal E(m) = 

8, which indicates randomness of data. This produces the 

entropy information of the encrypted image roughly at 8 after 

encryption. As it approaches closer to 8, the probability is that 

the cryptographic system will show a drop in data. Equation 7 

gives the entropy information of the encrypted images. Table 

2 displays the entropy values for each of the segments. The 

results indicate that the entropy of every encrypted image is 

nearly at maximum (about 8). The higher the entropy, the 

better the security algorithm works. 

4.1.3. Image Histogram 

A histogram that displays predictable patterns (flat 
encrypted image histograms), the high security is indicated by 

the following encryption. (security breaches are impossible). 
Figure 7 shows the histograms for the original picture source 

Lena and Cameraheman to test on the left side. The Histogram 

of encrypted images is identical on the right side. It is observed 

that the encrypted image has a uniform distribution of pixels. 

4.1.4. Differential Analysis 

The set of metrics used to examine the sensitivity of 

encryption algorithms is the NPCR index and is defined as: 

NPCR =
∑ D(i,j)ij

m×n
× 100%  (8) 

D(i, j) = {
0 if C1(i, j) = C2(i, j)

1 otherwise                 
 (9) 

Where, C1 and C2 each have a single distinct pixel value 

to represent the cipher images in relationship with the same 

plain image.  

NPCR is more accurate since it can mathematically 

demonstrate the sensitivity of plain images. Informally, a high 

NPCR score is frequently equated to high differential attack 
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Original Encrypted Decrypted 

Original Encrypted Decrypted 
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resistance. The NPCR values of the three components are 

shown in Table 3. The encrypted and decrypted image is 

shown in Figure 8. 

5. Conclusion 
The evolution of smartphones and ubiquitous computing 

like wireless sensor networks, RFID and embedded 

technologies promotes the IoT process for developing smart 

technologies. Data security is a serious concern as IoT is 

employed in many applications such as industrial, healthcare, 

agriculture, smart cities, etc. To add one step more we 

proposed a Color Image Encryption technique using 

Lightweight Cryptography and Genetic Algorithm in IoT 

security. This method proved to perform better than the 
existing methods. The entropy generated shows a higher value 

that indicates strong encryption of images. 
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