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Abstract - Wireless Sensor Networks (WSN) have become a vital technology for monitoring and tracking applications across
various applications. It senses an environment, gathers data, and transmits it to the Base Station (BS) for analysis. However,
energy efficiency and security are challenging because of an open environment and a limited battery source. This research
proposes a Multi-objective Trust-Aware Golf Optimization Algorithm (M-TAGOA) to achieve a secure and energy-efficient
clustering and routing process in WSN. M-TAGOA chooses a Secure Cluster Head (SCH) depending on the distance between
the neighbor nodes, the distance between BS and CH, node degree, and trust threshold like direct, indirect, and recommendation
trust are the multi-objective functions. Then, secure routing is determined by M-TAGOA with energy and distance. Hence, the
M-TAGOA prevents malicious nodes, which enhances data delivery and avoids excessive energy consumption. M-TAGOA
achieves less consumption of energy at 0.05 mJ compared to existing techniques like Neuro-Fuzzy-based clustering with Sparrow

Search Optimization Algorithm (NF-SSOA)

Keywords - Base station, Multi-objective trust-aware golf optimization algorithm, Secure cluster head, Secure routing, Wireless

Sensor Networks.

1. Introduction

Wireless Sensor Network (WSN) has a huge number of
spatial distributed microelectronic devices. These nodes
enable components of their environments to communicate
between their peers or transmit the data to the BS directly.
Nodes normally consume energy commonly during the
communication process [1]. Sensor nodes have limited battery
power, communication capabilities, and electromagnetic
frequency, but BS has higher energy and intellectual and data
quality. The BS acts as a gateway between the end user and
the sensor nodes [2]. The BS gathers the data, analyses it, and
decides according to the application [3]. In a network, every
node has limited energy and faces a primary challenging
problem when constructing an energy-efficient routing
approach. Therefore, energy-efficient approaches are required
to extend the network lifetime and enhance the network
performance [4]. Cluster-based techniques proved effective
for energy balancing and scalability to handle WSN energy
consumption [5]. The clustering process has a group of
numerous nodes in a network for effective communication
with BS and Cluster Head (CH) [6]. Equivalent CH and cluster
selection are time-consuming and complicated tasks.
Recently, different approaches have been utilized to obtain an
appropriate CH [7]. The clustering approach is a significant

role concern in WSN to provide an energy-efficient routing
that makes their ability scalable and flexible [8, 9]. Each
cluster has to select a CH to perform specialized tasks for
retrieving the details or information from the nodes within
integrated data clusters and transferring the integrated data
directly to the BS [10, 11]. A cryptography-based security
approach is required to resist malicious attacks on WSNs and
operate them in a secure environment. However, the
cryptography approach requires sophisticated computation
and complex functions that obtain high memory space and
more energy consumption. Therefore, trust-based security
schemes determine and predict the node behavior depending
on its past behavior, and they quantify the node behavior by
constructing models [12, 13]. WSN performs certain forms of
routing mechanisms. With the assistance of Energy-
Optimized Secure Routing (EOSR), WSN balances their
energy consumption and enhances security by determining
trusted nodes and secure data sharing between them [14].
Routing is the most significant activity in the sensor node, and
it consumes more energy than other activities [15]. The sensor
network lifetime decreases when too much energy is
consumed by a sensor node; therefore, the network security
goals are not achieved in a full-fledged manner [16].
Optimizing the clustering process involves enhancing the data
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aggregation performance, data communication, and cluster
formation [17, 18]. However, security and energy efficiency
are difficult due to a restricted battery source and open
environment. To overcome this problem, an M-TAGOA is
proposed to determine a secure data transmission by utilizing
clustering and routing processes that minimize energy
consumption and provide security in WSN.

The proposed M-TAGOA approach stands out by
integrating multiple fitness functions for secure cluster head
selection and routing, offering superior energy efficiency and
security compared to existing methods. The primary
contribution of this research is described below:

M-TAGOA-based SCH selection enhances security and
energy efficiency in sensor nodes by utilizing various
fitness functions.

Multiple fitness functions, including the distance between
the neighbor nodes, the distance between BS and CH,
node degree, and trust threshold, are used, which selects
SCH from a normal sensor. This process ensures the
reliable and effective operation of the sensor node.

The secure routing process established by M-TAGOA
optimizes routing in WSN by utilizing energy and
distance as fitness functions. This approach reduces
energy consumption and enhances security in data
transmission.

The remaining part is structured as follows: Section 2
describes a literature survey of existing methods. Section 3
illustrates a proposed methodology. Section 4 indicates the
results for the proposed and existing methods. Section 5
summarizes the conclusion.

The introduction section has been revised to highlight the
research gap, emphasizing the challenges of achieving energy
efficiency and security in WSNs due to limited battery
resources and open environments. Additionally, the problem
is introduced by stating the necessity for a robust clustering
and routing approach, like M-TAGOA, to address these
challenges effectively. Section 2 describes the literature
review, and section 3 presents the proposed mechanism used.
Section 4 describes the results, and section 5 concludes the
work.

2. Literature Review

This section discussed the related work about secure and
energy-efficient clustering and routing in WSN, along with its
benefits and limitations.

K. Dinesh & S. V. N. Santhosh Kumar [19] presented a
Neuro-Fuzzy-based clustering with  Sparrow Search
Optimization Algorithm (NF-SSOA) to generate secure,
energy-efficient, trust-aware cluster-based data transmission
in WSN. The NF was performed for effective node clustering,
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and SSOA was utilized for routing. During data transmission,
the NF-SSOA approach utilizes pseudo-random identity
generation to perform anonymous authentication in the
network. The presented approach enhances the energy
efficiency and reliability in WSN by using NF clustering.
However, NF-SSOA faces scalability challenges in large-
scale networks due to its dependence on specific neuro-fuzzy
parameters, reducing its effectiveness as the network grows.

Shashank Singh et al. [20] implemented a Dempster-
Shafer Theory-Whale Optimization Algorithm (DST-WOA)
for trusted clustering and routing. The main aim of this
approach was to increase the energy efficiency and reliability
in WSN by including the considerations of trustworthiness in
optimal cluster and routing selection. The DST-WOA
enhances energy efficiency and reliability by incorporating
trust management approaches into the routing protocol.
However, determining accurate initial condition assignments
for DST-WOA was challenging because network
environments are inherently subjective and uncertain, making
it difficult to assign initial conditions accurately.

R. Nandha Kumar and P. Srimanchari [21] developed a
Quantum behavior and Gaussian Mutation based Archimedes
Optimization Algorithm (QGAOA) to secure data aggregation
and routing schemes in WSN. QGAOA contains three parts:
CH, cluster formation, and optimal routing. The clusters were
established utilizing the Voronoi k-means clustering
technique. Then, the CH and routing were chosen by
employing QGAOA. During the CH selection, malicious node
activity was avoided, minimising packet drops and enhancing
network security. However, QGAOA struggles to adapt to
dynamic network conditions and topology changes due to its
dependence on mutation strategies and quantum behavior.

A. Vinitha et al. [22] introduced a Taylor-based Cat Salp
Swarm Algorithm (Taylor C-SSA) for energy-efficient
multihop routing. The energy-efficient CH was chosen by
utilizing the Low Energy Adaptive Clustering Hierarchy
(LEACH) to transmit data effectively, and the sensor nodes
send data over CH that transmits to BS via the selected optimal
hop. Then, the optimal hop selection was performed by
utilizing Taylor C-SSA. The Taylor series generates the
accurate estimation of primary functions and achieves
convergence easily. However, Taylor C-SSA lacks sufficient
search space exploration because of its dependence on Taylor
series expansion, which limits the algorithm’s ability to
explore diverse optimal solutions.

Perumalla Suman Prakash et al. [23] suggested a
Fractional Artificial Lion Algorithm (FAL) to select the
optimal paths in WSN during routing securely and effectively.
The FAL evaluates the secure routing path by fitness
parameter, and the route is maintained by network lifetime.
The CH selection and routing approach was attained
successfully in the FAL approach by integrating Fractional
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calculus, Artificial Bee Colony (ABC), and Lion Optimization
Algorithm (LOA). However, FAL suffers from slower
convergence rates because it depends on iterative processes
that take longer to find optimal paths, leading to potential
inefficiencies in WSNs. lbraheem et al. [24] proposed
Security-Enhanced Energy Conservation with an Enhanced
Random Forest Classifier for a Low Execution Time
Framework (S-2EC-ERF). This framework leverages the
Enhanced Consumed Energy LEACH (ECP-LEACH)
protocol and the Enhanced Random Forest Classifier for Low
Execution Time (ERF-LET) algorithm to address attack
detection and energy efficiency.

The SEE2PK algorithm [25] improves WSNs by
balancing security and energy efficiency through pairwise key
establishment, reducing communication, computation, and
storage costs while enhancing performance. By utilizing
adjacency matrices and mesh routers as Cluster Heads, it
achieves efficiency; however, its dependence on adjacency
matrices may limit scalability in dynamic and large-scale
networks. In the overall analysis, the existing technique has
limitations like struggles with scalability in large-scale
networks, suffering from slower convergence rates due to its
dependence on iterative processes and difficulties in energy
efficiency and security. To solve these issues, the M-TAGOA
is proposed to achieve secure data transmission in WSN by
using multiple fitness functions that achieve reliable and
reduced energy consumption.

2.1. Proposed System

The M-TAGOA is proposed to secure and energy-
efficient clustering and routing in WSN. It contains trust-
based clustering, SCH and an energy-efficient routing scheme.
Nodes with identical energy are utilized arbitrarily in a system
model. Figure 1 determines the WSN’s system model.

Intra-Cluster
Routing

Intra-Cluster
Routing

A\
-, Sensor Node

A\ Cluster Head

ABase Station

Fig. 1 Architecture of proposed model
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3. System Model

Initially, the nodes are collected from different clusters,
and each CH is connected to an individual BS or sink in WSN.
It provides certain assumptions regarding the WSN model and
describes the energy consumption model utilized in this
research. Wireless connection among Sensor Node (SN) in the
transmission range indicates direct transmission. Once the
cluster has been established, the nodes utilize their consistent
CH to communicate the bytes.

3.1. Network Model
This section enables the following considerations
regarding a network model, which are described below:

The area WSN manages is a flat regular graph in that SN
is distributed randomly. The locations of every node are
fixed, and no human intervention is utilized after a
network. Also, every node has a globally unique network
identifier.

Each SN is isomorphic; each node has identical
communication ability, the same initial energy, and equal
computing power. A battery with limited energy powers
SN and does not recharge.

The node identifies its position and calculates the distance
from itself to a transmitter based on the received signal
strength. According to the communication distance, the
power of wireless transmission is self-regulated and
transmission power is chosen independently.

BS is situated inside or outside a monitoring area, and its
computing power and energy are unlimited.

3.2. Energy Consumption Model

According to the distance between transmitter and
receiver, multi-path fading or free-space (d* or d? energy

consumption) channel approach is utilized. Over a distance d,

the energy required to transmit m-bit packet data is expressed
in Equation (1),

m X Egec + M X g, X d?,d < d,
m X Egjec + m X £y, X d*,d < d,

Erx(m,d) = { 1)

The energy needed for a node to obtain an m-bit message
is formulated in Equation (2),
Epx(m,d) = mEg.

@

The energy needed for CH to fuse an m-bit packet of data
is represented in Equation (3),
Epx(m,d) = mEp,

®)

Where Eqe. represents the energy required for
transmitting per-bit data, d, = W/sfs/smp indicates distance
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threshold, &, and &, denotes the transmitting circuit’s
amplification factor of free space and multi-path fading
approach. A free space model is employed if a distance
exceeds d, a threshold; otherwise, the multi-path approach is
utilized.

3.3. Secure CH Discovery Using M-TAGOA

In M-TAGOA, an efficient secure CH and route
discovery is generated to attain a reliable and secure data
transmission by avoiding malicious nodes. Initially, SCH is
determined from normal sensors utilizing the distance
between neighbor nodes, the distance between BS to CH, node
degree, and trust thresholds like direct trust, indirect trust, and
recommendation trust. Then, the M-TAGOA is employed to
determine the secure path from a transmitter by employing a
fitness function as energy and distance. Figure 2 represents the
block diagram for the MGWO approach.

L Secure CHs Selection
Node Deployment H Node Initialization H Using M-TAGOA J

Clustering Fitness

Distance between
BSto CH

Distance between
Neighbor Nodes

Node Degree

]

Final SCH J

!

Secure Route Selection Using M-TAGOA

!

Routing Fitness

Trust Threshold
(Direct, Indirect,
Recommendation)

|
|
1

‘ Distance

]

[ Source Data Transmission 1

’ Energy

Fig. 2 Block diagram for the M-TAGOA approach

3.3.1. Sensor Initialization

Initially, the sensors are utilized randomly in the WSN
area. The energy and network models are provided in the
previous section. A SCH and route discovery are performed
by utilizing M-TAGOA, which will be discussed in the
upcoming sections. After initializing the sensor, the SCH is
established using M-TAGOA.

3.3.2. SCH Using M-TAGOA

In this phase, optimum SCH from normal sensors is
determined by utilizing the M-TAGOA technique. GOA is a
population-based technique that generates relevant solutions
to optimization issues via a random search of its members in
the space of problem-solving. It is divided into two stages:
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exploration and exploitation. The GOA can balance
exploitation and exploration effectively, leading to better
convergence rates. It mimics the strategies utilized in golf to
reach a target with reduced strokes, which makes for effective
energy usage and a robust network lifetime. In this stage, the
GOA is converted into M-TAGOA to determine the optimum
SCH selection.

3.3.3. Initialization

The M-TAGOA’s member position in the problem space
evaluates the value of problem variables, and their population
is formulated. The population members are distributed
randomly over the problem space by utilizing a uniform
distribution. The M-TAGOA’s position is initialized
randomly in search space, which is expressed in Equation (4)

[X1] X1,1...%X1,d ... X1m
[ ] P b

X = Xi — xi,l xi.d xi’m (4)
Xnvdym PN XNGT XN mdy o,

Xiixpq = lbg + 1 X (ubg — lby) (5)

Where X represents M-TAGOA’s population matrix, X
indicates i*" member, x; 4 denotes d*" variable produced by
it" member, N determines the number of M-TAGOA’s
members, m shows the number of variables, 1 represents the
random number in [0-1] interval, lb; and ub, indicates a

d " variable lower and upper bound. The computed values for
the objective function are denoted by utilizing a vector, which
is represented in Equation (6)

[Fl] [F(Xl)]
| & | :

F=[5| —x= F(&-)‘ ©
Al lFen], .,

Where F indicates objective function vector values and
F; denotes acquired value for objective function depending on

it" M-TAGOA member. Then, the M-TAGOA fed into the
process of updating the population members.

3.3.4. Exploration

Once the M-TAGOA’s initialization stage is performed,
it passes through the updating process for population
members. It is updated into two stages: exploration and
exploitation. The initial swing in a golf game is struck in a
playground area known as the grip. The best member position
is considered a hole, and this technique scans various search
space areas, representing the M-TAGOA’s ability to explore
global search. The updating process of M-TAGOA'’s
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exploration stage is formulated in Equations (7) and (8). A
new position is computed by utilizing Equation (6) based on
the player’s strongest ball shot. Next, if the objective function
value enhances in this newly computed position, it replaces
the prior position of the respective member-based, which is
expressed in Equation (8). The ball approaches the hole if the

parameter [ is equal to 1. If the parameter [ is equal to 2, the
exploration ability is enhanced in global search by increasing
the possibility of moving the ball to scan various areas of
search space.

Xhxlp=x0+1r X By —1Xx;4) @
XPt FPl < F,

X. :{ i i 8

: x;, else ®)

Where XF1 represents new calculated status of i" M-
TAGOA member depending on exploration stage, x{_’é and B,
denotes d** dimension, FF! indicates value of objective
function, B determines best member of M-TAGOA, I denotes
random number which is randomly chosen from the {1, 2} set.

3.3.5. Exploitation

The area where the hole is situated on the playground is
called green. The players try to put golf balls into holes with
kicks in this area, which is putt. These kicks are presented with
low power; hence, golf balls cannot move away from holes
and green areas. This strategy enables the area where the M-
TAGOA member is situated to scan, representing the M-
TAGOA'’s exploration ability in local search. The updating
process of M-TAGOA depends on the exploitation stage,
which is formulated in Equations (9) and (10). A new position
is computed for each M-TAGOA member by utilizing
Equation (9) based on the player’s low power shots to balls. If
the objective function value is improved, the prior position of
a respective member is replaced, which is shown in Equation
(10),

lbg+rXx(ubg—Llbg)

XPPixli=x0+ (1 —2r) % , (10)
XxP?, FP?<F,

X, =4t fi St 11

¢ {Xl-, else (11)

Where XFP? determines new calculated M-TAGOA
members based on exploitation stage, x/7 denotes d'"
dimension, F7*2 indicates value of an objective function, and
t refers to iteration counter. After each stage of updating the
position of population members, it checks if the new solutions
belong to feasible solutions or not. The initial constraint group
is associated with the decision variable’s acceptable range. Its
value is considered borderline if the decision variable value
exceeds the lower or upper bound. This restriction lower and
upper bands for decision variables are checked and, if it is
required, solved by employing Equations (12) and (13).
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xly, by < xfq <uby

x{y ={uby, x{y > uby (12)
by, xFi<Ib,
xl3, by < x{3 <ub,

x{Z =<{uby, x{g > uby (13)
by xPZ<Ib,

By incorporating the penalty coefficient into the objective
function value of the issue, a new solution is identified as an
irrelevant solution, and it is impossible to select the solutions
to the issue. This constraint group is determined by utilizing
Equation (14),

F; = F; + ny X PF, (14)

Where n, denotes number of constraints of issue which is
not established and PF; represents penalty factor PF; = 105 x
|[F;]. M-TAGOA lies in their ability to manage complex
optimization issues effectively. It provides robust clustering
and routing solutions, enhancing network security by
optimizing energy consumption. Their adaptive nature makes
them appropriate for dynamic WSN environments and makes
secure and reliable data transmission while enhancing network
lifetime through effective resource allocation.

3.3.6. Fitness for SCH Selection

The multi-objective fitness is determined to acquire the
best solutions in SCH selection. The four fitness functions like
the distance between BS and CH, the distance between the
neighbor nodes, node degree, and trust threshold (direct,
indirect, and recommendation trust), are utilized for SCH,
which are explained below:

Distance between Neighbor Nodes

Every CH recognizes a neighbor CH, and it sends an
acknowledgement message to distance the BS and node
degree after the node is selected. Equation (15) represents the
distance between neighbor nodes.

f1=Y",f(XCH) Vi€eN (15)

Where, n represents total number of elements or nodes
and X denotes vector or specific data points respectively.

Distance between BS and CH

It computes the distance between BS and CH, and the
space via the transmission path evaluates the energy
consumption of the node. More energy is required for data
transmission if the BS is located far from CH. The CHs have
failed suddenly due to the large energy consumption. Hence,
the transmission of data prefers short-distance node from BS
and its fitness function is calculated in Equation (16),
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f2=%",d(CH;BS) (16)
Where m indicates total number of CH and d(CH; BS)

represents distance between CH and BS.

Node Degree

After sensor node deployment, certain clusters have a
huge number of members, and some have fewer members. It
is based on neighbor node’s load, which is expressed in
Equation (17),

nT
f3 = NDmin = Xi=1 CM; (17
Where ND,,;, indicatess minimum node degree, hT
represents the number of CH, and CM; denotes total neighbors

of chosen CH.

Trust

The primary fitness employed in M-TAGOA is trust
value, where it has 3 various trust measures such as direct,
indirect, and recommendation trust. Direct Trust (DT) is
determined by considering sending and receiving neighbor
packets, expressed in Equation (18). Indirect Trust (IDT)
generates the trust value between node and target nodes
through primary nodes as calculated in Equation (19).

Recommendation Trust Score (RTS) calculates the
trusted node based on neighbor data. If more than 1
recommendation values are chosen, then the node of trust
considers the maximum RTS value formulated in Equation
(20). The overall trust node value is represented in Equation
(21). The minimum fitness for the clustering process is
represented in Equation (22).

Received packetsq p(t)

bT == packetsgp(t) (18)
IDT = — 3, DT, , (19)
RTS;; = max{RTS,,;} (20)

f4 = DT + IDT + RTS;; (21)

Minimum fitnes =« f1 +X, f2 +x3 f3 +«, f4
(22)

Where Y, ;= 1; and «; €(0,1), a,b  denotes
sensors, NN represents a number of neighbor nodes, and w
determines neighbor of j.

3.4. Cluster Formation

Once the SCHs are selected by utilizing M-TAGOA, a
possible function is presented, which is represented in
Equation (23). SN with fewer transmission distances and more
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remaining energy is provided to CH. Therefore, the quantity
of energy consumption during data transmission is lower.

z xE(SCH;)

D(S;,SCH;) (23)

Potential function (Snp) =

Where z indicates proportionality constant, Sn,
represents potential of SN and D(S;, SCH;) defines distance
among SCH; and sensor S;. The sensor is generated to SCH
with high potential and E(SCH;) determines the residual
energy of CH. While the distance among 2 different SCHs and
SN is equal, the SN is associated with CH with high energy.
The discovery of the routing stage using M-TAGOA is
constructed after the clustering stage to determine a data
transmission of SCH to BS.

3.5. Secure Routing Discovery Using M-TAGOA

The routing process is generated by 2 phases:
initialization and routing selection. T-MAWOA indicates the
data transmission path among CH and BS. The route discovery
is transmitted from source to BS, updated by each golf, and
the CH quantity in the relevant transmission is identical to
every golf measurement. To evaluate the data transmission
path, T-MAWOA employs the identical fitness function as
energy and distance.

3.5.1. Energy

The residual energy of the sensor node is computed by
incorporating energy depleted when a node is in every state,
which is determined utilizing Equation (24),

5 = Ejponr = —z”f’l(E,;;m)n (24)

Where T, represents the overall number of CHs.

3.5.2. Distance

According to CH distance, the distance among two nodes
is called the node’s distance. This distance is very short to
communicate efficiently. Distance among n~t" CH and o~t"
the neighboring node is formulated in Equation (25),

f6 Dxdls - : ZTtCh ZNnCh[l

xdis no] (25)

Ttch*Nnch

Where N,., determines total neighboring nodes. With
respect to the normalization process F(x)) is determined to
every function oc;, o,, %3, &, X, and o« which is expressed
in Equation (26),

F(x)) _— fl fmlTl

fmax fmm

(26)

Where frin @nd fr,q, represents minimum and maximum
values, which is formulated in Equation (27),

Minimum fitnes =g f5 +«, f6 (27)
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Where, Y2, «;=1; and o; €(0,1). In the routing
process, every inhabitant’s measurement is identical to the
number of CH (m). A route request data transmission is sent
from a source node to neighbor nodes for adjusting the route
identification procedure. At that point, the next node with a
greater fitness rating transmits data back to source CH via the
reverse path. Once a routing path is established, the source CH
receives the data from nearby nodes. After creating a routing
path, data transmission is initiated through a network.

3.6. CH Maintenance

To balance a load between clusters, cluster management
is significant to avoid node failure. CH handles
communication among SN and BS, optimizing network
energy efficiency by minimizing redundant transmissions. It
performs data aggregation and reduces the amount of
transmission data, which preserves energy. CH maintenance
ensures balanced energy consumption across the network and
extends the overall network lifetime. Also, it increases
network stability and reliability by preventing a single node
from a point of failure.

4. Experimental Results

In this section, the outcomes and comparative analysis of
the M-TAGOA approach are determined. The M-TAGOA is
proposed and simulated by utilizing MATLAB R2020b with
Windows 10 Operating System, i5 intel processor, and 64 GB
RAM. M-TAGOA is employed to achieve reliable and secure
data transmission over the WSN. Table 1 represents the
simulation parameters to determine M-TAGOA.

Table 1. Simulation parameters

Parameter Values
Initial energy 0.551J
Number of nodes 50, 100
Network size 200m x 200m
Packet size 4000 bits
Eelec 50n//bit/m?
Emp 0.0013pJ /bit/m?
&fs 10p] /bit/m?

4.1. Performance Analysis

The proposed M-TAGOA is determined with different
performance measures such as alive nodes, energy
consumption, dead nodes, First Node Dead (FND), Half Node
Dead (HND), Last Node Dead (LND), delay, throughput, and
Packet Loss Ratio (PLR). The proposed M-TAGOA is
analyzed with Distributed Energy-Efficient Clustering
(DEEC), LEACH, Developed DEEC (DDEEC), Threshold
DEEC (TDEEC), and Centralized LEACH (CLEACH)
because these existing approaches are determined by utilizing
similar specifications which are presented in Table 1.
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4.2. Alive Nodes

Figure 3 represents the performance of alive nodes
analysis for 50 and 100 nodes. In WSN, alive nodes are the
nodes that have the energy to establish data transfer. The
analysis compares DEEC, LEACH, TDEEC, DDEEC,
CLEACH, and M-TAGOA. The result shows that M-
TAGOA'’s alive nodes sustained longer than DEEC, LEACH,
TDEEC, DDEEC, and CLEACH due to energy existing in M-
TAGOA'’s nodes is preserved by avoiding malicious nodes
during SCH and routing selection. Also, energy is balanced by
CH maintenance, which allows the nodes to select the next
best node. Therefore, nodes remain active for up to 3200 and
8100 rounds for 50 and 100 nodes.

50, = .
\ DEEC
45} T L S L LEACH
TDEEC
40+ DDEEC
~ « . CLEACH
35} M-TAGOA | 4
g 30t
=3
(=}
Z 25}
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=
I 20}
15¢
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ol N L S | i H H J
0 500 1000 1500 2000 2500 3000 3500
Number of Rounds
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100 v
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9Fr B 1 eeeeeeess LEACH
TDEEC
80} DDEEC
~ = < CLEACH
70+ M-TAGOA | -
2 60/
=)
o
z 50+
(3}
=
< 40

2000 3000 4000 5000 6000 7000

Number of Rounds
(b) 100 nodes
Fig. 3 Performance of alive nodes

1000

0

4.3. Energy Consumption

Figure 4 denotes the energy consumption performance for
50 nodes and 100 nodes. M-TAGOA is determined with
different numbers of rounds, such as 0 to 3500 for 50 nodes
and 0 to 7000 rounds for 100 nodes. The outcomes show that
M-TAGOA attains less energy consumption due to golf
optimization, which adjusts clustering and routing decisions
based on present network conditions, preserves energy
depletion in certain areas, and distributes the load more
evenly.
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4.4. Dead Nodes

Figure 5 determines the analysis of dead node
performance. M-TAGOA is estimated with various numbers
of rounds like 0 to 3500 for 50 nodes and 0 to 7000 rounds for
100 nodes. When analyzed with DEEC, LEACH, TDEEC,
DDEEC, and CLEACH, M-TAGOA achieves fewer dead
nodes due to it ensures balanced energy consumption using
CH maintenance across nodes and its trust mechanism
prevents unreliable node selection.
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4.5. FND, HND, and LND

Figure 6 illustrates the performance analysis of FND,
HND, and LND. The number of rounds employed for 50 nodes
varies from 0 to 3500 and 0 to 5000 for 100 nodes. M-TAGOA
achieves a high FND, HND, and LND because of M-
TAGOA’s available energy in the nodes, which is enhanced
by balancing the energy usage via the selection of SCH and
routing process without malicious node interferences.
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Fig. 6 Performance of FND, HND, and LND
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4.6. Delay Analysis

Figure 7 indicates the performance of malicious node
analysis for 50 nodes. Delay represents duration of time
required to transmit data packets from source to destination.
The results show that delay of M-TAGOA is less than existing
approaches due to M-TAGOA accomplishes identification of
a secure routing path with reduced broadcasting distance
which effectively minimizes delay in the transmission of data.

4.7. PLR

Figure 8 denotes the analysis of PLR performance for 50
nodes and 100 nodes. PLR analysis observes that M-TAGOA
provides enhanced data delivery than DEEC, LEACH,
TDEEC, DDEEC, and CLEACH due to failure nodes and

malicious nodes are prevented in M-TAGOA, which assists in
reducing the packet loss in the routing procedure.

4.8. Throughput

The performance of throughput analysis for 50 and 100 is
determined in Figure 9. Throughput refers to the total packet
that is transmitted successfully from transmitter SCH. The
outcome reveals that M-TAGOA achieves high throughput
due to its effective clustering and routing mechanisms that
optimize the data transmission path and minimize
interference. It ensures that data is transmitted reliably and

with minimal delay, which increases overall network
throughput.
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Fig. 9 Throughput analysis for 50 and 100 nodes

4.9. Comparative Analysis

Table 2 demonstrates the different scenario specifications
based on different metrics. In the different scenarios, scenario
1 is for NF-SSOA [19], scenario 2 is for QGAOA [21], and
scenario 3 is for FAL [23] in comparison with M-TAGOA.
The M-TAGOA is configured to evaluate the performance for
the specifications mentioned in Table 2. Tables 3, 4, and 5
represent the comparison of M-TAGOA with NF-SSOA [19],
QGAOA [21], and FAL [23].

It shows that M-TAGOA outperforms existing
techniques. For instance, alive nodes in M-TAGOA for 100
nodes is 39 while FAL [20] has 32 alive nodes. Mitigating
malicious nodes by utilizing the trust metric in M-TAGOA
assists in avoiding unnecessary energy usage and packet loss
in WSN. Hence, the alive nodes of M-TAGOA are increased
when reducing the packet drop respectively.

Table 2. Different scenario specifications

Scenarios
Parameters
1 2 3
Area 1000 x 1000m? 1500 x 1500m 100 x 100m?
No. of Nodes 100, 200, 300, 400, 500 100, 200, 300, 400, 500 100, 150, 200
Initial Energy 1] 1] 0.5J

159



M. Venkata Krishna Rao & C. Atheeq / IJEEE, 12(1), 151-162, 2025

Table 3. Comparative analysis of M-TAGOA with NF-SSOA

Number of Nodes
Methods Performance Measures 100 200 300 200 500
Energy Consumption (mJ) 0.1 0.21 0.27 0.31 0.35
NF-SSOA [19] Throughput (mbps) 95 95 94 94 93
Delay (ms) 12 13 13 15 18
Energy Consumption (mJ) 0.05 0.15 0.10 0.22 0.26
Prgfé%" AM' Throughput (mbps) 98 99 96 96 97
Delay (ms) 9 10 10 12 15

Table 4. Comparative analysis of M-TAGOA with QGAOA

Number of Nodes
Methods Performance Measures 100 200 300 200 500
Delay (ms) 11.34 13.24 14.56 16.21 18.86
QGAOA [21] Throughput (%) 96 97 94 96 95
R Delay (ms) 10.59 10.24 11.30 13.55 14.39
Proposed M-TAGOA Throughput (%) 99 98 96 97 98

Table 5. Comparative analysis of M-TAGOA with FAL

Number of Nodes

Methods Performance Measures 100 150 200

Alive node 32 44 45
FAL [23] Energy (J) 0.14 0.108 0.091
Throughput (%) 91.10 90.08 92.25

Alive Node 39 48 49
Proposed M-TAGOA Energy (J) 0.25 0.364 0.267
Throughput (%) 98.15 96.32 96.14

4.10. Discussion

The advantages of the proposed M-TAGOA and the
limitations of existing techniques are discussed briefly in this
section. The limitation of existing techniques like NF-SSOA
[19] faces scalability challenges in large-scale networks due
to its dependence on specific neuro-fuzzy parameters, which
reduces its effectiveness as network size grows. Determining
accurate initial condition assignments for DST-WOA [20] was
challenging because network environments are inherently
subjective and uncertain, making it difficult to assign initial
conditions accurately. QGAOA [21] struggles to adapt to
dynamic network conditions and topology changes due to its
dependence on mutation strategies and quantum behavior.

Taylor C-SSA [22] lacks sufficient search space
exploration because of its dependence on Taylor series
expansion, which limits the algorithm’s ability to explore
diverse optimal solutions. FAL [23] suffers from slower
convergence rates because it depends on iterative processes
that take longer to find optimal paths, which leads to potential
inefficiencies in WSNs. The proposed M-TAGOA overcomes
these existing techniques' limitations. The M-TAGOA in
attaining secure and energy-efficient clustering and routing in
WSN is its multi-fitness approach, which optimizes node
selection and routing paths. This improves security through
trust thresholds by minimizing energy consumption.
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Therefore, it enhances overall network performance and
reliability. M-TAGOA addresses the limitations of existing
methods by ensuring scalability, adaptability, and energy
efficiency in dynamic WSN environments. Its multi-fitness
approach enhances security through trust thresholds and
minimizes energy consumption, extending network lifetime.
These advancements make M-TAGOA a robust solution for
practical applications like environmental monitoring and
smart cities.

5. Conclusion

In this research, the M-TAGOA is proposed to achieve a
secure and energy-efficient based clustering and routing
process in WSN. M-TAGOA selects a normal node as CH
depending on the trust, which has high energy, less
transmission distance, and equal balancing among clusters.
The balancing between clusters is performed to enhance the
energy in nodes. The secure routing path is generated using
M-TAGOA, which leads to reduced energy consumption and
enhanced data transmission security.

By performing this operation, the proposed M-TAGOA
achieves better performance. Compared to existing techniques
like NF-SSOA, the M-TAGOA obtains a lower energy
consumption of 0.05 mJ. In the future, advanced optimization
approaches will be considered for energy-efficient processes
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to prevent the network from other types of attacks. In this ~ which leads to reduced energy consumption and enhanced
research, the M-TAGOA is proposed to achieve a secure and data transmission security. Already discusses future
energy-efficient based clustering and routing process in WSN. improvements, including integrating advanced optimization
M-TAGOA selects a normal node as CH depending on techniques for energy efficiency and enhanced security
thetrust, which has high energy, less transmission distance, measures to prevent various network attacks. However, per the
and equal balancing among clusters. The balancing between  reviewer's suggestion, these points will be consolidated into a
clusters is performed to enhance the energy that exists in dedicated "Future Work" section for better clarity and
nodes. The secure routing path is generated using M-TAGOA, emphasis.
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