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Abstract - Cloud computing has revolutionized business, enabling businesses, particularly e-commerce, to deliver excellent
customer service. The significant increase in competitive and persistently progressing business environment has necessitated e-
commerce to adopt this modern transformative technology. However, adopting this current technology by e-commerce to
advance their business in terms of operation and value comes with numerous business opportunities and challenges. This study
adopted the PRISMA protocol to systematically analyze the literature on the potential business opportunities and challenges of
enterprises adopting cloud computing in e-commerce. The findings showed numerous potential business opportunities and
challenges mitigating enterprise cloud computing adoption in e-commerce. The study suggested practicable solutions to the
challenges that will enable smooth integration of cloud-based e-commerce for a successful and blooming performance in the

dynamic market if implemented.
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1. Introduction

Due to the advent of advanced technologies, the Internet
has been a major transformative platform for businesses,
from conventional physical retail locations to E-commerce
stores. [1].Using digitalization or the Internet in business
operations is known as E-commerce [1]. These advanced
technologies, especially cloud computing and digitalization,
have revolutionized business ‘modus operandi’ in terms of
communication and flow of information. The need for
businesses to cater to consumers’ pressing needs and
preserve market relevance steered them to adopt cloud
computing to reinforce and complement their adopted e-
commerce [2]. Cloud computing is a technological platform
where users can access, use and pay for hardware and
software resources on the Internet. It uses cloud-based
servers and networks for data storage and accessibility [69].
It provides scalability, easy accessibility, cost-effectiveness
and flexibility to wusers [69]. E-commerce involves
transactions for purchasing and selling goods and services on
the Internet. It primarily entails Business-To-Business (B2B)
and Business-To-Consumer (B2C) models [68]. Cloud
computing has established a good background and blueprint
for e-commerce by providing scalability and virtualization in
resource utilization on the internet. This paradigm shift gives
businesses the leverage to employ the benefits of modern
technologies in simplifying their routine operational
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procedures and fostering sustainable growth [3]. Being
widely accepted as the next paramount revolution in the IT
sector, cloud computing has been exceptionally accepted and
endorsed in e-commerce, positioning this sector for giant
strides, unprecedented growth, innovation and expansion [3].
The springing up of cloud computing has provided a
harmonious and flawless environment for collaboration,
resource distribution and productive interaction among e-
commerce businesses for sustainable and innovative growth
[2]. The advantages of cloud computing to e-commerce
cannot be overemphasized; it offers reformed data analytics,
reduced operational costs, and excellent scalability and
customer support facilities [4]. This gives e-commerce the
leverage to optimize their supply chains, customize their
market approach and react quickly to market variations
without jeopardizing performance and efficiency [4].
However, despite these benefits of cloud computing to e-
commerce, numerous challenges such as security, data
privacy regulation, integration intricacies, high costs of
migration and operation, global access and connectivity, and
reliability affect its adoption [5]. In addition, the recent
regulatory conditions for data protection and transfer across
different borders pose another complexity and challenge for
businesses operating in multiple jurisdictions to embrace
cloud computing [6]. Despite the aforementioned
transformative positive outcomes and opportunities of e-
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commerce cloud integration, limited literature addresses both
business opportunities and the difficulties of cloud-based e-
commerce. Most existing literature narrowly focuses on
cloud security and threat, performance, protection, and threat
mitigation strategies. This limitation creates a critical
research gap that results in uncertainty in decision-making on
how enterprises can work through the challenges of cloud
computing adoption to make cloud computing decisions by
optimizing the full benefits and opportunities of cloud
computing. Looking at the present and future advantages of
cloud-based e-commerce, there seems to be a pressing need
to systematically review the difficulties and benefits of
adopting cloud computing by e-commerce. This review will
provide a full understanding of the business benefits and
drawbacks of adopting cloud computing technology,
enabling e-commerce to improve its adoption strategies and
overcome the adoption challenges. A thorough understanding
of these challenges and opportunities is crucial, enabling e-
commerce businesses to fully utilize the advantages of cloud
computing and maneuver the challenges of cloud computing
adoption to make decisions pivotal to the growth and
progress of their businesses [7].

Research evidence exists on various aspects, such as
prospects, challenges, and factors affecting cloud technology
adoption by countries, SMEs, and sectors such as education
and industry [8], but limited studies on the business
opportunities and obstacles to enterprise incorporation of
cloud computing in e-commerce. This paper will add to the
current knowledge by combining and harmonizing the
existing knowledge of the business opportunities and
drawbacks to enterprise incorporation of cloud computing in
e-commerce. Clarifying these adoption opportunities and
barriers will allow consultants, policymakers, researchers,
and professionals to enable decision-making to promote this
transformative cloud technology in e-commerce.This paper,
which focused on the systematic review of previous research
on the business challenges and opportunities of enterprise
cloud computing technology incorporation in e-commerce,
aims to unravel the understanding of the business
opportunities and barriers to enterprise adoption of this
cloud-based technology in e-commerce to adopt strategies
and intervention for cloud computing by e-commerce. The
study aims to provide to address the following questions

e What are the business opportunities of enterprise cloud
computing adoption in e-commerce?

e What are the business challenges of enterprise cloud
computing adoption in e-commerce?

2. Related Works
2.1. Types of E-commerce

Several researchers have identified five different
categories of cloud-powered e-commerce. The classification
is based on their licensing model, sales situation and data
interchange of e-commerce enterprises (Table 1)

Table 1. Categories of cloud-based E-commerce
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Licensin . . Data
Model ’ Sales Situation Interchange
Locally hosted | Business-to-Consumer | Integrated E-
E-commerce (B2C) commerce
Software-as-a- Business-to-Business Integrated E-
Service E-
(B2B) commerce
commerce
Open source E- | Consumer-to-Business Integrated E-
commerce (C2B) Consumer-to- commerce
platforms Consumer (C2C)
[Source: 2]
Business-to-Business ~ (B2B) and  Business-To-
Customers (B2C) face many challenges affecting

productivity, competitiveness, and delivery. Some challenges
are common to all e-commerce, while others are specific.
The common challenges are infrastructural issues related to
internet and connectivity speed, limited technological
knowledge and skills among targeted customers, and the
need for essential facilities such as reliable warehouses and
good transportation networks [72]. Another challenge is
regulation connected to the protection and confidentiality of
customers’ information and purchase rights [73]. Customer-
related challenges include lack of proper product awareness
[74], accessibility and availability of products [75] and
product affordability [76]. Specifically, the primary
challenge of B2B is complex transactions that cut across
orders, pricing, and negotiations. Selco Builders Warehouse
used a streamlined process to simplify the purchase of their
contractors [77]. At the same time, B2C strives to solve the
problem of prompt and efficient delivery of products during
peak purchasing periods [78]. Inter-boarder transactions are
also a challenge for cross-border e-commerce due to
complexity; China’s cross-border e-commerce is being
affected by these complex trans-border challenges [79]

2.2. Cloud Computing Models

There are three major cloud technology models offered
by cloud computing to e-commerce: Infrastructure as a
Service (laaS), Platform as a Service (PaaS), and Software as
a Service (SaaS) [Figure. 1]
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Fig. 1 Cloud computing technology models. [80]
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Software-as-a-Service (SaaS) employs utilizes the
internet to allocate software to e-commerce cloud users,
enabling them to access applications and data storage
facilities on the internet without going through the stress of
installing physical gadgets [10]. Platform as a service (PaaS)
establishes a platform for seamless application launching,
maintenance and deployment to e-commerce cloud users
[11]. Infrastructure as a service (laaS) provides cloud online
users with virtual hardware and software resources. This
enables e-commerce to scale through the costs of purchasing
servers, data centers, computer hardware and space [12].
Another new model applicable to e-commerce is Container
as a Service (CaaS), which establishes an environment for
initiating, operating and  monitoring  containerized
applications for e-commerce cloud users [18].

2.3. Cloud Computing Trend in E-commerce in the Post-
2020-Era

Cloud computing has been a transformative technology
for e-commerce over the years. Nevertheless, the cloud
computing world keeps evolving with new technologies to
mitigate the identified challenges of global adoption and
usage of cloud computing. New trends that make cloud
computing beneficial to e-commerce in terms of efficiency,
adaptability, and competitive advantage in the post-2020 era
have been invented. These trends include:

2.3.1. Edge Computing

The paradigm of edge computing as being [57] is a
recent cloud model that concentrates data processing closer
to the network edge. The concept of edge computing is to
shift cloud computing to the data’s point of origin and enable
cloud providers to transfer the workloads and active tasks
from various applications to the cloud edge, thereby reducing
latency and efficiency and accelerating the transfer of data
[57]. Edge computing enables the storage and processing of
e-commerce data at the point of generation near the network
edge without interfering with the cloud computing platform
[58]; this offers quick data response and processing, closer
interaction with users, improved intelligent applications and
improved data transmission. Also, the glitches and risks
associated with e-commerce data uploading to the cloud are
minimized with edge computing since it handles data
processing locally; this ensures data security, privacy and
integrity, which are complicated with traditional cloud
computing [58]. The massive cost of uploading e-commerce
data to the cloud is eliminated with edge computing since it
uses less bandwidth. This gives edge computing an edge over
cloud computing regarding energy efficiency and operational
expenses [59]

2.3.2. Hybrid and Multi-Cloud Strategies

A blend of private and public clouds in a single cloud
model, which enables businesses to optimize the usage of
each cloud, constitutes a new cloud computing trend known
as the hybrid cloud model [60]. The private cloud is widely
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known for its security advantage and is used for sensitive
data requiring high security. In contrast, the public model is
widely used for less sensitive data but is highly scalable and
cost-efficient. The hybrid cloud allows e-commerce to
navigate through the two cloud models for their specific
advantages: The private cloud is often used for storing
confidential data, and the public cloud is for large-scale web
hosting [61]. The multi-cloud approach entails utilizing
multiple cloud providers for various business needs to
improve business efficiency, productivity and reliability as
tasks are distributed to different cloud providers to avoid
service disruption and ensure continuous service delivery
[60]. The primary benefit of these strategies to e-commerce
is business versatility. E-commerce can select and use any
cloud model of their choice based on their timely and
immediate needs, and they also give room for e-commerce to
take advantage of the best services offered by different cloud
providers for their specific needs [60]. For example, Google
Cloud efficiently uses data analytics, while AWS offers the
best machine learning features [60].

2.3.3. Adoption of Containerization

Containerization is an efficient technology that has
modernized how software is deployed and developed [62].
Containerization enables efficient packaging and delivery of
applications across different cloud platforms, edge and loT
[63]. Adopting containerization technologies in e-commerce
eases the activation and operation of applications, which
enables consistency and makes it easier to move applications
between different e-commerce cloud models, thereby
ensuring efficient security, scalability and a faster rate of
application load times [64].

2.3.4. Artificial Intelligence and Machine Learning Cloud
Incorporation

Automation in cloud computing technology is to
enhance decision-making in e-commerce and will solely
make use of artificial intelligence and machine learning from
2020 and beyond. Machine learning and artificial intelligence
foster automation for routine, repetitive tasks on a large scale
better than non-automated cloud computing [66]. The
automation processes in e-commerce entail utilizing
innovations like artificial intelligence and machine learning
to manage business infrastructure, deploy business software
and simplify e-commerce hybrid and multi-cloud
environments [67]. This fosters faster business operation,
efficiency and accuracy.

2.3.5. Disaster Recovery as a Service (DRaaS)

This new cloud-based technology provides highly
reliable, efficient and affordable disaster recovery for SME
businesses, including e-commerce [65]. It is a promising
future cloud technology that ensures no loss of e-commerce
data and activates quick data recovery by utilizing cloud
protocols such as iSCSI to copy database transactions.
DRaaS ensures e-commerce stability and continuity through
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reliable data protection and provides continuous and smooth
e-commerce business operations [65].

2.4. E-commerce Cloud Security Vulnerability and
Mitigation Strategies

Adopting cloud computing as a transformative agent in
e-commerce offers many opportunities and benefits.
According to [81], this adoption comes with new security
risks and vulnerabilities that injure customers’ sensitive and
vital information. Therefore, [82] emphasized that as e-
commerce depends on cloud computing, reliable strategies
must be implemented to protect this information to attract
and retain customers.

2.4.1. Data Breaches

The data breach in e-commerce cloud computing refers
to the unpermission of access to sensitive customer data,
including sensitive financial information [83]. It endangers
the reputation of e-commerce and results in capital loss [84]
as well as customers [85] and a potential decline in product
prices [86]. These damages posed by data breaches create a
persistent need for e-commerce to protect cloud data. It was
reported that a data breach launched in 2013 exposed about
40 million credit cards and about 70 million customer names,
addresses, contact numbers and emails [87].

2.4.2. Insider Threats

These refer to significant risks to e-commerce cloud
security arising from organizational staff due to their
malicious or careless actions. Individuals may be employees,
contractors, or business stakeholders [88]. These insiders
misuse their access deliberately or accidentally, leading to e-
commerce challenges such as business disruptions, data
leakages and financial loss [89, 90].

2.4.3. Distributed Denial of Service (DDoS) Attacks

This is used to describe dangerous attempts to the
normal function of a cloud system through malicious traffic
to congest the e-commerce servers or networks, causing
inactivity of the cloud. This congestion often causes resource
overloads, making it unavailable or giving slower responses
to users since the cloud applications are designed with a
specified threshold of activities [91].

2.4.4. ldentity Theft

This refers to a security risk of e-commerce customers’
accounts in the cloud; this occurs when hackers gain access
and hijack customers’ accounts, leading to harmful actions
such as stealing customers’ identities, data manipulation and
service disruption [92].

2.4.5. Malicious Code Injection

Malicious code injection, known as malware injection,
occurs in the cloud system of e-commerce when attackers
insert harmful code into the cloud system to damage the
security and trustworthiness of e-commerce cloud data and
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services. This malicious injection weakens and takes
advantage of the weakened cloud system, impacting many
users [34]. The strategies for mitigating these security
vulnerabilities include implementing a strong encryption
code system, which is critical in protecting against
cyberattacks within the e-commerce cloud by encrypting
sensitive data and turning them into a secured format
inaccessible to unauthorized users. This ensures data safety
and privacy, preventing it from interception, manipulation
and theft [94]. Similarly, e-commerce can use Multi-Factor
Authentication (MFA) to help e-commerce enforce and
restrict unpermitted access and insider threats and protect
data from breaches [40].

Furthermore, the practice of regular security auditing,
which entails access routes checking, system settings and
security measures to identify potential weaknesses or unusual
activities, is essential for reducing cyberattacks in the e-
commerce cloud [93] and, finally, effective use of
Application Programming Interfaces (APIs), which entails
the wuse of strong authentication, authorization and
accessibility methods such as OAuth and data encryption
during data transmission are effective in preventing cloud
attacks such as Dos or code injection [41]. Practical and
Properly designed APIs protect e-commerce from
unauthorized access, data breaches and other security
vulnerabilities that can affect e-commerce cloud-based
information [98].

2.5. Theoretical Framework

The Unified Theory of Acceptance and Use of
Technology (UTAUT) and Technology-Organization-
Environment framework were selected for the theoretical
framework of this review. The UTACT focuses on
performance, social impacts, and enabling factors as
indicators of technology acceptance [55]. At the same time,
the TOE framework explains the benefits of technology use
and adoption in terms of technology, organization, and
environment [56]. The application of UTAUT to business
opportunities and challenges of enterprise cloud computing
technology incorporation in e-commerce are reflected in
factors such as user’s acceptability of cloud provider
efficiency, while TOE examines the cloud computing
technology integration in terms of scalability, protection,
business size, resources and supports

3. Materials and Methods

The research adopts a qualitative approach to synthesize
and analyze previous articles on business challenges and
opportunities of enterprises integrating cloud technology in
e-commerce. The research employed recent literature from
online databases practicable and suitable resources for
reviewing the business challenges and opportunities of
enterprise cloud computing adoption in e-commerce.
Databases used as the main data sources are ScienceDirect,
SpringerLink, ACM DL and IEE explore.
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Table 2. Summary of database query strategy

Database/Sources

Search Terms

ScienceDirect, SpringerLink, IEEE explore, ACM,
DL and Google scholar.

Enterprise cloud computing adoption in e-commerce opportunities and

challenges.
OR

Enterprise cloud computing adoption in e-business adoption benefits

and challenges.
OR

Cloud computing adoption in e-business adoption benefits and

problems.
OR

Enterprise cloud computing adoption in e-commerce adoption

advantages and issues.
OR

Challenges of problems and opportunities or benefits of cloud

computing adoption in e-business or e-commerce.

These databases were chosen for their eligibility in
sourcing and providing articles from multiple compilations
of academic journals. They also allow researchers to select
suitable articles that provide answers to the research
questions [13]. Google Scholar screened the articles for
search terms, keywords, and phrases. Articles from peer-
reviewed journals published from 2017 through 2024 were
searched to emphasize the most current literature related to
the topic. Terms included in the searches are e-commerce,
business opportunities, business challenges, and enterprise
cloud computing adoption. Alternatively, words synonymous
with the search terms were used for better results. The
alternative synonyms include e-business, business issues or
problems, business advantages, and SME cloud computing
acceptance. The search process incorporated Boolean
operators ‘AND’ to combine different terms to form one
keyword search. Also, the “OR” operator was used as an
alternative to the search words (Table 2). The articles were
screened and selected to meet inclusion and exclusion
criteria. The screening process is restricted to peer-reviewed
articles published between 2017 and 2014. Outdated articles
were not considered because of the constantly evolving
nature of cloud computing. Only the most recent articles
were included in the screening process to ensure that
accurate and updated conclusions about business
opportunities and challenges of adoption of cloud computing
in e-commerce were drawn from the review. Bias during the
review process was minimized by developing well-structured
research questions before the database search and minimized
by cross-referencing to avoid partial conclusions,
considering only articles published in English and peer-
reviewed. All opportunities and challenges were considered.
The identification, screening and selection procedure for the
identified 13 appropriate articles are shown in the PRISMA
flowchart in Figure 2. Relevant data was recovered from the
selected literature with Microsoft Excel; information
retrieved from the relevant data includes authors’ names,
research titles, research aim, research methodology, and
findings.
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Around 428 studies were found from searches across all
four databases initially after applying search filters. These
results only show a rough estimate with duplicate studies
included. The review of [70] and [71] had a rough estimate
of 2,774 and 52 430 articles, respectively, initially, but were
later streamlined to 44 and 127 articles suitable for analysis
by PRISMA. Using PRISMA helps researchers improve
transparency and avoid unnecessary reading by focusing on
studies that genuinely contribute to the research [71] After
collecting the 428 studies, 289 duplicates were found and
removed, leaving 139 studies. An additional 40 studies were
excluded based on ineligibility, leaving behind 99 studies for
article retrieval. Only 53 studies were retrieved and reviewed
based on their abstracts and findings.

Any studies that did not mention enterprise cloud
computing technology incorporation in e-commerce or
business opportunities and challenges in the abstract or key
findings were excluded to avoid bias and ensure that only
relevant studies totaling 13 were included for the full study
review. Qualitative thematic analysis of themes from the
articles was adopted to identify the current business
opportunities and difficulties limiting cloud computing
technology integration in e-commerce. Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA)
are mapped out to ensure explicit and dependable results of
systematic reviews and meta-analyses [14]. PRISMA
provides a simpler and more reliable means of ensuring an
open systematic review [15]. (Figure 1)

3.1. Ethical Considerations

Since systematic reviews rely solely on secondary data
from reputable journals, they require less ethical
consideration. The issue of plagiarism was avoided by giving
full credit to the authors and secondary data from the articles.
The principle of reliability, integrity, and trustworthiness was
ensured in the study. Articles used for this study were
obtained from reliable, credible, and freely accessible
databases.
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Study identification from databases ]
s
= Records identified from Databases: )
£ (ScienceDirect , SpringerLink, IEE Explore, [—» Duplicate records removed (n = 89)
e ACM DL) n=428
(<5}
©

— ‘

)
Records subjected to title, Abstract:& paper Records excluded: (n = 40)
keywords (n = 139)
=4
s Full-text reports sought for retrieval:(n =99) |~ | Reports not retrieved: (n = 46)
=
(2]

|

Full-text reports assessed: (h = 53) —P>

Reports excluded:

e  Focused on others outside e-

- 7 commerce (h = 20)

e  Concentrated on other issues rather
than opportunities and challenges (n

e Insufficient detail for synthesis (n =

s 9)

= Included articles for review. (n = 13)

3

Fig. 2 PRISMA Flowchat (15)
The accurate report of studies from peer-reviewed 4. Summary of Key Findings

journals ensured the credibility of this StUdy. [16] A total of 13 articles meeting this review’s inclusion
PRISMA’s emphasis on transparency and copiability criteria were finally selected and included (Tables 3 and
ensured adherence to PRIMA’s guidelines for reliable, 4). (Figure 3)

impartial, and trustworthy systematic reviews.

Year of publication
2026
2024
2022
2020

2018
2016
2014
26 19 17 27 43 44 45 46 47 48 49 50

2012
Articles 29

Fig. 3 Details of reviewed article
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SIN Quality Assessment Criteria Rating Scale
1 Does the study concentrate on the specific area of research? Yes=1, NO=0, Partly=1
2 Does the study focus on enterprise cloud computing adoption in e-commerce? Yes=1, NO=0, Partly =1
3 Does the study focus on busmes_s opportunities of enterprise cloud computing Yes=1, NO=0, Partly =1
adoption in e-commerce?
4 Does the study focus on the bu5|_nes§ challenges of enterprise cloud computing Yes=1, NO=0, Partly =1
adoption in e-commerce?
Table 4. Summary of key findings from selected articles in the Data extraction table
Author(s) Title Aim Study Design Key Findings
To explore the main drivers
behind the growth of smart o Robustness, complexity, breach of data
Smart e-commerce e-commerce systems, Quantitative . :
} . . ; . privacy, and reduced data quality were
[29] systems: current status | including 10T, social media, and h it . .
9 . o identified as challenges associated with
and research challenges mobile internet, big data Qualitative smart e-commerce systems
analytics, and cloud Y '
computing.
1. E-commerce management using
cloud computing enables improved
Cloud Computing To analyze the evaluation and decision-making
based E-commerce effectiveness of the strategies related to e-commerce
[26] Management On designed Cloud Computing Qualitative. security.
Transaction Security E-commerce Management 2. CCECM stops the danger of data
Concepts. System (CCECM). loss associated with e-commerce and
enables accuracy in policy making
and result discussions.
The economic . . The identified benefits are affordable
advantages of adopting To analyze the economic -
. I operational costs, lower cost of assets
[19] cloud-based e- impact of cloud-based e- Qualitative. L
. . and prompt accessibility to software
commerce for SMBs in | commerce on Indian SMBs.
- . and hardware.
India’s service sector.
Contributing factors to The identified benefits of e-commerce
cloud computing To analyze the key factors are additional financial value,
adoption in e- impacting the adoption of improved business modus operandi,
[17] commerce in cloud computing for e- Qualitative. and improved customer service. The
developing nations and commerce in developing challenges are noticed in terms of
implications for countries. security, customers’ consent, and
Indonesia. stakeholder support.
The identified challenges of adopting
. To review and analyze cloud computing in e-commerce
Cloud computing . . .
L related issues and included security concerns,
Adoption: A short . . o L S
[27] - . challenges associated with Qualitative | accessibility problems, data limitations,
review of issues and - . .
e-commerce adoption of regulatory challenges, service provider
challenges . T .
cloud computing. selection issues, and technological
delays.
Assessment of Cloud o The_analyz_ed barriers are security,
S To evaluate the difficulties business size and type, economic
Computing in E- . . - . o
[43] Commerce in adopting cloud Qualitative value, infrastructure, political and legal
S computing for e-commerce. issues, cloud computing ecosystem and
Applications X :
customer satisfaction.
Study on the E- To study the factors that The performance challenges are data
[44] commerce Perf_qrmance affect the performance of o security and privacy, organizational
' of SMEs Utilizing Qualitative ’

Cloud Computing
Platforms

cloud-based e-commerce
operations.

size and category, and cloud
technology framework.

45




Ifeanyi Amuche Ilochonwu / 1JEMS, 11(12), 39-54, 2024

Investigation of E-
commerce security
evaluation using a

To evaluate the security
situation of ecommerce

Security and cloud computing
environment are the key obstacles to e-

[45] combined weighing under a cloud computing Quantitative commerce utilizing cloud computing
method in cloud-based environment infrastructure.
environments
Influencing Elements
for Cloud Computing To study the significant The findings highlighted that the main
[46] Integration in Small factors influencing cloud Qualitative challenges to cloud computing
and Medium E- computing integration in e- adoption are business demands, cost
Commerce Enterprises commerce SMEs concerns, security, and reliability.
in Jordan
C!I('):cdhgglr:;; ?r?g To assess the positive The benefits are reduced opgra}:!onal
[47] Development impacts of adopting cloud Qualitative ng)ﬁbﬂ?tta ;ﬁ(ao::;z’niggegsfrggg’n
E-Business (Literature computing in E-business y q P
Review) speed.
The benefits are collaboration and
Cloud computing To examine how cloud experilrgfaer?t;ﬁ;)%n,eI:\r/]i?:)/ﬁf”ln(:anng:dimpact
[48] empowe_ring e _computi_ng i_s transforming Qualitative reduction financ’;ial benefit, scalability
commerce innovation innovation in e-commerce d { . N
ata backup, advanced data analysis
and customization.
Cloud Computing in E- scalability, accessibility and easy
Cloud-Enabled E- _ management. Security and privacy,
[49] commerce and suggest a Qualitative L A
Commerce suitable E-commerce connectivity, rellab_lllty_, data storage
framework based on cloud and service information issues were the
technology. challenges.
The contributions of cloud computing
E-Business Data To analy_ze t_he role of cloud to e-commerce r_nanageme_nt were
Processing System computl_ng in e-commerce o erX|t_)|I|ty, _el_‘flment securlty_, data
[50] Implemented In Cloud and its mplementa_tlon in Qualitative processing ability and economic value.
Computing managing enterprise e- The challenges were security, cost,
commerce operations cloud computing environment and data
storage.
Table 5. Key findings on opportunities of enterprise cloud computing adoption in E-Commerce
S/IN Theme on Opportunities Supporting Authors
1 Economic and financial value [19],[17], [47], [48], [49]
2 Improved customer services [17]
3 Easy scalability and improved performance [17], [48], [49]
4 Improved decision making [26]
5 Data accuracy, security and backup [26], [47],[48]
6 Accessibility and availability [19], [471, [49]
7 Flexibility [471,[50]
8 Business speed and agility [47],[48]
9 Infrastructure [48]
10 Advanced analytics and personalization [48]
11 Improved collaboration and Integration [48]
12 Excellent innovation and experimentation [48]
13 Environmental impact limitation [48]
14 Easy management [49]
15 Excellent data processing ability [50]
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Table 6. Key findings on challenges faced by enterprises in adopting cloud computing for e-commerce

SIN Theme on Challenges Supporting Authors
1 Security and privacy [43],[44],[45], [46],[29], [17], [271, [49].[50]
2 Connectivity and open Access [27], [49]
3 Enterprise type, need and size [43], [44], [46], [29]
4 Stakeholder support [43]
5 Political, Regulatory and legal issues [27], [43]
6 Customers’ satisfaction and acceptance [171,[43]

5. Discussion of Key Findings

Cloud computing is one of the evolving technologies
that provide transformative opportunities to e-commerce in
terms of productivity, success, and growth. However, its
adoption is still mitigated by numerous challenges identified
in previous research [48]. The findings from this study
revealed numerous business opportunities and barriers to
implementing cloud computing in commerce enterprises to
answer the following research questions: What are the
business opportunities for enterprise cloud computing
technology integration in e-commerce? What are the
business obstacles to enterprise cloud computing integration
in e-commerce? The findings from this study identified
revealed seventeen (17) business opportunities for this
adoption. The economic and financial value theme comprises
affordable operational and lower asset costs.

Economic opportunities offered by the implementation
of cloud computing in e-commerce can be explored by an
enterprise through financial value generated through a
reduction in the cost of physical infrastructures, in the cost of
the asset from some basic quality of cloud computing
architectures, such as self-service on demand, rapid
adaptability, resource pooling, and broad network access
[17,19, 47,48,49]. The incorporation of cloud computing
technology in e-commerce is beneficial in lowering
operational costs compared to the conventional method, and
this is supported by the study of [19], which recorded a
remarkable reduction in operational and asset costs as a
result of the incorporating cloud technology services offered
by Amazon Web Services by some Indian service small to
medium businesses (SMBs). This reduction due to limited IT
platforms, which raises expenditure via purchase and
maintenance, has led to increased access to the market and
productivity. The lower cost of cloud computing maximizes
profits and enables enterprises’ survival in the ever-dynamic
e-commerce environment. The theme of scalability and
improved performance is highlighted in the study as crucial
for enterprises as it makes them appealing in terms of cost
and resource optimization [17, 48, 49].

Scalability improves the performance and adaptability of
enterprises of all sizes adopting cloud computing in e-
commerce to fluctuating resources and congestion of
customers’ applications {20, 21]. The flexibility benefits
offered by scalability provided by cloud computing ensure its

47

compatibility with all business enterprises [21] and
adaptation to dynamic business environments [49].The
review findings showed that accessibility and availability are
essential opportunities cloud computing offers e-commerce
enterprises [19,47,49]. Cloud computing is accessible and
available on any smartphone and internet-enabled devices,
enabling customers and clients to access services and
products offered by enterprises [49]. Data accuracy, security,
and backup describe the business opportunities of enterprise
cloud computing adoption in e-commerce [26, 47, 48]. Since
businesses rely on IT to store information, these IT are prone
to virus attacks, manipulation and data loss, damaging the
reputation of the information stored by enterprises over the
years. [26]. Using cloud computing technology to store
enterprise data ensures its security, accuracy, and retention.
Business flexibility and dexterity are also enterprise cloud
computing opportunities [47, 48, 50]. The excellent backup
advantage of cloud computing is laudable due to the ease of
storing data in several locations to guarantee security,
protection and data recovery [48, 53]. The flexibility enables
enterprises to access the cloud technology irrespective of
their resources, itinerary and financial strength. [48, 50].
Additionally, the speed of enterprises is improved by cloud
computing, which makes services and production quicker
than the conventional way of operation. This agility is
possible due to the versatility of the infrastructure provided
by the cloud model, which can add, move and change
enterprise applications based on needs [47].

The findings from the review also revealed that
improved customer service and decision making,
infrastructure and analytics and personalization are great
opportunities offered by cloud technology incorporation in e-
commerce enterprises [17, 26, 48]. The adoption of cloud
computing in e-commerce builds the capacity. It enables
enterprises to advance in their customer service, which they
would not have achieved due to technological difficulties,
limited professionals, and cost limitations when using
conventional methods pivotal to customer service e-delivery
[17]. Similarly, the global competition for productivity in e-
commerce makes it unarguably important for enterprises to
adopt advanced technologies such as cloud computing to
remain competitively relevant. The major persistent issue to
be addressed by these global enterprises is the multi-criteria
decision-making (MCDM) challenge. The study of [26]
revealed a suitable approach to the cloud model that aids
decision-making, prevents data loss risks and enhances result
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analysis to this challenge. This is Cloud Computing- based
E-commerce Management (CCEM).

The approach identifies SaaS as the optimal solution to
this challenge and other challenges, such as business needs,
and applies to small- to medium-sized e-commerce
enterprises [26, 52]. The findings of [48] also revealed that
cloud computing technology implementation in e-commerce
enables excellent customer service and experiences in
steering through network congestion with ease and attends to
versatile  customer  requests  through  progressive
customization and analytics to enable excellent service
delivery. Furthermore, [48] emphasized that incorporation,
partnership, experimentation, creativity, and environmental
pollution reduction are excellent opportunities offered by
cloud computing adoption in e-commerce. Cloud computing
enables collaboration with cloud third-party services such as
PaaS, SaaS and laaS for efficient incorporation, simplifying
enterprise business operations and improving customer
satisfaction and business growth. Implementing cloud
computing technology in e-commerce creates a platform for
innovations, new ideas and insight, which allows enterprises
to keep up with competition in a rapidly transforming market
[48]. Incorporating cloud computing in e-commerce helps
enterprises minimize environmental pollution and have an
eco-friendly environment due to reduced energy usage [48].
This also ensures the proper monitoring of the enterprise
environment and drives a more sustainable, eco-friendly
enterprise [54]. Finally, easy business management, efficient
security and data processing and economic value are also
excellent opportunities identified as themes in themes. Cloud
computing empowers e-commerce with excellent data
processing proficiency, making enterprises stand out in e-
commerce operations [50]. Through a running server, cloud
computing can network thousands of computers and gadgets
and provide a wide range of data computing and analyzing
tools for numerous customers who cannot complete their
requests on a single device [50]. This proficiency in data
processing offered by e-commerce enables an excellent and
simple way of managing business and promotes the
economic value of enterprises.

However, the numerous excellent business opportunities
embedded in cloud computing and its adoption by e-
commerce are limited by several challenges that can be
mitigated. The study [17, 27, 29, 43, 44, 45, 46, 49, 50)
revealed that cloud security and privacy are the major
challenges of cloud technology incorporation in e-commerce.
Securing cloud services encompasses data security, privacy,
confidentiality and accessibility [24]. The security issue has
become a serious worry in the cloud computing environment,
and numerous scholars have considered this challenge
critical for cloud applications and data [4]. The security of
business and technology information stored on the cloud is
prone to attacks during data processing or creation due to the

48

accessibility of attackers to the firewall where this

information is located on the cloud providers [5].

Recent findings from the research show that developing
a lasting solution to this great challenge is a big task for all
cloud researchers [7]. Cloud attackers target business
processes such as program usage or interactions between
cloud providers and users to stop the flow of information or
manipulate and destroy data involved in business
transactions [7]. Enterprises often feel that security in cloud
computing is not guaranteed because of fear of losing or
exposing confidential and delicate information due to cloud
computing vulnerability. This is why enterprises are
unwilling to adopt cloud computing [33]. One of the cloud
computing business models involves the distribution of
important resources such as data, programs, and storage
among cloud customers, which can jeopardize data
confidentiality through data breaches caused by careless
internet data control policies, data breaches, Denial of
Service (DoS), Malware and susceptible control of
Application Programming Interface (API) resources [34,
35]. Data confidentiality, integrity, and privacy can be
suffered by enterprises adopting cloud computing because
data can be archived globally and distributed among cloud
users. Researchers have recommended some mitigating
strategies for this cloud menace. The study of [34] suggested
identity and access management (IAM), which enables users
to access the cloud only as one of the means of ensuring
cloud security for e-commerce[38, 39]. Encryption and web
application firewall (WAF) encryption ensures cloud security
by converting stored and processing enterprise data to
unreadable format, while WAF controls cloud congestion to
ensure cloud security [38, 39, 34, 41 & 42]. Business
enterprises’ nature, size, and need also limit cloud computing
incorporation in e-commerce [29, 43, 44, 46]. The enterprise
can be a small and medium enterprise (SME), business-to-
business (B2B) enterprises, larger enterprises, customer-to-
customer (C2C) enterprises, business-to-customer (B2C)
enterprises, e-marketplaces, and mobile e-commerce.
Choosing cloud computing in the e-commerce aspect of any
enterprise depends on the customers and services rendered
by the enterprise. Several researchers have recommended
SaaS for SME, C2C and B2C enterprise [30], as it offers a
model that fits the enterprise’s nature and goal [32] with
excellent flexibility and a reduced running cost. Similarly,
[36] recommended PaaS and laas for larger enterprises such
as B2B and e-marketplaces for efficient service delivery to
vast and numerous customers [36]. The uncertainty,
complexity, and excesses in customers’ demand without
considering the changing, elaborate, and diverse nature of
enterprises adopting cloud e-commerce can impact the
robustness of cloud-driven e-commerce and impair the
efficiency of the cloud system. For instance 2021, Taobao’s
online shopping application collapsed due to multiple
shoppers trying to cash in during the Chinese BDouble
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Eleven shopping festival [29]. Another critical challenge is
the cloud computing environment [43, 44, 46, 50].

Issues such as cloud architecture, platform, and cloud
application have been extensively reported as challenges to
cloud computing adoption. Challenges such as connectivity
and open access affect cloud computing adoption by rural e-
commerce based enterprises [27, 49]. Several scholars have
reported issues such as a shortage of internet facilities and
expertise, leading to persistent poor internet connection and
restricted internet access [30, 31, 32]. Also, fear of the
continual availability of uninterrupted resources and
infrastructure has limited the interest and preparedness of
enterprises adopting cloud computing over the years [31].
The government should assist rural-based enterprises with
uninterrupted internet access and other social amenities
pivotal to cloud computing adoption. Furthermore, customer
(users) satisfaction and acceptance also affect cloud
computing adoption. Factors such as poverty, constrained
financial resources, illiteracy and ignorance were reported by
[31] as limiting users’ adoption of cloud computing.
Computer illiteracy, lack of infrastructure such as efficient
internet and improper awareness of cloud computing benefits
also contribute to these challenges [31 & 22]. Finally,
stakeholder support, political, regulatory and legal issues are
critical challenges of cloud computing adoption,
Government, enterprise, cloud computing, and internet
providers, customers, and vendors constitute the stakeholders
of cloud computing adoption [27, 43]. Research has
established the importance of stakeholders in enterprise
cloud computing adoption [23, 24]. They are important to
address the stress of enterprises selecting reputable, reliable,
sizable, and proficient cloud computing service providers to
avoid constant migration from one provider to another, the
high cost of migration that influences the readiness and
decision of enterprises adopting cloud computing in e-
commerce [25&38]. Similarly, since virtualization is a
crucial element of cloud computing, the need to regulate data
storage, proficiency, quality, and information is highly
important. The legislative secures these by proposing and
enforcing transaction rules encompassing cloud users’ rules,
information dissemination rules, and cloud transaction rules
within the cloud computing domain [27& 28]. Furthermore,
the legal framework underscores rules clarifying ownership
between cloud computing providers and users [43]. Another
challenge of enterprise cloud computing adoption in e-
commerce is the numerous service level agreements (SLAS)
that occur among the cloud computing providers and the lack
of harmonized SLAs caused by numerous cloud computing
resources. These resources are often affected by factors such
as selected processors, central processing unit (CPU) centers,
and types of bandwidth [43]. Another challenge of
implementing cloud computing in e-commerce is the paucity
of SLAs, which is critical for cloud computing providers and
users in asset distribution and business connections. A
guarantee of standardized SLAs among cloud computing
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providers and enterprises is important to ascertain and induce
the implementation of business agreements [28].
Stakeholders of cloud computing adoption are expected to
strategically improve their support and collaboration to
mitigate this challenge by implementing, monitoring and
evaluating programs that will enhance cloud computing
adoption in e-commerce.

6. Conclusion

It is quite glaring that cloud computing presents
numerous business opportunities such as economic value,
affordable operational cost, lower cost of assets, improved
business modus operandi, business efficiency and
redeploying non-essential activities, improved customer care,
and prompt accessibility of software and hardware to e-
commerce enterprises.

However, its adoption by enterprises is also mitigated by
technological and infrastructural challenges, data security,
integrity and quality, stakeholder support, legislative issues,
and service level agreement (SLA). This research provides
an in-depth examination of the business prospects and
obstacles in adopting cloud computing for enterprise e-
commerce by reviewing recent literature. It contributes to the
e-commerce sector by providing insights into the business
challenges and opportunities of e-commerce adopting cloud
computing. It also gives cloud providers vital information
about the challenges limiting the adoption of their cloud
services.

6.1. Limitation

Limited databases were considered for this study due to
time constraints and stringent exclusion criteria that might
have excluded relevant literature from the review, which
constitute the limitation of this study. Further limitations
occurred in the year range (2017-2024) used for the study
and a limited number of selected articles (13) for the review.

Articles published before 2017 could have been added to
the list of opportunities and challenges, and the trend of these
obstacles and prospects of cloud computing incorporation in
e-commerce could have been reviewed. Future research
opportunities can be derived from the findings and
limitations of this study. The mitigating strategies and
solutions to these challenges can be further researched.

6.2. Future Recommendations

When considering future research insight, the influence
of stakeholders’ regulatory and legal bodies in cloud
computing adoption in e-commerce should be extensively
researched.

6.3. Potential Study Biases

Biases are imminent in research to increase trust,
credibility and genuineness. The review design bias was
minimized using well-structured inconclusive research
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questions; location bias was minimized by searching concepts to avoid confusion. Finally, bias due to synthesis
numerous databases for peer-reviewed articles published in  was minimized by adhering strictly to a set of protocols and
English to enable a wide range of sources. considering statistics, methods and findings of all the
selected articles. Thematic analysis was also used to analyze
Bias due to selection was limited by ensuring articles ~ common themes from all selected studies.
were peer-reviewed by authors with clearly defined key

References

[1] Wei-Loon Koe, and Nurul Afigah Sakir, “The Motivation to Adopt E-Commerce Among Malaysian Entrepreneurs,” Organizations and
Markets in Emerging Economies, vol. 11, no. 1, pp. 189-202, 2020. [Google Scholar] [Publisher Link]

[2] Syed Afraz Ali, “Designing Secure and Robust E-Commerce Platform for Public Cloud,” The Asian Bulletin of Big Data
Management, vol. 3, no. 1, pp. 164-189, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[3] Lei Shi et al., “Research on the Application and Development Trend of Cloud Computing Based on E-Commerce,” 6 International
Conference on Computer Science and Network Technology (ICCSNT), Dalian, China, pp. 339-342, 2017. [CrossRef] [Google Scholar]
[Publisher Link]

[4] S. Vinoth et al., “Application of Cloud Computing in Banking and E-Commerce and Related Security Threats,” Materials Today:
Proceedings, vol. 51, pp. 2172-2175, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[5] Yujie Wang, “Design of Port E-Business Marketing Management Information System Based on Cloud Computing,” Journal of Coastal
Research, no. 98(Sl), pp. 75-79, 2019. [CrossRef] [Google Scholar] [Publisher Link]

[6] Nada Khalifa, and Wael Elmedany, “Security in Cloud Computing: Threats, Mitigation Strategies, and Future Directions,” The
Institution of Engineering and Technology Conference Proceedings, vol. 2023, no. 44, pp. 499-505, 2024. [CrossRef] [Google Scholar]
[Publisher Link]

[7]1 Abdulwahab Mujalli et al., “Investigating the Factors Affecting the Adoption of Cloud Accounting in Saudi Arabia’s Small and
Medium-Sized Enterprises (SMEs),” Journal of Open Innovation: Technology, Market, and Complexity, vol. 10, no. 2, 2024. [CrossRef]
[Google Scholar] [Publisher Link]

[8] Zolkipli Mohamad Fadli et al., “Cyber-attack Awareness and Prevention in Network Security,” International Journal of Informatics and
Communication Technology (13-ICT), vol. 11, no. 2, pp. 105-115, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[9] Lakshmisri Surya, “Software as A Service in Cloud Computing,” International Journal of Creative Research Thoughts (IJCRT), vol. 7,
no. 4, pp. 182-186, 2019. [Google Scholar] [Publisher Link]

[10] Robail Yasrab, “Platform-as-a-Service (PaaS): The Next Hype of Cloud Computing,” arXiv Preprint, 2018. [CrossRef] [Google
Scholar] [Publisher Link]

[11] Mohammed Eisa Suliman, “A Brief Analysis of Cloud Computing Infrastructure as a Service (IaaS),” International Journal of
Innovative Science and Research Technology (1JISRT), vol. 6, no. 1, pp. 1409-1412, 2021. [Google Scholar] [Publisher Link]

[12] Michael Gusenbauer, and Neal R. Haddaway, “Which Academic Search Systems are Suitable for Systematic Reviews or Meta-
Analyses? Evaluating Retrieval Qualities of Google Scholar, Pubmed, and 26 Other Resources,” Research Synthesis Methods, vol. 11,
no. 2, pp. 181-217, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[13] Sulaimon Adewale, Bunmi I. Omodan, and Omotayo A. Awodiji, “A Systematic Review of Post-COVID-19 Pandemic Strategies to
Improve Instruction of Technical and Vocational Education and Training in Nigeria,” E-Journal of Humanities, Arts and Social
Sciences (EHASS), vol. 3, no. 11, pp. 19-35, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[14] Matthew J Page et al., “The PRISMA 2020 Statement: an Updated Guideline for Reporting Systematic Reviews,” bmj, vol. 372, 2021.
[CrossRef] [Google Scholar] [Publisher Link]

[15] Norman A. Stahl, and James R. King, “Expanding Approaches for Research: Understanding and Using Trustworthiness in Qualitative
Research,” Journal of Developmental Education, vol. 44, no. 1, pp. 26-28, 2020. [Google Scholar] [Publisher Link]

[16] Fahrizal Budiono, Sim Lau, and William Tibben, “Cloud Computing Adoption for E-Commerce in Developing Countries: Contributing
Factors and Its Implication for Indonesia,” Proceedings of the Pacific Asia Conference on Information Systems (PACIS), vol. 90, 2018.
[Google Scholar] [Publisher Link]

[17] Tao Ye et al,, “Container-As-A-Service Architecture for Business Workflow,” International Journal of Simulation and Process
Modelling, vol. 13, no. 2, pp. 102-115, 2018. [CrossRef] [Google Scholar] [Publisher Link]

[18] Nitirajsingh Sandu, and Ergun Gide, “The Economic Benefits of Cloud-Based E-Commerce in Indian Service Small to Medium
Businesses (SMBs),” Global Journal of Computer Sciences: Theory and Research, vol. 9, no. 1, pp. 21-31, 2019. [CrossRef] [Google
Scholar] [Publisher Link]

[19] Islam, et al., “The Future of Cloud Computing: Benefits and Challenges,” International Journal of Communications, Network and
System Sciences, vol. 16, no. 4, pp. 53-65, 2023. [CrossRef] [Google Scholar] [Publisher Link]

50


https://scholar.google.com/scholar?q=The+motivation+to+adopt+E-commerce+among+Malaysian+entrepreneurs&hl=en&as_sdt=0,5
https://www.ceeol.com/search/article-detail?id=870419
https://doi.org/10.62019/abbdm.v3i1.56
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Designing+Secure+and+Robust+E-Commerce+Platform+for+Public+Cloud&btnG=
https://abbdm.com/index.php/Journal/article/view/56
https://doi.org/10.1109/ICCSNT.2017.8343714
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Research+on+the+application+and+development+trend+of+cloud+computing+based+on+E-commerce&btnG=
https://ieeexplore.ieee.org/document/8343714
https://doi.org/10.1016/j.matpr.2021.11.121
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Application+of+cloud+computing+in+banking+and+e-commerce+and+related+security+threats&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S2214785321071285?via%3Dihub
https://doi.org/10.2112/SI98-019.1
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Design+of+Port+E-Business+Marketing+Management+Information+System+Based+on+Cloud+Computing&btnG=
https://bioone.org/journals/journal-of-coastal-research/volume-98/issue-sp1/SI98-019.1/Design-of-Port-E-Business-Marketing-Management-Information-System-Based/10.2112/SI98-019.1.short
https://doi.org/10.1049/icp.2024.0974
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Security+in+cloud+computing%3A+threats%2C+mitigation+strategies%2C+and+future+directions&btnG=
https://chooser.crossref.org/?doi=10.1049%2Ficp.2024.0974
https://doi.org/10.1016/j.joitmc.2024.100314
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Investigating+the+factors+affecting+the+adoption+of+Cloud+Accounting+in+Saudi+Arabia%E2%80%99s+Small+and+Medium-Sized+Enterprises+%28SMEs%29&btnG=
https://www.sciencedirect.com/science/article/pii/S2199853124001082?via%3Dihub
https://doi.org/10.11591/ijict.v11i2.pp105-115
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cyber+attack+awareness+and+prevention+in+network+security&btnG=
https://ijict.iaescore.com/index.php/IJICT/article/view/20445
https://scholar.google.com/scholar?q=Software+as+a+service+in+cloud+computing&hl=en&as_sdt=0,5
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3674386
https://doi.org/10.48550/arXiv.1804.10811
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Platform-as-a-service+%28paas%29%3A+the+next+hype+of+cloud+computing&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Platform-as-a-service+%28paas%29%3A+the+next+hype+of+cloud+computing&btnG=
https://arxiv.org/abs/1804.10811
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+brief+analysis+of+cloud+computing+Infrastructure+as+a+Service+%28IaaS%29&btnG=
https://www.ijisrt.com/a-brief-analysis-of-cloud-computing-infrastructure-as-a-service-iaas
https://doi.org/10.1002/jrsm.1378
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Which+academic+search+systems+are+suitable+for+systematic+reviews+or+meta%E2%80%90analyses%3F+Evaluating+retrieval+qualities+of+Google+Scholar%2C+PubMed%2C+and+26+other+resources&btnG=
https://onlinelibrary.wiley.com/doi/10.1002/jrsm.1378
https://doi.org/10.38159/ehass.2022sp3113
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Systematic+Review+of+Post-COVID-19+Pandemic+Strategies+to+Improve+Instruction+of+Technical+and+Vocational+Education+andTraining+in+Nigeria&btnG=
https://noyam.org/ehass2022sp3113/
https://doi.org/10.1136/bmj.n71
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+PRISMA+2020+Statement%3A+an+Updated+Guideline+for+Reporting+Systematic+Reviews&btnG=
https://www.bmj.com/content/372/bmj.n71
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Expanding+Approaches+for+Research%3A+Understanding+and+Using+Trustworthiness+in+Qualitative+Research&btnG=
https://www.jstor.org/stable/45381095
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Adoption+for+E-Commerce+in+Developing+Countries%3A+Contributing+Factors+and+Its+Implication+for+Indonesia&btnG=
https://aisel.aisnet.org/pacis2018/90/
https://doi.org/10.1504/IJSPM.2018.091692
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Container-As-A-Service+Architecture+for+Business+Workflow&btnG=
https://www.inderscience.com/offers.php?id=91692
https://dx.doi.org/10.18844/gjcs.v9i1.4141
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Economic+Benefits+of+Cloud-Based+E-Commerce+in+Indian+Service+Small+to+Medium+Businesses+%28SMBs%29&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Economic+Benefits+of+Cloud-Based+E-Commerce+in+Indian+Service+Small+to+Medium+Businesses+%28SMBs%29&btnG=
https://un-pub.eu/ojs/index.php/gjcs/article/view/4141
https://doi.org/10.4236/ijcns.2023.164004
The%20Future%20of%20Cloud%20Computing:%20Benefits%20and%20Challenges
https://www.scirp.org/journal/paperinformation?paperid=124299

Ifeanyi Amuche Ilochonwu / 1JEMS, 11(12), 39-54, 2024

[20] Phani Durga Nanda Kishore Kommisetty, and Nareddy Abhireddy “Cloud Migration Strategies: Ensuring Seamless Integration and
Scalability in Dynamic Business Environments,” International Journal of Engineering and Computer Science, vol. 13, no. 4, pp. 26146-
26156, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[21] Xiaoyan Yang, Tiejun Pan, and Jingjing Shen, “On 3g Mobile E-Commerce Platform Based on Cloud Computing,” 2010 3" IEEE
International Conference on Ubi-Media Computing, Jinhua, China, pp. 198-201, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[22] HongYun Cai, Zhen Li, and JunFeng Tian, “A New Trust Evaluation Model Based on Cloud Theory in E-Commerce Environment,”
Proceedings - 2011 International Symposium on Intelligence Information Processing and Trusted Computing, IPTC, Wuhan, China, pp.
139-142, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[23] Hongbo Sun et al., “A Novel Architecture Towards Trusted E-Commerce Cloud,” 2012 International Conference on E-Learning and E-
Technologies in Education, ICEEE 2012, Lodz, Poland, pp. 223-229, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[24] J. Efrim Boritz, and Won Gyun No, “E-Commerce and Privacy: Exploring What We Know and Opportunities for Future Discovery,”
Journal of Information Systems, vol. 25, no. 2, pp. 11-45, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[25] Jinling Chi et al., “Cloud Computing Based E-Commerce Management Ontransaction Security Concepts,” Research Square, 2021.
[CrossRef] [Google Scholar] [Publisher Link]

[26] Babak Bashari Rad, Tinankoria Diaby, and Muhammad Ehsan Rana, “Cloud Computing Adoption: A Short Review of Issues and
Challenges,” In Proceedings of the 1%t International Conference on E-commerce, E-Business and E-Government, New York, United
State, pp. 51-55, 2017. [CrossRef] [Google Scholar] [Publisher Link]

[27] Sachchidanand Singh, and Nirmala Singh, “Internet of Things (Iot): Security Challenges, Business Opportunities & Reference
Avrchitecture for E-Commerce,” 2015 International Conference on Green Computing and Internet of Things (ICGCloT), Greater Noida,
India, pp. 1577-1581, 2015. [CrossRef] [Google Scholar] [Publisher Link]

[28] Zhiting Song, et al., “Smart E-Commerce Systems: Current Status and Research Challenges,” Electron Markets, vol. 29, pp. 221-238,
2019. [CrossRef] [Google Scholar] [Publisher Link]

[29] Mira Kartiwi et al., “Impact of External Factors on Determining E-Commerce Benefits among SMEs in Malaysia,” Journal of Global
Entrepreneurship Research, vol. 8, no. 18, pp. 1-12, 2018. [CrossRef] [Google Scholar] [Publisher Link]

[30] Magbool Khan et al., “Osaas: Online Shopping as a Service to Escalate E-Commerce in Developing Countries,” Proceedings - 18th
IEEE International Conference on High Performance Computing and Communications, 14th IEEE International Conference on Smart
City and 2™ IEEE International Conference on Data Science and Systems, HPCC/SmartCity/DSS 2016, Sydney, NSW, Australia, pp.
1402-1409, 2017. [CrossRef] [Google Scholar] [Publisher Link]

[31] Lubna A. Hussein et al., “Factors Influencing the Intention to Continue Using B2B e-Commerce in Manufacturing SMEs,” Technology
and Applied Science Research, vol. 10, no. 2, pp. 5528-5533. 2020. [CrossRef] [Google Scholar] [Publisher Link]

[32] Naseer Amara, Huang Zhiqui, and Awais Ali, “Cloud Computing Security Threats and Attacks with their Mitigation Techniques,” In:
2017 International Conference on Cyber-Enabled Distributed Computing and Knowledge Discovery (CyberC), Nanjing, China, pp.
244-251, 2017. [CrossRef] [Google Scholar] [Publisher Link]

[33] Srinath Doss, and Malebogo Khanda, “SME Cloud Adoption in Botswana: Its Challenges and Successes,” International Journal of
Advanced Computer Science and Applications (IJACSA), vol. 9, no. 1, 2018. [CrossRef] [Google Scholar] [Publisher Link]

[34] Pranjal, M. R, “Data Security on Cloud Services: Threats and Mitigation,” International Journal of Scientific Research in Engineering
and Management, pp. 2582-3930, 2024. [Publisher Link]

[35] Aulkemeier, F. et al., “Sales Forecasting as a Service: A Cloud Based Pluggable E-Commerce Data Analytics Service,” ICEIS 2016 -
Proceedings of the 18™ International Conference on Enterprise Information Systems, Rome, Italy, vol. 2, pp. 345-352, 2017. [CrossRef]
[Google Scholar] [Publisher Link]

[36] Fabian Aulkemeier et al., “Sales Forecasting as a Service: A Cloud Based Pluggable E-Commerce Data Analytics Service,” ICEIS 2016
- Proceedings of the 18th International Conference on Enterprise Information Systems, pp. 345-352, 2016. [CrossRef] [Google Scholar]
[Publisher Link]

[37] Eman AL-Qtiemat, Zeyad AL-Odat, “Examining Cloud Security: Identifying Risks and The Implemented Mitigation Strategies,”
Journal of Theoretical and Applied Information Technology, vol. 102, no. 7, pp. 3069-3082, 2024. [Google Scholar] [Publisher Link]

[38] Morgan Reece et al., “Defending Multi-Cloud Applications Against Man-in-the-Middle Attacks,” In Proceedings of the 29" ACM
Symposium on Access Control Models and Technologies, New York, United States, pp. 47-52, 2024. [CrossRef] [Google Scholar]
[Publisher Link]

[39] Arjun Reddy Kunduru “Security Concerns and Solutions for Enterprise Cloud Computing Applications,” Asian Journal of Research in
Computer Science, vol. 15, no. 4, pp. 24-33, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[40] Mamdouh Alenezi, “Safeguarding Cloud Computing Infrastructure: A Security Analysis,” Computer Systems Science &
Engineering, vol. 37, no. 2, pp. 159-167, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[41] Nwaocha VO, Oloyede A. Averting DDOS attacks in Web-Based Applications. Available at: Orca Security. 2022 State of Public Cloud
Security Report Reveals Critical Cloud Security Gaps, 2022. [CrossRef] [Google Scholar] [Publisher Link]

51


https://doi.org/10.18535/ijecs/v13i04.4812
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Migration+Strategies%3A+Ensuring+Seamless+Integration+and+Scalability+in+Dynamic+Business+Environments&btnG=
https://ijecs.in/index.php/ijecs/article/view/4812
https://doi.org/10.1109/UMEDIA.2010.5544470
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=On+3g+Mobile+E-Commerce+Platform+Based+on+Cloud+Computing&btnG=
https://ieeexplore.ieee.org/abstract/document/5544470
https://doi.org/10.1109/IPTC.2011.42
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+New+Trust+Evaluation+Model+Based+on+Cloud+Theory+in+E-Commerce+Environment&btnG=
https://ieeexplore.ieee.org/abstract/document/6103556
https://doi.org/10.1109/ICeLeTE.2012.6333393
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Novel+Architecture+Towards+Trusted+E-Commerce+Cloud&btnG=
https://ieeexplore.ieee.org/abstract/document/6333393
https://doi.org/10.2308/isys-10090
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=E-Commerce+and+Privacy%3A+Exploring+What+We+Know+and+Opportunities+for+Future+Discovery&btnG=
https://publications.aaahq.org/jis/article-abstract/25/2/11/1534/E-Commerce-and-Privacy-Exploring-What-We-Know-and?redirectedFrom=fulltext
https://doi.org/10.21203/rs.3.rs-721329/v1
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Based+E-Commerce+Management+Ontransaction+Security+Concepts&btnG=
https://www.researchsquare.com/article/rs-721329/v1
https://doi.org/10.1145/3108421.3108426
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Adoption%3A+A+Short+Review+of+Issues+and+Challenges&btnG=
https://dl.acm.org/doi/abs/10.1145/3108421.3108426#artseq-00001
https://doi.org/10.1109/ICGCIoT.2015.7380718
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Internet+of+Things+%28Iot%29%3A+Security+Challenges%2C+Business+Opportunities+%26+Reference+Architecture+for+E-Commerce&btnG=
https://ieeexplore.ieee.org/abstract/document/7380718
https://doi.org/10.1007/s12525-017-0272-3
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Smart+E-Commerce+Systems%3A+Current+Status+and+Research+Challenges&btnG=
https://link.springer.com/article/10.1007/s12525-017-0272-3
https://doi.org/10.1186/s40497-018-0105-7
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Impact+of+External+Factors+on+Determining+E-Commerce+Benefits+Among+SMEs+in+Malaysia&btnG=
https://link.springer.com/article/10.1186/s40497-018-0105-7
https://doi.org/10.1109/HPCC-SmartCity-DSS.2016.0200
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Osaas%3A+Online+Shopping+as+a+Service+to+Escalate+E-Commerce+in+Developing+Countries&btnG=
https://ieeexplore.ieee.org/document/7828541
https://doi.org/10.48084/etasr.3373
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Factors+Influencing+the+Intention+to+Continue+Using+B2B+e-Commerce+in+Manufacturing+SMEs%2C%E2%80%9D+&btnG=
https://etasr.com/index.php/ETASR/article/view/3373
https://doi.org/10.1109/CyberC.2017.37
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Security+Threats+and+Attacks+with+Their+Mitigation+Techniques&btnG=
https://ieeexplore.ieee.org/document/8250365
https://dx.doi.org/10.14569/IJACSA.2018.090165
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=SME+Cloud+Adoption+in+Botswana%3A+Its+Challenges+and+Successes&btnG=
https://thesai.org/Publications/ViewPaper?Volume=9&Issue=1&Code=IJACSA&SerialNo=65
https://ijsrem.com/download/data-security-on-cloud-services-threats-and-mitigation/
http://doi.org/10.5220/0005915903450352
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Sales+Forecasting+as+a+Service%3A+A+Cloud+Based+Pluggable+E-Commerce+Data+Analytics+Service&btnG=
https://ieeexplore.ieee.org/document/7816693
http://doi.org/10.5220/0005915903450352
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Analysis+of+Application+of+Cloud+Computing+in+E-Commerce&btnG=
https://www.scitepress.org/Link.aspx?doi=10.5220/0005915903450352
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Examining+Cloud+Security%3A+Identifying+Risks+and+The+Implemented+Mitigation+Strategies&btnG=
https://www.jatit.org/volumes/hundredtwo7.php
https://doi.org/10.1145/3649158.3657051
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Multi-Cloud+Applications+Against+Man-in-the-Middle+Attacks&btnG=
https://dl.acm.org/doi/abs/10.1145/3649158.3657051
https://doi.org/10.9734/ajrcos/2023/v15i4327
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Security+Concerns+and+Solutions+for+Enterprise+Cloud+Computing+Applications&btnG=
https://journalajrcos.com/index.php/AJRCOS/article/view/327
https://doi.org/10.32604/csse.2021.015282
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Safeguarding+Cloud+Computing+Infrastructure%3A+A+Security+Analysis&btnG=
https://techscience.com/csse/v37n2/41451
https://doi.org/10.1145/3649158.3657051
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Averting+DDOS+attacks+in+web-based+applications&btnG=
http://doi.org/10.22624/AIMS/DIGITAL/V11N1P4

Ifeanyi Amuche llochonwu / IJEMS, 11(12), 39-54, 2024

[42] Bo Wang, and Jian Tang, “The Analysis of Application of Cloud Computing in E-Commerce,” Proceedings - 2016 International
Conference on Information System and Artificial Intelligence, ISAl, Hong Kong, China, pp. 148-151, 2017. [CrossRef] [Google Scholar]
[Publisher Link]

[43] Ping Liu, and Wu He, “Research on the E-Commerce Operation Performance of Smes Based on Cloud Computing Service Platform,”
Magazine of the Faculty of Engineering, vol. 32, no. 3, pp. 500-509, 2017. [Google Scholar]

[44] Chengduan Wang, Xianmin Wei, and Renlin Wang, “The Research on the Electronic Commerce Security Evaluation Based on
Combination Weighting Method under Cloud Computing Environment,” Magazine of the Faculty of Engineering, vol. 32, no. 1, pp.
207-218, 2017. [Google Scholar]

[45] Radwan M. Al-Dwairi, Nadia Al-Tweit, and Kholood Zyout, “Factors Influencing Cloud-Computing Adoption in Small and Medium E-
Commerce Enterprises in Jordan,” In Proceedings of the 2018 1% International Conference on Internet and e-Business, Singapore, pp.
73-78, 2018. [CrossRef] [Google Scholar] [Publisher Link]

[46] Liana Syah Fitri, “Cloud Computing Technology in Development E-Business (Literature Review),” Journal of Artificial Intelligence
and Engineering Applications (JAIEA), vol. 3, no. 1, pp. 10-14, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[47] Zinatullah Akrami, and Gurjit Singh Bhathal, “Cloud Computing Empowering E-Commerce Innovation,” In Applied Data Science and
Smart Systems, CRC Press, 1%t ed., pp. 393-401, 2024. [Google Scholar] [Publisher Link]

[48] Tamara Almarabeh, and Yousef Kh. Majdalawi, “Cloud Computing of E-Commerce,” Modern Applied Science, vol. 13, no. 1, pp. 27-
35, 2019. [CrossRef] [Google Scholar] [Publisher Link]

[49] Nina Kadidiatou Fofana, and Baolong Ma, “E-Business Data Processing System Implemented in Cloud Computing,” In Proceedings of
the 2020 4™ International Conference on E-Business and Internet, New York, United State, pp. 42-46, 2020. [CrossRef] [Google
Scholar] [Publisher Link]

[50] Osama Sohaib, and Mohsen Naderpour, “Decision Making on Adoption of Cloud Computing in E-Commerce Using Fuzzy TOPSIS,”
In 2017 IEEE International Conference on Fuzzy Systems (FUZZ-IEEE), Naples, Italy, pp. 1-6, 2017. [CrossRef] [Google Scholar]
[Publisher Link]

[51] Mohamed Abdel-Basset et al., “A Novel Decision-Making Model for Sustainable Supply Chain Finance Under Uncertainty
Environment,” Journal of Cleaner Production, vol. 269, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[52] Yan Li, and Li Junfeng, “Risk Management of E-Commerce Security in Cloud Computing Environment,” 2020 12 International
Conference on Measuring Technology and Mechatronics Automation (ICMTMA), Phuket, Thailand, pp. 787-790, 2020. [CrossRef]
[Google Scholar] [Publisher Link]

[53] Swasti Singhal, Laxmi, Ahuja, and Himanshu Monga, “Sustainable Manufacturing Integrated into Cloud-Based Data Analytics for E-
Commerce SMEs,” 2023 International Conference on Artificial Intelligence and Smart Communication (AISC), Greater Noida, India,
pp. 1436-1440, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[54] Kholoud Bajunaied, Nazimah Hussin, and Suzilawat Kamarudin, “Behavioral Intention to Adopt FinTech services: An Extension of
Unified Theory of Acceptance and Use of Technology,” Journal of Open Innovation: Technology, Market, and Complexity, vol. 9, no.
1, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[55] Abdurrahman Abdurrahman, Aurik Gustomo, and Eko Agus Prasetio, “Impact of Dynamic Capabilities on Digital Transformation and
Innovation to Improve Banking Performance: A TOE Framework Study,” Journal of Open Innovation: Technology, Market, and
Complexity, vol. 10, no. 1, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[56] Weisong Shi et al., “Edge Computing: State-0f-the-Art and Future Directions,” Journal of Computer Research and Development, vol.
56, no. 1, pp. 1-21, 2019. [CrossRef] [Google Scholar] [Publisher Link]

[57] Jiawen Kang et al., “Privacy-Preserved Pseudonym Scheme for Fog Computing Supported Internet of Vehicles,” IEEE Transactions on
Intelligent Transportation Systems, vol. 19, no. 8, pp. 2627-2637, 2018. [CrossRef] [Google Scholar] [Publisher Link]

[58] Keyan Cao et al., “An Overview on Edge Computing Research,” IEEE access, vol. 8, pp. 85714-85728, 2020. [CrossRef] [Google
Scholar] [Publisher Link]

[59] Derek McAuley, “Hybrid and Multi-Cloud Strategies: Balancing Flexibility and Complexity,” MZ Computing Journal, vol. 4, no. 2, pp.
1-10, 2023. [Google Scholar] [Publisher Link]

[60] Srinivasa Rao Gundu, Charan Arur Panem, and Anuradha Thimmapuram, “Hybrid It and Multi Cloud an Emerging Trend and Improved
Performance in Cloud Computing,” SN Computer Science, vol. 1, no. 5, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[61] Satya Bhushan Verma, Brijesh Pandey, and Bineet Kumar Gupta, “Containerization and Its Architectures: A Study,” ADCAIJ:
Advances in Distributed Computing and Artificial Intelligence Journal, vol. 11, no. 4, pp. 395-409, 2022. [CrossRef] [Google Scholar]
[Publisher Link]

[62] Emiliano Casalicchio, and Stefano Iannucci, “The State-of-the-Art in Container Technologies: Application, Orchestration and
Security,” Concurrency and Computation: Practice and Experience, vol. 32, no. 17, 2020. [CrossRef] [Google Scholar] [Publisher
Link]

52


https://doi.org/10.1109/ISAI.2016.0040
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Analysis+of+Application+of+Cloud+Computing+in+E-Commerce&btnG=
https://ieeexplore.ieee.org/document/7816693
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Research+on+the+E-Commerce+Operation+Performance+of+Smes+Based+on+Cloud+Computing+Service+Platform&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Research+on+the+Electronic+Commerce+Security+Evaluation+Based+on+Combination+Weighting+Method+under+Cloud+Computing+Environment&btnG=
https://doi.org/10.1145/3230348.3230370
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Factors+Influencing+Cloud-Computing+Adoption+in+Small+and+Medium+E-Commerce+Enterprises+in+JordanFactors+Influencing+Cloud-Computing+Adoption+in+Small+and+Medium+E-Commerce+Enterprises+in+Jordan&btnG=
https://dl.acm.org/doi/abs/10.1145/3230348.3230370
https://doi.org/10.59934/jaiea.v3i1.232
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Technology+in+Development+E-Business+%28Literature+Review%29&btnG=
https://ioinformatic.org/index.php/JAIEA/article/view/232
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Empowering+E-Commerce+Innovation&btnG=
https://www.taylorfrancis.com/chapters/oa-edit/10.1201/9781003471059-51/cloud-computing-empowering-commerce-innovation-zinatullah-akrami-gurjit-singh-bhathal
https://doi.org/10.5539/mas.v13n1p27
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+of+E-Commerce&btnG=
https://www.ccsenet.org/journal/index.php/mas/article/view/0/37742
https://doi.org/10.1145/3436209.3436384
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=E-Business+Data+Processing+System+Implemented+in+Cloud+Computing&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=E-Business+Data+Processing+System+Implemented+in+Cloud+Computing&btnG=
https://dl.acm.org/doi/abs/10.1145/3436209.3436384
https://doi.org/10.1109/FUZZ-IEEE.2017.8015404
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Decision+Making+on+Adoption+of+Cloud+Computing+in+E-Commerce+Using+Fuzzy+TOPSIS&btnG=
https://ieeexplore.ieee.org/document/8015404
https://doi.org/10.1016/j.jclepro.2020.122324
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Novel+Decision-Making+Model+for+Sustainable+Supply+Chain+Finance+Under+Uncertainty+Environment&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S0959652620323714
https://doi.org/10.1109/ICMTMA50254.2020.00172
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Risk+Management+of+E-Commerce+Security+in+Cloud+Computing+Environment&btnG=
https://ieeexplore.ieee.org/abstract/document/9050189
https://doi.org/10.1109/AISC56616.2023.10085046
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Sustainable+Manufacturing+Integrated+into+Cloud-Based+Data+Analytics+for+E-Commerce+SMEs&btnG=
https://ieeexplore.ieee.org/document/10085046
https://doi.org/10.1016/j.joitmc.2023.100010
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Behavioral+Intention+to+Adopt+FinTech+services%3A+An+Extension+of+Unified+Theory+of+Acceptance+and+Use+of+Technology%2C&btnG=
https://www.sciencedirect.com/science/article/pii/S2199853123001129
https://doi.org/10.1016/j.joitmc.2024.100215
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Impact+of+Dynamic+Capabilities+on+Digital+Transformation+and+Innovation+to+Improve+Banking+Performance%3A+A+TOE+Framework+Study&btnG=
https://www.sciencedirect.com/science/article/pii/S219985312400009X
https://dx.doi.org/10.7544/issn1000-1239.2019.20180760
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Edge+Computing%3A+State-of-the-Art+and+Future+Directions&btnG=
https://crad.ict.ac.cn/cn/article/doi/10.7544/issn1000-1239.2019.20180760
https://doi.org/10.1109/TITS.2017.2764095
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Privacy-Preserved+Pseudonym+Scheme+for+Fog+Computing+Supported+Internet+of+Vehicles&btnG=
https://ieeexplore.ieee.org/abstract/document/8103347
https://doi.org/10.1109/ACCESS.2020.2991734
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=An+Overview+on+Edge+Computing+Research&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=An+Overview+on+Edge+Computing+Research&btnG=
https://ieeexplore.ieee.org/abstract/document/9083958
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Hybrid+and+Multi-Cloud+Strategies%3A+Balancing+Flexibility+and+Complexity&btnG=
https://mzjournal.com/index.php/MZCJ/article/view/313
https://doi.org/10.1007/s42979-020-00277-x
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Hybrid+It+and+Multi+Cloud+an+Emerging+Trend+and+Improved+Performance+in+Cloud+Computing%2C&btnG=
https://link.springer.com/article/10.1007/s42979-020-00277-x#citeas
https://doi.org/10.14201/adcaij.28351
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Containerization+And+Its+Architectures%3A+A+Study&btnG=
https://revistas.usal.es/cinco/index.php/2255-2863/article/view/28351
https://doi.org/10.1002/cpe.5668
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+State%E2%80%90of%E2%80%90the%E2%80%90Art+in+Container+Technologies%3A+Application%2C+Orchestration+and+Security&btnG=
https://onlinelibrary.wiley.com/doi/abs/10.1002/cpe.5668
https://onlinelibrary.wiley.com/doi/abs/10.1002/cpe.5668

Ifeanyi Amuche llochonwu / IJEMS, 11(12), 39-54, 2024

[63] Fangli Zeng, Hing Kai Chan, and Kulwant Pawar, “Exploring the Adoption of E-Commerce Platform for Container Shipping
Bookings,” International Journal of Logistics Research and Applications, pp. 1-14, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[64] Fatemeh Sabbaghi, Arash Mahboubi, and Siti Hajar Othman, “Hybrid Service for Business Contingency Plan and Recovery Service as
A Disaster Recovery Framework for Cloud Computing,” Journal of Soft Computing and Decision Support Systems, vol. 4, no. 4, pp. 1-
10, 2017. [Google Scholar] [Publisher Link]

[65] Shahanawaj Ahamad et al., “A Detailed Analysis of The Critical Role of Artificial Intelligence in Enabling High-Performance Cloud
Computing Systems,” In 2022 2" International Conference on Advance Computing and Innovative Technologies in Engineering
(ICACITE), Greater Noida, India, pp. 156-159, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[66] Yogesh Kumar, Surabhi Kaul, and Yu-Chen Hu, “Machine Learning for Energy-Resource Allocation, Workflow Scheduling and Live
Migration in Cloud Computing: State-of-the-Art Survey,” Sustainable Computing: Informatics and Systems, vol. 36, 2022. [CrossRef]
[Google Scholar] [Publisher Link]

[67] Jain, V., Malviya, B. and Arya, S. “An Overview of Electronic Commerce (e-Commerce),” The Journal of Contemporary Issues in
Business and Government, vol. 27, no. 3, pp. 665-670, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[68] Ali Sunyaev, and Ali Sunyaev, “Cloud Computing,” Internet Computing: Principles of Distributed Systems and Emerging Internet-
Based Technologies, pp. 195-236, 2020. [Google Scholar]

[69] Lavhelesani Mulibana, and Ravinder Rena, “Innovation Activities of Informal Micro-Enterprises in Gauteng, South Africa: A
Systematic Review of The Literature,” African Journal of Science, Technology, Innovation and Development, vol. 13, no. 4, pp. 425-
435, 2021. [Google Scholar] [Publisher Link]

[70] Ayodotun Stephen Ibidunni, Daniel E. Ufua, and Abdullah Promise Opute, “Linking Disruptive Innovation to Sustainable
Entrepreneurship within the Context of Small and Medium Firms: A Focus on Nigeria,” African Journal of Science, Technology,
Innovation and Development, vol. 14, no. 6, pp. 1591-1607, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[71] Kasmad Ariansyah et al., “Drivers of And Barriers to E-Commerce Adoption in Indonesia: Individuals’ Perspectives and the
Implications,” Telecommunications Policy, vol. 45, no. 8, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[72] Kelly D. Martin et al., “Data Privacy: Effects on Customer and Firm Performance,” Journal of Marketing, vol. 81, no. 1, pp. 36-58,
2017. [CrossRef] [Google Scholar] [Publisher Link]

[73] Satish Rupraoji Billewar et al., “The Rise of 3D E-Commerce: The Online Shopping Gets Real with Virtual Reality and Augmented
Reality During Covid-19,” World Journal of Engineering, vol. 19, no. 2, pp. 244-253, 2021. [CrossRef] [Google Scholar] [Publisher
Link]

[74] Nebojsa Vasi¢, Milorad Kilibarda, and Tanja Kaurin, “The Influence of Online Shopping Determinants on Customer Satisfaction in the
Serbian Market,” Journal of Theoretical and Applied Electronic Commerce Research, vol. 14, no. 2, pp. 70-89, 2021. [CrossRef]
[Google Scholar] [Publisher Link]

[75] Nirmalya Bandyopadhyay et al., “Immediate or Delayed! Whether Various Types of Consumer Sales Promotions Drive Impulse
Buying? An Empirical Investigation,” Journal of Retailing and Consumer Services, vol. 61, 2021. [CrossRef] [Google Scholar]
[Publisher Link]

[76] Svante Andersson, et al., “Challenges and Opportunities in The Digitalization of the B2B Customer Journey,” Journal of Business &
Industrial Marketing, vol. 39, no. 13, pp. 160-174, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[77] Anika Berens, Stefan Kolb, and Heiko Haase, “Critical Success Factors for Digital Platforms in B2B and B2C Environments: An
Explicative Multiple Case Study Approach,” International Journal of Business Forecasting and Marketing Intelligence, vol. 5, no. 3,
pp. 346-370, 2019. [CrossRef] [Google Scholar] [Publisher Link]

[78] Aijun Liu et al., “Cross-Border E-Commerce Development and Challenges in China: A Systematic Literature Review,” Journal of
Theoretical and Applied Electronic Commerce Research, vol. 17, no. 1, pp. 69-88, 2021. [CrossRef] [Google Scholar] [Publisher Link]

[79] Joseph Luchette et al., Unlimited Virtual Computing Capacity Using the Cloud for Automated Parameter Estimation, In Proceedings of
the 1%t PEST Conference, pp. 1-16, 2009. [Google Scholar]

[80] S. Vinoth et al., “Application of Cloud Computing in Banking and E-Commerce and Related Security Threats,” Materials Today:
Proceedings, vol. 51, pp. 2172-2175, 2022. [CrossRef] [Google Scholar] [Publisher Link]

[81] Shah Rukh Malik, Mujahid Rafiq, and Muhammad Ahmad Kahloon, “Cloud Security in E-Commerce Applications,” In Research
Anthology on E-Commerce Adoption, Models, and Applications for Modern Business, pp. 1720-1732, 2021. [CrossRef] [Google
Scholar] [Publisher Link]

[82] Deba Prasead Mozumde, Julkar Nayeen Mah, and Whaiduzzaman, “Cloud Computing Security Breaches and Threats Analysis,”
International Journal of Scientific and Engineering Research, vol. 8, no. 1, pp. 1287-1297, 2017. [Google Scholar]

[83] Long Cheng, Fang Liu, and Danfeng Yao, “Enterprise Data Breach: Causes, Challenges, Prevention, and Future Directions,” Wiley
Interdisciplinary Reviews: Data Mining and Knowledge Discovery, vol. 7, no. 5, pp. 1-14, 2017. [CrossRef] [Google Scholar]
[Publisher Link]

53


https://doi.org/10.1080/13675567.2024.2363244
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Exploring+the+Adoption+of+E-Commerce+Platform+for+Container+Shipping+Bookings&btnG=
https://www.tandfonline.com/doi/abs/10.1080/13675567.2024.2363244
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Hybrid+Service+for+Business+Contingency+Plan+and+Recovery+Service+as+A+Disaster+Recovery+Framework+for+Cloud+Computing&btnG=
https://www.jscdss.com/index.php/files/article/view/135
https://doi.org/10.1109/ICACITE53722.2022.9823679
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Detailed+Analysis+of+The+Critical+Role+of+Artificial+Intelligence+in+Enabling+High-Performance+Cloud+Computing+Systems&btnG=
https://ieeexplore.ieee.org/document/9823679
https://doi.org/10.1016/j.suscom.2022.100780
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Machine+Learning+for+Energy-Resource+Allocation%2C+Workflow+Scheduling+and+Live+Migration+in+Cloud+Computing%3A+State-of-the-Art+Survey&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S2210537922001111
https://doi.org/10.1108/JBIM-12-2023-0714
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Challenges+and+Opportunities+in+The+Digitalization+of+The+B2B+Customer+Journey&btnG=
https://emerald.com/insight/content/doi/10.1108/jbim-12-2023-0714/full/html
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=%5B8%5D%09Sunyaev%2C+A.%2C+and+Sunyaev%2C+A.+%E2%80%9CCloud+Computing&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Innovation+Activities+of+Informal+Micro-Enterprises+in+Gauteng%2C+South+Africa%3A+A+Systematic+Review+of+The+Literature&btnG=
https://journals.co.za/doi/abs/10.1080/20421338.2020.1818921
https://doi.org/10.1108/JBIM-12-2023-0714
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Linking+Disruptive+Innovation+to+Sustainable+Entrepreneurship+Within+the+Context+of+Small+and+Medium+Firms%3A+A+Focus+on+Nigeria&btnG=
https://journals.co.za/doi/abs/10.1080/20421338.2021.1975355
https://doi.org/10.1016/j.telpol.2021.102219
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Drivers+of+And+Barriers+to+E-Commerce+Adoption+in+Indonesia%3A+Individuals%E2%80%99+Perspectives+and+The+Implications&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S0308596121001233
https://doi.org/10.1509/jm.15.0497
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Data+Privacy%3A+Effects+on+Customer+and+Firm+Performance&btnG=
https://journals.sagepub.com/doi/10.1509/jm.15.0497
https://doi.org/10.1108/WJE-06-2021-0338
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Rise+Of+3D+E-Commerce%3A+The+Online+Shopping+Gets+Real+with+Virtual+Reality+and+Augmented+Reality+During+Covid-19&btnG=
https://www.emerald.com/insight/content/doi/10.1108/wje-06-2021-0338/full/html
https://www.emerald.com/insight/content/doi/10.1108/wje-06-2021-0338/full/html
http://dx.doi.org/10.4067/S0718-18762019000200107
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Influence+of+Online+Shopping+Determinants+on+Customer+Satisfaction+in+The+Serbian+Market&btnG=
https://www.scielo.cl/scielo.php?script=sci_arttext&pid=S0718-18762019000200107&lng=en&nrm=iso&tlng=en
https://doi.org/10.1016/j.jretconser.2021.102532
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Immediate+or+Delayed%21+Whether+Various+Types+of+Consumer+Sales+Promotions+Drive+Impulse+Buying%3F+An+Empirical+Investigation&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S0969698921000989
https://doi.org/10.1108/JBIM-12-2023-0714
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Challenges+and+Opportunities+in+The+Digitalization+of+The+B2B+Customer+Journey&btnG=
https://emerald.com/insight/content/doi/10.1108/jbim-12-2023-0714/full/html
https://doi.org/10.1504/IJBFMI.2019.104045
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Critical+Success+Factors+for+Digital+Platforms+in+B2B+and+B2C+Environments%3A+An+Explicative+Multiple+Case+Study+Approach&btnG=
https://www.inderscience.com/offers.php?id=104045
https://doi.org/10.3390/jtaer17010004
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cross-Border+E-Commerce+Development+and+Challenges+in+China%3A+A+Systematic+Literature+Review&btnG=
https://www.mdpi.com/0718-1876/17/1/4
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Unlimited+Virtual+Computing+Capacity+Using+the+Cloud+for+Automated+Parameter+Estimation&btnG=
https://doi.org/10.1016/j.matpr.2021.11.121
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Application+of+Cloud+Computing+in+Banking+and+E-Commerce+and+Related+Security+Threats&btnG=
https://www.sciencedirect.com/science/article/abs/pii/S2214785321071285?via%3Dihub
http://doi.org/10.4018/978-1-7998-8957-1
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Security+in+E-Commerce+Applications&btnG=
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Security+in+E-Commerce+Applications&btnG=
https://igi-global.com/gateway/book/274989
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Cloud+Computing+Security+Breaches+and+Threats+Analysis&btnG=
https://doi.org/10.1002/widm.1211
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Enterprise+Data+Breach%3A+Causes%2C+Challenges%2C+Prevention%2C+And+Future+Directions&btnG=
https://wires.onlinelibrary.wiley.com/doi/10.1002/widm.1211

Ifeanyi Amuche llochonwu / IJEMS, 11(12), 39-54, 2024

[84] Matteo La Torre, John Dumay, and Michele Antonio Rea, “Breaching Intellectual Capital: Critical Reflections on Big Data Security,”
Mediterrari Accountancy Research, vol. 26, no. 3, pp. 463- 482, 2018. [CrossRef] [Google Scholar] [Publisher Link]

[85] Gabriel Arquelau Pimenta Rodrigues et al., “Impact, Compliance, and Countermeasures in Relation to Data Breaches in Publicly Traded
US Companies,” Future Internet, vol. 16, no. 6, pp. 1-32, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[86] Weiss, N. Eric, and Rena S. Miller, “The Target and other Financial Data Breaches: Frequently Asked Questions,” In Congressional
Research Service, Prepared for Members and Committees of Congress February, vol. 4, 2015. [Google Scholar]

[87] Sandra, G., Salaja Silas, and Elijah Blessing Rajsingh, “A Pragmatic Enquiry to Learn Recent Trends in Insider Threat Detection
Approaches,” In 2024 7™ International Conference on Circuit Power and Computing Technologies (ICCPCT), Kollam, India, vol. 1, pp.
1918-1923, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[88] Neetesh Saxena et al., “Impact and Key Challenges of Insider Threats on Organizations and Critical Businesses,” Electronics, vol. 7, no.
9, pp. 1-29, 2020. [CrossRef] [Google Scholar] [Publisher Link]

[89] Dawei Zhou, “Combating Insider Threat in the Open-World Environments: Identification, Monitoring, and Data Augmentation,”
In Proceedings of the AAAI Conference on Artificial Intelligence, VA, USA, vol. 38, no. 20, pp. 22688-22688, 2024. [CrossRef]
[Google Scholar] [Publisher Link]

[90] Habib, A.A et al., “Distributed Denial-Of-Service Attack Detection Short Review: Issues, Challenges, and Recommendations,” Bulletin
of Electrical Engineering and Informatics, vol. 14, no. 1, pp. 438-446, 2024. [CrossRef] [Google Scholar] [Publisher Link]

[91] Arunkumar J.R. Study Analysis of Cloud Security Challenges and Issues in Cloud Computing Technologies, Journal of Scientific

Computing and Engineering Research, vol. 6, no. 8, pp. 6-10, 2023. [CrossRef] [Google Scholar] [Publisher Link]
[92] Sai Kumar Medaram, and Leandros Maglaras, Malware Mitigation in Cloud Computing Architecture, In Cyber Malware: Offensive and

Defensive Systems, pp. 235-278, 2023. [CrossRef] [Google Scholar] [Publisher Link]

[93] Morgan Reece et al., “Defending Multi-Cloud Applications Against Man-In-The-Middle Attacks,” In Proceedings of the 29" ACM
Symposium on Access Control Models and Technologies, New York, United States, pp. 47-52, 2024. [CrossRef] [Google Scholar]
[Publisher Link]

[94] Himanshu Sharma, “The Evolution of Cybersecurity Challenges and Mitigation Strategies in Cloud Computing Systems,” International
Journal of Computer Engineering and Technology, vol. 15, no. 4, pp. 118-127, 2024. [CrossRef] [Google Scholar] [Publisher Link]

54


https://doi.org/10.1108/MEDAR-06-2017-0154
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Breaching+Intellectual+Capital%3A+Critical+Reflections+on+Big+Data+Security&btnG=
https://www.emerald.com/insight/content/doi/10.1108/medar-06-2017-0154/full/html
https://doi.org/10.3390/fi16060201
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Impact%2C+Compliance%2C+and+Countermeasures+in+Relation+to+Data+Breaches+in+Publicly+Traded+US+Companies&btnG=
https://mdpi.com/1999-5903/16/6/201
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Target+and+Other+Financial+Data+Breaches%3A+Frequently+Asked+Questions&btnG=
https://doi.org/10.1109/ICCPCT61902.2024.10672670
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=A+Pragmatic+Enquiry+to+Learn+Recent+Trends+in+Insider+Threat+Detection+Approaches&btnG=
https://ieeexplore.ieee.org/document/10672670
https://doi.org/10.3390/electronics9091460
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Impact+and+Key+Challenges+of+Insider+Threats+on+Organizations+and+Critical+Businesses&btnG=
https://www.mdpi.com/2079-9292/9/9/1460
https://doi.org/10.1609/aaai.v38i20.30304
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Combating+Insider+Threat+in+the+Open-World+Environments%3A+Identification%2C+Monitoring%2C+and+Data+Augmentation&btnG=
https://ojs.aaai.org/index.php/AAAI/article/view/30304
https://doi.org/10.11591/eei.v14i1.8377
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=DDoS+Attack+Detection+Short+Review%3A+Issues%2C+Challenges+and+Recommendations&btnG=
https://beei.org/index.php/EEI/article/view/8377
https://doi.org/10.46379/jscer.2023.0608002
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Study+Analysis+of+Cloud+Security+Challenges+and+Issues+in+Cloud+Computing+Technologies&btnG=
https://jscer.org/wp-content/uploads/2023-Volume%206-Issue%208/Study%20Analysis%20of%20Cloud%20Security%20Challenges%20and%20Issues%20in%20Cloud%20Computing%20Technologies%20five.pdf
https://doi.org/10.1007/978-3-031-34969-0_9
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Study+Analysis+of+Cloud+Security+Challenges+and+Issues+in+Cloud+Computing+Technologies&btnG=
https://link.springer.com/chapter/10.1007/978-3-031-34969-0_9
https://doi.org/10.1145/3649158.3657051
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=Defending+Multi-Cloud+Applications+Against+Man-In-The-Middle+Attacks&btnG=
https://dl.acm.org/doi/10.1145/3649158.3657051
https://doi.org/10.5281/zenodo.13140593
https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=The+Evolution+of+Cybersecurity+Challenges+and+Mitigation+Strategies+in+Cloud+Computing+Systems&btnG=
https://zenodo.org/records/13140593

